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Introduction

Experimenting with the Face

Of all the dramatic images to emerge in the hours and days fol-
lowing the September 11 attacks, one of the most haunting was 
a frame from a surveillance-camera video capturing the face of 
suspected hijacker Mohamed Atta as he passed through an air-
port metal detector in Portland, ME. Even more chilling to many 
security experts is the fact that, had the right technology been 
in place, an image like that might have helped avert the attacks. 
According to experts, face recognition technology that’s already 
commercially available could have instantly checked the image 
against photos of suspected terrorists on file with the FBI and 
other authorities. If a match had been made, the system could 
have sounded the alarm before the suspect boarded his flight.

—Alexandra Stikeman, “Recognizing the Enemy,” Technology 
Review, December 2001

The September 11 terrorist attacks generated an enormous flood of 
imagery, and among the deluge was a grainy shot of two of the alleged attack-
ers taken early that morning at a security checkpoint in the Portland, Maine, 
airport. The recorded video image, which appears to show Mohammad Atta 
and Abdulaziz Alomari passing through airport security, is a familiar part of 
9/11 iconography. Although difficult to discern the men’s faces in the image, 
it is virtually impossible to reference it without also invoking the claim that 
facial recognition technology could have identified the men as wanted ter-
rorist suspects. Already existing commercially available systems, accord-
ing to this regretful yet strangely hopeful assertion, “could have instantly 
checked the image against photos of suspected terrorists” and alerted airport 
security.1

The suggestion that an automated facial recognition system may have 
helped avert the September 11 terrorist attacks was perhaps the most ambi-
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tious claim circulating about biometric identification technologies in the 
aftermath of the catastrophe. The precise origin of the claim is hard to iden-
tify; it seemed to spring forth simultaneously from multiple sources. If it 
first came from someone in the security industry, it was quickly embraced 
and repeated by other public figures who felt sure it was true. This hopeful, 
regretful possibility was the basis for hearings held on Capitol Hill following 
September 11. On November 14, 2001, a Senate subcommittee on Technology, 
Terrorism, and Government Information held a hearing on “Biometric Iden-
tifiers and the Modern Face of Terror: New Technologies in the Global War 
on Terrorism.” In her opening remarks, Senator Dianne Feinstein (D-CA) 
asked, “How could a large group of coordinated terrorists operate for more 
than a year in the United States without being detected, and then get on four 
different airliners in a single morning without being stopped?” The answer, 
she noted, “is that we could not identify them.” Voicing again the assertion 
that had become part of the repertoire of public responses to the 9/11 events, 
she asserted, “In the case of at least two of the hijackers, authorities had pic-
tures of them as suspects prior to the attack, and airport cameras actually 
photographed them. But because these cameras didn’t use facial biometric 
systems, security was not alerted and the hijackers remained free to carry out 
their bloody plans.”2

The idea that the events of 9/11 could have been prevented with the sophis-
ticated technological products of modernity was laden with what the cinema 
studies scholar Pat Gill has called “technostalgia”—the desire to revise the 
past to redetermine the present by harnessing technology toward human 
ends, all the while recognizing the impossibility of the endeavor (a com-
mon theme in science fiction films, like The Terminator series).3 The claim 
might be said to embody a collective psychological need to believe that the 
nation was not as vulnerable as it appeared, that U.S. technological sophisti-
cation remained intact and in fact would have stopped the men had it been 
in place. This technostalgic longing to revise the past—a nostalgic sensibility 
wrapped up with an almost gleeful futurism—provides a paradoxical sort of 
origin myth for facial recognition technology. In the post-9/11 context, the 
technology emerged as an already existing, reliable, and high-tech solution 
to the newest, most pressing problem facing the nation. This move effectively 
elided the history of this technology, even as it inserted it fully formed into 
the past. In reality, well before 9/11 a whole set of social actors was already 
engaged in ongoing struggles and negotiations over the development and use 
of automated facial recognition technology. While it was not already fully 
formed and ready to identify the nation’s post–Cold War enemy Other, it 
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was already “embedded in and shaped by a rich web of cultural practices and 
ideas.”4

This book explores the web of cultural practices and ideas, along with the 
policy programs and institutional priorities, in which automated face per-
ception technologies are embedded. I investigate the effort, underway since 
the 1960s and gathering momentum since the 1990s, to teach computers to 
“see” the human face—to develop automated systems for identifying human 
faces and distinguishing them from one another, and for recognizing human 
facial expressions. This effort is best understood not as a unified program but 
as an interdisciplinary field of research and set of technological experiments. 
It is part of the broader effort to automate vision—to create machines that 
not only can generate images, but also analyze the content of those images. 
Computer scientists are interested in developing automated face perception 
technologies primarily as a means of creating more intelligent machines and 
more sophisticated forms of human-computer interaction.5 Other social 
actors—especially military, state security, and law enforcement agencies—
have viewed these technologies as uniquely suited to the development of 
“smart” surveillance, monitoring systems that perform the labor of surveil-
lance with less human input and less need to rely on the perceptual capacities 
and analytical skills of human beings, with the possibility of creating new 
divisions of perceptual labor between humans and computers. New forms of 
human-machine integration promise to make surveillance systems function 
more effectively and extend their reach over time and space. But whether 
these experimental technologies can or should be made to accomplish these 
goals remains open to debate, one that often plays out in press and policy 
discussions as a trade-off between “security” and “privacy.”

The purpose of this book is to move beyond the security versus privacy 
debate and make more adequate sense of the combination of technological 
projects that aim to create machines for identifying human faces and facial 
expressions, to understand the constellation of social forces that are shap-
ing these technologies, and to consider what interest in their development 
and uses tells us about the society in which they are embedded. Why the 
perceived need to automate the human capacity for facial recognition and 
expression interpretation at this historical juncture? How are particular 
social problems conceptualized such that these technologies are posited as 
potential solutions? What forms are these technologies taking, and what is 
at stake in their development and institutionalization? In framing the main 
questions of the book in this way, I take my cue from communication schol-
ars like Raymond Williams, James Carey, Susan Douglas, Carolyn Marvin, 
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and Jonathan Sterne, who have made the unassailable case that technologies 
are thoroughly cultural forms from the outset, embodying the hopes, dreams, 
desires, and especially the power relations and ideological conflicts of the 
societies that produce them. My main focus is the United States, but it would 
be a mistake to view automated face perception technologies as uniquely 
“American.” Research and development has occurred in other countries as 
well, and the technologies are finding applications beyond U.S. borders. But 
the spaces along and within the U.S. borders have become special sites of 
experimentation for automating the deceptively complex processes of facial 
identification and expression recognition. U.S. borders, airports, cities, sub-
urbs, shopping malls, bars, casinos, banks, schools, workplaces, homes—
and the bodies and behaviors of the inhabitants of these spaces—are special 
areas of experimentation for new surveillance technologies, in no small part 
because contemporary U.S. culture exhibits an intense preoccupation with 
the combined priorities of security and technology. Automated face percep-
tion technologies promise to provide high-tech security for the spaces and 
bodies of value in late capitalist societies, and belief in their ability to fulfill 
that promise plays a fundamental role in their institutionalization.6

Scholars writing in the field of surveillance studies have offered diagnoses 
about the preoccupation with security in late modern societies. The social 
theorist David Lyon is perhaps the strongest advocate of the view that these 
are essentially “surveillance societies,” characterized by pervasive forms of 
social sorting and orchestration, and that surveillance should be taken seri-
ously as an ethical, moral, and political concern.7 A central political concern 
in debates about surveillance is whether the obsession with security and 
spread of new monitoring technologies are ushering in oppressive totalitar-
ian societies akin to George Orwell’s dystopic vision in 1984. In his founda-
tional study of five mass surveillance systems in Britain and the United States 
in the late 1960s and early 1970s (both state and commercial systems), the 
sociologist James Rule examined the extent to which each system approxi-
mated the “total surveillance society” depicted in Orwell’s novel. He found 
that they shared “many of the sociological qualities . . . though of course they 
are much less powerful and they do not necessarily pursue the same malevo-
lent purposes.”8

Rule conducted his seminal study on the cusp of computerization, pro-
viding an invaluable snapshot of the moment and identifying many of the 
shortcomings in mass surveillance systems—in terms of size, degree of cen-
tralization, speed of information flows, points of contact with clientele, and 
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capacity or effectiveness—that computer databases and networks promised 
to overcome. Subsequent studies have examined the influence of computer-
ization on monitoring practices, including David Burnham’s work on the rise 
of the “computer state,” Oscar Gandy’s examination of the computer-assisted 
market research machine (the “panoptic sort”), and Mark Poster’s analysis of 
the intensified panoptic functions of the database form.9 Much of this schol-
arship suggests that the novelty of these new computerized forms of surveil-
lance derives from the extent to which computers have enabled distinct sur-
veillance systems to converge into a larger “information infrastructure” or 
“surveillant assemblage.”10 Networked systems allow data to flow from one 
site to another, back and forth between state and private-sector organiza-
tions, enabling ever more sophisticated and effective forms of social control. 
These scholars maintain that, while late capitalist societies may not precisely 
mirror Orwell’s vision, computerization is nevertheless enabling significant 
advancements in institutionalized forms of surveillance. 

These arguments clearly have a basis in real developments. But a prob-
lem with theoretical claims about the convergence of surveillance systems 
afforded by computerization is a tendency to gloss over the amount of effort 
that goes into developing and integrating new technologies and systems.11

The introduction of new surveillance technologies and the convergence of 
surveillance systems do not happen seamlessly or automatically, instead 
presenting major logistical, technical, and political challenges involving 
conflicts and negotiations among various vested social actors. In the case 
of automated facial recognition systems, a common perception is that these 
technologies are either already deployed in a variety of settings, or that their 
deployment is happening at a rapid pace. One encounters these assumptions 
repeatedly not only in industry discourse and press accounts but also in the 
surveillance studies literature, and even those who recognize that the tech-
nologies are not widely diffused tend to see them as a largely inevitable part 
of the not-too-distant future.12 But while experimental systems have already 
been deployed in a variety of contexts, the widespread use of these technolo-
gies has never been a foregone conclusion. For reasons that I explore in this 
book, whether in fact automated facial recognition and expression analysis 
systems can accomplish what their proponents aim to accomplish remains 
an open question. Although developers are making incremental improve-
ments in algorithms and other dimensions of software and hardware devel-
opment, so far these technologies do not work very well outside constrained 
settings. Computerized face perception is proving to be an incredibly dif-
ficult technology to engineer. 
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The problem with assumptions about the rapid diffusion and integration 
of new surveillance technologies is not only that the process is more com-
plicated than it seems. Understanding the experimental status of the tech-
nology is critical, because the prevalent myth of inevitability surrounding 
this and other new forms of surveillance itself performs an important role in 
their institutionalization, and in the broader effort to shape the future toward 
certain ends. Making authoritative predictions about increasingly ubiquitous 
and intrusive surveillance techniques encourages public acquiescence, while 
suppressing alternative, less technocratic ways to address complex social 
problems and envision a better future. Assumptions about the rapid develop-
ment and convergence of surveillance systems support what William Bogard 
calls “the imaginary of surveillant control”—a hyper-real vision of perfectly 
functioning and totalizing surveillance that is more real than the real in the 
Baudrillardian sense.13 Creating the illusion creates the reality, as technolo-
gies of simulation supersede the material forms and effects of actual moni-
toring systems. In short, people come to believe in the power and sophis-
tication of surveillance systems, and this belief itself has important effects 
on social organization and practice. For this reason, according to Bogard, it 
is important to understand not so much “what surveillance is and does”—
what a surveillance system is actually capable of—but instead how the image 
of totalizing surveillance itself informs the logic of system development and 
functions as a form of social control.14

While Bogard is right that the surveillant imaginary is itself a problem in 
need of critical analysis, this does not mean that social theories of surveil-
lance can abandon consideration of the actual capacities of surveillance sys-
tems (leaving it to legal and policy analysts, as Bogard suggests). For social 
theory no less than legal and policy analysis, it remains crucial to under-
stand “what surveillance is and does,” to leave the reality principle intact 
rather than assuming that what really matters is the surveillant imaginary. 
Instead of making assumptions about the convergence of surveillance forms 
or the effects of a totalizing image of surveillance, it is important to inves-
tigate precisely how and to what extent system convergence is happening, 
and how beliefs about the power of surveillance help to forward the aims of 
developing more sophisticated and ubiquitous surveillance systems. While 
there is clearly a need to make theoretical speculations about the conver-
gence of surveillance systems, there is also a need to understand precisely 
how surveillance technologies are developed, how convergence happens, and 
whose interests are served in the process. Why are certain types of technolo-
gies developed and certain systems integrated in the first place (to serve what 
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specific needs or priorities)? What policies and procedures are put in place to 
make system integration possible? When and why does convergence fail, and 
what are productive effects of those failures? When are new technologies and 
efforts at system convergence effective and how is that effectiveness deter-
mined? “Technologies are not ‘effective’ by virtue of some straightforward 
appeal to science,” write Haggerty and Ericson. “Instead, a determination 
of effectiveness is the net outcome of often contentious political struggles.”15

Although proponents of facial recognition and expression analysis systems 
often define their effectiveness in narrowly technical terms, in reality, deter-
minations of their effectiveness involve contentious political struggles and 
intense persuasive efforts.16

By focusing on the politics of developing and deploying specific new 
technologies, this book aims to demonstrate not the inevitability of a par-
ticular technological future, but its profound contingency and contestability. 
In order to understand the social implications and historical significance of 
new computerized forms of surveillance, it is especially important to avoid 
making determinist assumptions about the inevitability of new technolo-
gies, and to understand the process by which proponents attempt to establish 
their authority, legitimacy, and necessity. I investigate what proponents want 
to achieve with automated face perception technologies and what would 
be required to put that vision into place. In the process of examining what 
would be necessary to bridge the gap between the current state of the tech-
nology and the vision, I identify the tensions and contradictions that would 
have to be designed into these systems—in other words, the ambiguity and 
error that the technologies would have to absorb in order to function effec-
tively in real-world contexts. These inherent tensions and contradictions call 
into question claims about the accuracy and authority of new automated 
forms of face perception, and also raise questions about their effectiveness as 
technologies of security.

Drawing insights from communication scholarship, this book examines 
how the interrelated priorities of institutional actors are shaping the effort to 
program computers to identify human faces and facial expressions, includ-
ing business entities, law enforcement, and state security agencies. Work on 
the history of media and communication technologies has much to offer 
the study of new surveillance technologies, in no small part because these 
technologies are themselves forms of media that both derive from and help 
to shape the evolution of technologies like video, television, telephony, and 
computing. The drive to produce more effective forms of surveillance has 
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had a consistent role to play in the development of communication technol-
ogies, including visual media technologies.17 As Tom Gunning has shown, a 
specific and direct historical relationship exists between the physiognomic 
analysis of the face and the development of photography and motion pic-
tures. “The desire to know the face in its most transitory and bizarre mani-
festations was stimulated by the use of photography,” writes Gunning, “but 
that desire, in turn, also stimulated the development of photography itself, 
spurring it to increasing technical mastery over time and motion, prodding 
it toward the actual invention of motion pictures.”18 A cultural analysis of 
automated facial recognition and expression analysis technologies provides 
evidence that the drive to “know the face” continues to be stimulated by new 
photographic technologies, while at the same time pushing the development 
of these technologies in particular directions. 

As technical projects, automated facial recognition and automated facial 
expression analysis pose distinct problems, and they represent related but 
somewhat distinct research and development efforts. Strictly speaking, facial 
recognition technology treats the face as an index of identity, disregarding 
its expressive capacity and communicative role in social interaction. This is 
nowhere more apparent than in new rules prohibiting drivers from smiling 
for their driver’s license photos, in order to improve the accuracy of com-
puter matching.19 The aim is to use the iconicity of facial images as a means 
of establishing their indexicality, their definitive connection to real, embod-
ied persons. Automated facial expression analysis, on the other hand, tar-
gets precisely what facial recognition technology attempts to control for—
the diverse meanings that an individual face can convey—and in this way 
promises to accomplish what facial recognition technology fails to do, using 
the surface of the face to see inside the person. Where automated identifica-
tion of individual faces disregards their affective qualities, automated facial 
expression analysis treats those affective dimensions as objects for precise 
measurement and computation.

However distinct these projects are in a technical sense, the face is at 
once both a marker of identity and a site of affect, and the differentiation 
of the face along these lines serves the purposes of scientific investigation 
and technical engineering more than it does a theoretically rich understand-
ing of human communication. The diverse range of ways human beings use 
their faces and interpret the faces of others does not reduce easily to a set 
of technical processes. In a basic sense, the face is never a static object, and 
different facial expressions can change the appearance of the face consider-
ably. Not surprisingly, there is also overlap in technical efforts to develop 
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automated forms of facial identification and expression analysis. The initial 
steps of automated facial recognition—“face detection” and “feature extrac-
tion,” or locating a face in an image and extracting relevant features—are also 
the necessary first steps in automated facial expression analysis. In addition, 
computer scientists have investigated individual differences in facial expres-
siveness as a means of augmenting the accuracy of facial identification algo-
rithms.20 More significantly, the possibility of robust computer vision sys-
tems depends on the fusion of technical systems designed to simulate these 
interrelated forms of visual perception. While there may be distinct applica-
tions for identification versus expression analysis, at least in the short term, 
the predominant view in computer science is that more advanced forms of 
computer vision require designing systems that can adequately perform both 
of these functions, and especially to do so as well as, or preferably better than, 
humans. 

The question of whether computers can be made to identify faces and 
facial expressions as well as or better than humans raises philosophical ques-
tions concerning the nature of sight and visual perception that have ani-
mated theoretical debates about both artificial intelligence and visual media 
technologies. The question at the heart of the Turing test, about whether a 
machine can “think” or exhibit humanlike intelligence, focused on the abil-
ity of a computer program to convincingly manipulate natural language, 
but a similar question likewise pertains to whether a machine can “see.” 
The answer of course depends on what it means to see, and while “seeing”
is obviously a physiological process, it is also a cultural practice, shaped by 
social and historical forces. The art historian Martin Jay uses the term “scopic 
regime” to describe an ideal typical combination of visual theories and prac-
tices that together create more or less unified “ways of seeing.”21 While there 
may be multiple, competing scopic regimes operating in any particular con-
text, most theorists of visual culture agree that the dominant scopic regime 
of modernity is what Jay calls “Cartesian perspectivalism,” the privileging of 
a rational observing subject capable of surveying the world objectively and 
from a distance, in its totality. Kevin Robins has extended this concept to an 
analysis of new visual imaging technologies, arguing that they embody the 
characteristic Cartesian desire for visual sovereignty, signaling the progres-
sive rationalization of vision in order to establish mastery and control over 
a chaotic world.22 As these arguments suggest, sight and vision should not 
be understood as essential qualities or strictly physiological processes with 
universal, transhistorical meanings or functions. There is no such thing as 
natural or “true” vision. Instead, “vision is always a question of the power to 
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see,” and “struggles over what will count as rational accounts of the world are 
struggles over how to see,” as Donna Haraway has argued.23 Because seeing 
is as much a cultural practice as a physiological process, Suzannah Biernoff 
notes, “it cannot provide a historical common ground or the basis of a shared 
aesthetic experience.”24

It follows that if machines can see, they must necessarily embody par-
ticular ways of seeing, rather than possessing a universal, disembodied, 
objective form of vision, outside of any particular vantage point or subject 
position. This is as true of automated face perception as it has been of other 
photographic technologies. The digitizing impulse behind the development 
of computer vision techniques is in one sense a re-articulation of the mecha-
nizing impulse that motivated the adoption of photography by the positiv-
ist sciences in the nineteenth century, as Daston and Galison have docu-
mented—another way of standardizing images and eliminating individual 
human judgment in their interpretation.25 Surveying the world from afar 
in a detached, authoritative way is the goal that underpins most machine 
vision projects.26 In discussions about the merits of automated face percep-
tion technologies, one repeatedly encounters claims to their authority and 
technical neutrality. Simply by nature of being computerized, facial recog-
nition systems are deemed more accurate and objective and less subject to 
the prejudices and apparent inadequacies of human perception. Automated 
facial expression analysis similarly promises to introduce a level of preci-
sion to the interpretation of facial expressions, detached from and exceeding 
human perceptual capabilities. The claim is that these technologies will cre-
ate accurate, precision-guided, objective, all-seeing machines that function 
much better, more efficiently, and more powerfully than human perception 
alone. 

This book unpacks such claims by examining what is involved in the effort 
to invest computers with the capacity to recognize human faces and facial 
expressions. Quite a bit of effort goes into this project: the painstaking devel-
opment of algorithms to digitize the analog world of faces, the amassing of 
vast storehouses of facial images to serve as the basis of computerized visual 
memory, the development of efficient image retrieval methods, the tagging of 
billions of images with metadata to make them more searchable, the wiring 
of physical spaces with networks of cameras and computers and other hard-
ware, the development of software interfaces that make sense to human users 
of these systems, the training of people to use the technologies and continu-
ous retraining to help them keep pace with software and hardware upgrades, 
and much more. Peering inside the construction of this massive machinery 
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of vision reveals that computers “see” only in a metaphorical sense, only in 
highly constrained ways, and only with a significant investment of human 
effort. Computer vision systems are very much constrained by the purposes 
of their design, and suggesting that a computational model of vision repre-
sents an objective, detached form of vision elides the intentions and labor 
behind the design, deployment, and uses of these technologies. The desire to 
overcome the ambiguities and interpretive flexibility inherent in human per-
ception and social interaction is driving the development of incredibly com-
plex machines that can do what humans do everyday but in a totally imper-
fect way. These new techniques of observation will not lead to the fulfillment 
of the rationalist program, as Kevin Robins suggests. The rationalist program 
will never be complete, but the longing to fulfill it, and the vain belief that 
it can be fulfilled—that total, perfect knowledge of the world is possible—is 
one of the major motivating forces behind the pursuit of new technologies of 
vision and new human-machine visual assemblages.

Just as there is no standard or universal way of seeing, there is no univer-
sal way of seeing the face. A significant contingent of psychologists and other 
researchers who study the face suggest otherwise, but I take the position in 
this book that there are many ways of seeing the face, and that the mean-
ing and experience of face-to-face interaction is a historically and culturally 
variable set of practices. We find evidence of this variability, for example, in 
research suggesting the existence of an “other race effect” or an “own-race 
bias” in people’s ability to recognize faces. People tend to have more difficulty 
recognizing the faces of people outside their primary social group, meaning 
that individuals learn to see some faces better than others. Humans’ capac-
ity for facial recognition is a specialized area of research in fields like psy-
chology and neuroscience, and much of this research suggests that there may 
indeed be something physiologically special about the way humans see and 
recognize faces that distinguishes this practice from the way they see and 
identify other types of objects.27 But even the obvious existence of a physi-
ological dimension to face perception does not mean that there exists a uni-
versally human way of seeing the face. While face perception may in fact be 
“the most developed visual perceptual skill in humans,”28 the critical role that 
it plays in human social interaction—and the wide array of technologies and 
practices designed and implemented to facilitate facial representation and 
interpretation—means that face perception cannot help but vary widely in 
different contexts. The ways humans see the faces of others change, of neces-
sity, along with changing cultural practices, social conventions, and forms 
of social and technological organization. In short, face perception does not 
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reduce to a universal physiological process that can be manifested in a stan-
dardized computational system; instead, there are a wide variety of “scopic 
regimes” of the face, a wide range of ways in which people use their faces and 
interpret the faces of others. Computation is itself a culturally and histori-
cally specific way of analyzing faces and modeling visual perception.

Facial recognition technology is more advanced in its development and 
applications than automated facial expression analysis, and for this reason 
receives considerably more attention in this book. Computer scientists began 
developing algorithms for detecting faces in images and distinguishing 
faces from one another in the 1960s, as part of the range of problems being 
addressed in the areas of automated reasoning and pattern recognition. 
Not surprisingly, the Department of Defense funded much of the research 
in the United States, marrying the automation of facial recognition to mili-
tary priorities since its inception. After several decades of sporadic develop-
ment, limited to some extent by the available computing technology but also 
by the lack of well-formulated social uses, prototype systems began to take 
shape. New companies with names like Visionics, Viisage, and Miros Inc. 
started marketing commercial facial recognition systems in the 1990s. The 
early period of commercialization—still ongoing—has involved the search 
for markets for unproven products, with proponents working to move the 
technology beyond military applications. Vendors have directed most of 
the effort toward building a customer base among institutional users—mili-
tary as well as civilian government agencies, police departments, and busi-
ness enterprises, including manufacturers of computers, automated teller 
machines, and other electronic equipment—working with these potential 
customers to define compelling social needs for more high-tech forms of 
surveillance and identification in the form of expensive, large-scale, data-
base-driven facial recognition systems. 

In its applications for biometric identification, facial recognition technol-
ogy is one of array of technologies being developed to address a fundamental 
concern of modern societies: the problem of “disembodied identities,” or the 
existence of visual and textual representations of individuals that circulate 
independent of their physical bodies. Long before the development of audio-
visual media and electronic databases, the circulation of visual and textual 
representations created the conditions whereby certain classes of human 
identities became unmoored from their bodily existence. But it was the new 
communication technologies of the nineteenth century, like telegraphy, pho-
tography, telephony, and the phonograph, that gave these representations 
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new mediated forms and amplified the uncanny phenomenon of ubiqui-
tous incorporeal replicas moving through society disarticulated from their 
embodied human counterparts. In 1886, Frederic Myers, a member of the 
British Society for Psychical Research, coined the phrase “phantasms of the 
living,” to refer to the proliferation of these humanoid replicas.29 “What men 
and women in the late nineteenth century faced with alarm,” writes John 
Durham Peters, “is something we have had over a century to get used to: a 
superabundance of phantasms of the living appearing in various media.”30

While we are now quite accustomed to the existence of these “phantasms of 
the living” and the representational roles they play in our lives, the period of 
computerization has seen a renewed explosion in their quantity, forms, and 
uses, intensifying the problem of how to connect them back to embodied 
persons. One of the main reasons why digital biometric technologies are tak-
ing institutionalized forms at this historical juncture is because they promise 
to resolve one of the central problems of communication in large-scale soci-
eties: bodies missing in action from mediated communicative contexts.31

Insofar as they promise to re-embody disembodied identities, new bio-
metric forms of identification supplement, and even replace in some cases, 
what Craig Robertson calls a “documentary regime of verification.”32 This 
system of standardized documents, archives, and administrative procedures 
for the management of individual identities itself displaced the more per-
sonal and informal forms of trust and recognition characteristic of smaller-
scale forms of social organization. The aim of a documentary regime of 
verification was to assign each individual an official identity that could be 
verified in repeated transactions with the state and other institutions. These 
official forms of bureaucratic identification cobbled together a set of existing 
and already mediated markers of identity—such as names, addresses, signa-
tures, and photographs—to create a more stable and standardized form of 
identity that could be verified via the very bureaucratic apparatus that con-
stitutes that identity. In short, our seemingly self-evident “official identities” 
are in reality a product of bureaucratization and a relatively recent historical 
construction, and considerable effort has gone into designing systems that 
can produce and reproduce these identities.33

Much like the drive to produce more advanced and precise forms of visual 
perception, states and other institutional users of identification systems are 
in constant pursuit of the perfect means of identification. Each new innova-
tion in identification systems (fingerprinting, standardized documents, ID 
photos, computerized record keeping, and machine-readable documents, to 
name a few) has been designed to resolve some of the tensions inherent in 
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the mediated process of identification, and especially to lay claim to mak-
ing an absolute, immediate connection between bodies and their official 
identities. The aim of biometric identification technologies—like optical fin-
gerprinting, iris scanning, and voice recognition—is to bind identity to the 
body using digital representations of unique body parts, or, in the case of 
voice printing, by capturing, digitizing, and analyzing the sounds that the 
body produces. Digitization—translating images and other analog texts into 
binary code—is the latest in a long line of techniques posited as a definitive, 
accurate, and objective means of binding identity to the body. The claim is 
that by digitizing visual representations of the body, the body itself will be 
laid bare and tied directly into information networks.

Today, DNA in particular is viewed as the ultimate identifier, the most 
precise and scientific means of linking bodies to identities. Our genes are 
thought to be quite literally the code that determines who we are, to repre-
sent our identities in an absolute sense. But genes themselves are not codes 
that identify bodies; they must be translated into coded form using a special-
ized technique of inscription, a process of mediation that involves layers of 
technical integration. A genetic code ostensibly makes a direct link to physi-
cal bodies when in fact it does no such thing. Not only does it require a pro-
cess of technical mediation to generate, but a genetic profile establishes only 
a probability. It cannot point definitively to a specific body, and it cannot 
serve as an index of identity unless it is connected to other identifying infor-
mation about the person it represents. Belief that a genetic code is literally 
extracted from the physical body (and thereby connected to it in an unadul-
terated, absolute sense) is a form of what Donna Haraway calls “gene fetish-
ism.” Drawing on Alfred Whitehead’s notion of “the fallacy of misplaced 
concreteness,” Haraway explains that gene fetishism mistakes the abstraction 
of the gene for a concrete entity: “A gene is not a thing, much less a ‘master 
molecule,’ or a self-contained code. Instead, the term gene signifies a node of 
durable action where many actors, human and nonhuman, meet.”34

The claim to authority of biometric identification rests in part of on a sim-
ilar form of fetishism, a disavowal of the mediated relationship between bod-
ies and identities and the overdetermined process by which a “biometric” is 
produced. In laying claim to a direct link to bodies, biometric technologies 
promise to stabilize the messy ambiguity of identity, to automatically read 
a stable, individual identity directly off the body. To be effective, the con-
nection that biometric technologies establish between identity and the body 
must appear natural and self-evident: of course our true identities can be 
ascertained by scanning and digitizing our faces, eyes, voices, hands, and fin-
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gertips, the logical next steps in identification systems. But the assumption 
that biometrics are derived from and link directly to physical bodies conceals 
a complex technological process of mediation, as well as a whole set of his-
torical relationships that create the very conditions of possibility for biomet-
ric identification. 

In her work on protocols of identification in nineteenth-century Europe, 
Jane Caplan explains that any standardized identification system depends for 
its effectiveness on the stability or replicability of its operations, and their 
relative invisibility (i.e., their naturalization).35 Stable, standardized identifi-
cation systems were a crucial development for societies increasing in size, 
mobility, and anonymity. But “in spite of every effort at stabilization,” writes 
Caplan, “the culture of identification was—is—essentially unruly, not only 
because of its vast scope and variety, but because even in its most control-
ling and technologized forms it is based on a concept that is itself difficult to 
stabilize and control”—the concept of identity.36 The term “identity” signifies 
both what is unique about an individual and what associates her with others 
like her, a dual meaning that keeps the concept “constantly in motion against 
itself, even before one addresses any of the mechanical problems of operating 
an efficient system of identification in practice.”37 The inherent instability and 
mediated characteristics of identity make building identification systems a 
process fraught with difficulty, and these challenges have in turn led to per-
petual efforts at standardization. The turn to digital biometric identification 
represents the latest in a long line of efforts to stabilize and standardize iden-
tification systems, and to push those standardized categories of identity back 
out onto individual bodies. 

In its application to identification systems, the dual aim of facial recog-
nition technology is to automate the mediated process of connecting faces 
to identities, and to enable the distribution of those identities across com-
puter networks in order to institutionalize a more effective regime of mass 
individuation than afforded by documentary identification alone. By mass 
individuation I mean the process of extending across an entire population 
technologies and procedures for treating each individual as a specific case, 
a process greatly facilitated by computerization and the development of net-
worked databases.38 Mass individuation supports other social processes and 
political-economic priorities, such as mass customization, or the mass pro-
duction of customized goods and services, and the individualization of labor,
the process of identifying and individuating workers in order to measure 
their precise contribution to production.39 Mass individuation is also a mod-
ern governmental strategy for security provision and population manage-
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ment, a social regulatory model that involves knowing in precise detail the 
identity of each member of the population in order to differentiate individu-
als according to variable levels of access, privilege, and risk. In other words, 
the possibility of digital biometric identification should not be understood 
in narrow terms as the natural outgrowth of technical advancements in 
identification systems. Instead, these technologies are being envisioned and 
designed to fulfill certain perceived social necessities and political-economic 
demands of large-scale, late capitalist societies—societies characterized by 
a predominance of mediated forms of social organization and vastly asym-
metrical distributions of wealth. The expansion of computer networks has 
created new problems of communication-without-bodies, necessitating new 
techniques for identifying people, verifying their legitimate identities, and 
otherwise gaining knowledge about who they are. 

But while facial recognition and other biometric technologies hold out 
the promise, they can never completely resolve the inherent problems with 
building stable identification systems for the mass individuation of large-
scale societies. Digitizing faces, storing infinitely reproducible images of faces 
in databases, networking those databases, and designing more sophisticated 
image retrieval techniques are technical practices that can increase the scale 
of identification systems. Automation facilitates the standardization of iden-
tification systems and the expansion of their reach over time and space. Facial 
recognition technology in particular promises to provide a means for iden-
tification “at a distance,” in terms of both the measurable distance between 
cameras and people in particular local spaces, and the more extended reach 
of automated identification over networks covering distant locations. But 
the automation of facial identification cannot definitively stabilize identity. 
No matter how sophisticated the algorithms for matching facial images or 
how comprehensive the image databases, the tension remains between iden-
tity “as the self-same, in an individualizing, subjective sense, and ‘identity’ 
as sameness with another, in a classifying, objective sense.”40 What Stuart 
Hall has argued about “cultural identity” is in fact also true of the official, 
bureaucratic form of identity: it is not a fixed and stable object or “an already 
accomplished fact,” but a “‘production,’ which is never complete, always in 
process, and always constituted within, not outside, representation.”41

This does not mean that the automation of facial recognition is a mean-
ingless endeavor, bound to fail as a means of establishing consistently iden-
tifiable bodies over time and space. There will be technological failures, to be 
sure, but the technology is in many ways already effective, because the very 
pursuit of computerized, biometric forms of identification suggests that we 
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are witnessing a reconfiguration of identity, the attachment of new meaning 
and new practices to what identity is and to how it works. Identity remains 
that which both differentiates us and associates us with others. But we now 
have new ways of identifying ourselves and being identified that did not exist 
before, and there is an increasing quantity of instances where we are required 
to establish our identities definitively so that our status or level of access can 
be determined, and information about those transactions can be recorded, 
with all that data in turn becoming part of our identities.42 Identity is now 
understood as a disembodied aggregate of data, a digital representation of the 
person constructed over time and space based on the perpetual collection of 
more data. Although difficult to measure empirically, it is hard to deny that 
people living in modern societies today engage in more transactions on a 
daily basis that require them to interface with identification systems than peo-
ple did in the past. Rather than stabilizing identity, the proliferation of these 
transactions is making it messier than ever, in turn leading to the perpetual 
pursuit of new efforts at stabilization. It is difficult to know where this seem-
ingly self-fulfilling process is going, but it would certainly not be insightful to 
say that the practices of identity remain the same as they ever were.

Facial recognition technology should not be conflated with other types of 
biometrics. It is unique relative to other forms of biometric identification 
because the content of the medium is the image of the human face. This 
makes it an especially challenging technical problem and puts it at a disad-
vantage relative to other biometrics in terms of its level of development, ease 
of adoption and use, and general viability. Optical fingerprinting is in many 
ways a more accurate and reliable means of binding identities to bodies, for 
example. As two MIT researchers put it, “Developing a computational model 
of face recognition is quite difficult, because faces are complex, multidimen-
sional, and meaningful visual stimuli.”43 An individual face changes consid-
erably not only with its surface movements, but also with aging, trauma, sur-
gery, makeup, and lighting. Faces themselves change over time, and images 
captured of a face can be of highly variable quality. The variability of faces 
across populations, as well the dynamic states of the individual and the range 
of images that can be rendered of a particular person, make automated facial 
recognition a very challenging technical problem.

In short, like identity, the face is a difficult object to stabilize. Computer 
scientists have developed a variety of different techniques designed to trans-
late an image of the face into a “facial template,” a smaller amount of data that 
can be compared against existing images stored in a comparison database.44
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And the digitization of facial images is only one small part of the design of 
facial recognition systems. Faces must be detected in images, extracted from 
the background, and “normalized” so that they conform to a standard for-
mat. The matching process typically results in not one but a range of possible 
matches, depending on a set “matching threshold.” High matching thresh-
olds increase the chances of missing a positive match, while low matching 
thresholds can produce a large number of “false positives.” At the level of 
their applications, automated facial recognition systems are divided into two 
general types: those that use static images of the face and those that analyze 
dynamic images of faces from video.45 Applications can also be differenti-
ated according to whether the aim is to verify the identities of individuals 
(to determine whether people are whom they claimed to be, for example, at 
a border crossing station or when engaging in a financial transaction), or to 
identify people whose identities are unknown (in urban or crowd surveil-
lance scenarios, for example). The first problem requires a one-to-one facial 
image comparison, while the second problem involves a more technically 
challenging and information-intensive process of comparing an image cap-
tured of an unknown person’s face against a database of facial images (a form 
of content-based image retrieval, or CBIR). 

While facial recognition technology presents considerable technical chal-
lenges, it also possesses certain advantages over other biometrics. One set of 
advantages involves the practical improvements it portends for identification 
systems; for example, “it poses fewer demands on subjects and may be con-
ducted at a distance without their knowledge or consent.”46 Along with the 
practical upgrades it offers for surveillance and identification systems, the 
technology’s use of the face as an object of identification invests it with cer-
tain cultural and ideological capital. Facial recognition technology combines 
an image of high-tech identification with a set of enduring cultural assump-
tions about the meaning of the face, its unique connection to individuality 
and identity (in its multiple, conflicting senses), and its distinctive place in 
human interaction and communication. It is for these reasons, as much as its 
practical advantages, that facial recognition technology has received special 
attention.

Long before computer scientists began developing techniques for auto-
mated face perception, visual media technologies were being developed and 
used to analyze, classify, and identify human faces. The use of the face as an 
object for the social and biological classification of people has a long and 
sordid history, indelibly tied to the use of the human sciences to justify social 
inequality. The science of physiognomy, widely accepted in the West until 
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the mid to late nineteenth century, held that people’s faces bore the signs of 
their essential qualities and could be visually analyzed as a means of measur-
ing moral worth. Photography was invented at the height of this “physiog-
nomic culture” and was put to use for facial analysis and classification. Most 
famously, the psychiatrist Hugh Welch Diamond (1809–1886) used pho-
tography to analyze and document the alleged facial indicators of insanity, 
and the eugenicist Francis Galton (1822–1911) developed a form of compos-
ite photography that he used to claim the existence of criminal facial types. 
As historians have shown, physiognomic classifications exhibited a con-
sistent tendency to conflate ostensible facial signs of pathology with racial 
and class differences.47 Galton’s work in particular was “the culmination of 
all the nineteenth-century attempts to objectify, classify, and typify humans 
through portraiture,” and Galton’s ideas went on to form the basis of many of 
the racist, classist, and biologically determinist theories about human differ-
ence promulgated in the twentieth century.48

In what ways does the automation of face perception connect to this his-
tory? For its part, facial recognition technology appears to diverge radically 
from the business of using the face as an object for the social or biological 
classification of people. In practical terms, the aim of facial recognition sys-
tems is to identify individuals, to use the face like a fingerprint—as an index 
or recorded visual trace of a specific person. Computer scientists have taken a 
variety of approaches to developing algorithms for automated facial recogni-
tion, and the specific techniques devised for digitizing facial images are not 
necessarily based on assumptions about facial typologies. In technical terms, 
the development of algorithms for translating images of faces into digital 
“facial templates” is more or less divorced from the explicit social and biologi-
cal classification of faces in the conventional sense. Developers of facial rec-
ognition algorithms have attempted to operationalize a more individualizing 
form of facial identification. They are not primarily interested in measuring 
differences in facial features between people of different racial or ethnic iden-
tities, for example. This does not mean that things like skin color and other 
facial signs of racial, ethnic, or gender difference are irrelevant to the develop-
ment of these techniques, but the classification of faces according to race, eth-
nicity, or gender is not, by and large, the problem that computer scientists are 
trying to solve in their efforts to design automated forms of facial recognition. 

The individualizing logic that underpins the development of facial rec-
ognition systems gives them more obvious genealogical ties to the system of 
anthropometry developed in the late nineteenth century by Francis Galton’s 
contemporary, the Paris police official Alphonse Bertillon (1853–1914), than 
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to Galton’s photographic composites. As Allan Sekula has shown, Bertil-
lon’s system of anthropometry disregarded the possibility of generic catego-
ries and instead concerned the more practical, administrative aim of iden-
tifying individual criminals (much like fingerprinting, though significantly 
more laborious, since anthropometry involved not only taking photographs 
but also recording a series of bodily measurements and coded descriptions 
of each subject’s body). Like anthropometric measurement, the algorithms 
developed to digitize faces and link those “facial templates” to identities are 
not designed to reveal anything about the essence of the individual. Unlike 
physiognomic analysis, facial recognition algorithms are not meant to derive 
knowledge of the interior of the person from the surface of the face. The 
individualizing logic that informs the design of facial recognition technol-
ogy is part of the basis for claims about its technical neutrality—the aim is to 
identify individual faces rather than facial types. 

But there are a number of problems with claims about the individualizing 
logic and technical neutrality of automated facial recognition. First, as I have 
already discussed, “identity” itself fundamentally embodies an individualiz-
ing and classifying logic, an inescapable tension that manifests at the level of 
system design. Even if the explicit classification of identities does not occur 
at the level of algorithm development, it does happen at the level of data-
base construction and in the specific applications that give facial recogni-
tion technology a functioning form.49 Again, facial recognition algorithms, 
or techniques for digitizing the face, represent only one part of the operation 
of facial recognition systems; most of these systems are designed to make 
use of an archive of facial images that define the parameters for the class 
of individuals that the system will identify. And forms of social classifica-
tion, if not outright biological classification, inevitably happen at the level 
of database development, whether the database is a terrorist watchlist or an 
A-list of preferred customers. This was likewise true of the archival practices 
developed in the early application of photography to criminal identification. 
In Bertillon’s system of anthropometric identification, Sekula explains, the 
camera alone was a limited technology. The contribution of photography to 
criminal identification came with its integration into a larger ensemble: “a 
bureaucratic-clerical-statistical system of ‘intelligence.”50 A similar bureau-
cratic-statistical apparatus is required to make facial recognition algorithms 
effective for large-scale identification systems. “The act of recognition relies 
on comparison,” writes Gunning, “and knowledge resides not in the single 
photograph, but within a vast photographic archives, cross-indexed by sys-
tems of classification.”51
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A related problem with claims about the technical neutrality of facial rec-
ognition technology and its divergence from the problematic assumptions 
of physiognomy has to do with its symbolic associations with antiquated 
notions of facial typologies. Facial recognition technology is inescapably tied 
to cultural assumptions about the relationship between the face and iden-
tity, including enduring beliefs about faces as carriers of signs that reveal the 
essential qualities of their bearers. As we will see in chapter 3, the technolo-
gy’s metaphoric connection to archaic ideas about physiognomic facial types 
gave it a special edge in the effort to define it as a security solution in the 
post-9/11 moment, especially through the trope of the “face of terror.” The 
repeated use of this trope in press and policy discussions and in industry dis-
course about facial recognition technology did important ideological work, 
implying that embodied evil could be read off the faces of “terrorists,” even if 
those faces had to be identified one by one, with the help of a new, methodi-
cally individualizing form of computerized facial identification. The racist 
implications of the “face of terror” trope underscored the underlying logic 
of social classification that informed the strategy of deploying new identi-
fication technologies for “homeland security.” Although facial recognition 
algorithms were not designed to classify faces according to particular iden-
tity typologies, the deployment of large-scale, database-driven identification 
systems very much depended on, and promised to facilitate, a set of “biopo-
litical” security strategies that aimed to differentiate the population accord-
ing to racially inflected criteria for determining who belonged and who did 
not, who was entitled to security and who posed a threat to that security.52

Far from incorporating a neutral, all-seeing mode of visual perception, facial 
recognition systems promise to facilitate the diffusion of particular institu-
tionalized ways of seeing, ones that rely on and seek to standardize essen-
tialized identity categories under the guise of what appears to be a radically 
individualizing form of identification.

Both automated facial recognition and automated facial expression analy-
sis gain metaphoric leverage in their historical connection to what Gunning 
refers to as “the semantically loaded and unceasingly ambiguous representa-
tion of the human face.”53 Both of these technological projects have genea-
logical ties to the history of using the face as an object of scientific investiga-
tion and social differentiation. But while facial recognition algorithms are 
not designed to use the surface of the face to reveal something about the 
interior of the person, automated facial expression analysis is another matter. 
The aim of automated facial expression analysis, or AFEA, is to peer inside 



22 | Experimenting with the Face

the person, using the dimensions and intensities of facial movements as a 
means of determining what people are feeling and thinking. Where facial 
recognition technology treats the face as a “blank somatic surface” to be dif-
ferentiated from other faces, AFEA treats the dynamic surface of the face as 
the site of differentiation—not a blank somatic surface but a field of classifi-
able information about the individual.54

The facial expression classification scheme devised by the psychologist 
Paul Ekman and his colleagues in particular promises to play centrally in 
the development of AFEA. Ekman is best known for his work on deception 
detection, the influence of which has extended beyond the academic field 
of psychology to the development of police and military interrogation tech-
niques.55 In the 1970s, Ekman and his colleague Wallace Friesen undertook 
an eight-year-long study of facial expressions, creating a scheme of forty-four 
discrete facial “action units”—individual muscle movements combinable 
to form many different facial displays. This “Facial Action Coding System,” 
or FACS, is now the “gold standard” system for analyzing facial expressions 
in psychology, and as we will see in chapter 5, computer scientists see it as 
a promising approach for the automation of facial expression analysis. In 
turn, a host of social actors see computerized facial expression recognition 
as holding special potential to facilitate automated deception detection and 
other forms of affect analysis in a wide range of settings. 

The stakes can be high in applying a system of classification and a com-
putational logic to the human world of emotional or affective relations. 
Something inevitably happens to affect—to our understanding of what 
affect is and how it works—when it is treated as data to be processed by 
computers. One of the primary aims of FACS and FACS-based AFEA is to 
make human affective behaviors more calculable, to open them up to precise 
measurement and classification, thereby making them more amenable to 
forms of intervention, manipulation, and control. In this way, the technol-
ogy promises to function like other forms of psychological assessment—as a 
technique of subjectification, a means of applying normalizing judgments to 
individual behaviors in order to shape or direct those behaviors in particular 
ways. Like earlier applications of photography to the analysis of the facial 
expressions, automated facial expression analysis is intimately connected to 
the social regulation of affect, and to the corresponding project of “making 
up people,”56 marking out the parameters of normalcy and establishing a set 
of prescriptions for conduct, including the range of appropriate emotional 
responses to the world and the ways those responses are enacted through 
the face. 
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The face, like the body, does not exist somehow outside of history, and the 
very possibility of automating the human capacity for face perception gives 
us cause to consider the cultural reconstruction of the face in these times. 
What exactly do we mean when we refer to “the face”? The face is often con-
ceived as the site of our identity and subjectivity, the source of our speech, 
the location of much of our sensory experience. But thinking about the 
face in these terms requires disarticulating it from the rest of the body as 
well as from its social, historical, and material context, slicing it off from 
the physical and discursive networks that allow it to take in air, food, and 
water; to express, blink, and sniffle; to acquire and produce signals; and to 
otherwise engage in meaningful exchange with the world. Faces are assem-
blages of skin, muscle, bone, cognition, emotion, and more. But certainly 
we have faces, however inseparable they are from our bodies and the worlds 
we inhabit. We know what faces are and what they do, and we learn to use 
and interpret them in particular ways. We are now perfectly comfortable 
metaphorically cutting them off from our bodies by photographing them 
and treating those images as objects-in-themselves. Our photographed faces 
do not diminish our subjectivities, our identities, or our relations with oth-
ers. Rather, photography is now used as a means of constructing, facilitat-
ing, and enhancing these dimensions of what it means to human. Of course 
it is also used to classify and individuate us in ways over which we have 
no control, and these different impulses of photography—its honorific and 
repressive tendencies, to borrow Allan Sekula’s terminology57—continue to 
intersect in complex ways along with the development of new photographic 
techniques and practices.

Photographic and archival practices have helped create a false unity of 
the face—the very idea of the face as a singular, unified object, detached 
from the body and from the world. The idea that we might think of “the 
face” as an object-in-itself begins to fall apart when we see faces as assem-
blages, and when we consider the vast range of differences among faces, 
what they look like, what they do, and especially what they mean, within 
cultures, across cultures, and over time. Deleuze and Guattari claim that 
“all faces envelope an unknown, unexplored landscape,” by which they 
surely mean something profound.58 In “Year Zero: Faciality,” they argue 
that concrete faces do not come ready made but are produced by an 
“abstract machine of faciality,” a process of “facialization” whereby bodies 
and their surroundings are reduced to the face, a “white wall, black hole 
system.”59 The face that is produced by the abstract machine of faciality is 
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an inhuman face, and facialization can be a violent process, transforming 
the radical and deeply relational potential of becoming into a dichotomous 
relationship between signifier and signified.60 The paradigmatic instance of 
facialization is the close-up of the face in cinema, which destroys what is 
recognizable, social, and relational about the face and “turns the face into a 
phantom.”61

Although precisely what Deleuze and Guattari mean by the abstract 
machine of faciality is open to interpretation, one imagines that the transla-
tion of an embodied face into a digital “facial template,” the circulation of 
millions of facial templates over networks, or the meticulous classification of 
facial movements according to a standardized coding system would fuel the 
engine of such a machine. If an abstract machine of faciality actually exists, 
then the automation of facial recognition and expression analysis would 
have to count as part of that machine’s “technological trajectory.” In his clas-
sic study of nuclear missile guidance systems, Donald MacKenzie uses the 
term “technological trajectory” to refer to an institutionalized form of tech-
nological change, a course of technical development that appears natural and 
autonomous from a distance because it has a relatively stable organizational 
framework, because resources are channeled to support the activities of that 
framework, and because the prediction that the technology can be made to 
work is perceived as credible.62 In other words, a “technological trajectory” is 
a sort of “self-fulfilling prophecy.”63

This book documents efforts to build a stable framework for the develop-
ment of automated face perception technologies and to channel resources 
to support that framework. It also examines efforts on the part of propo-
nents to make a credible case for the viability and desirability of these tech-
nologies. Functioning face perception technologies depend, now and in the 
future, on the formulation of compelling social uses and on a measure of 
faith in the capacity of the technology to do what it purports to do, regard-
less of whether it can do so with complete accuracy. The ability of computer 
scientists and other social actors to design machines that can “see” human 
faces depends on whether people believe that it is both possible and use-
ful. Automated facial recognition and facial expression analysis do not have 
to work perfectly to be effective, and our belief in the inevitability of these 
technologies has important effects on their development and their uses. To 
take shape as functioning technologies, automated facial recognition and 
expression analysis must be viewed as obvious, necessary, and inevitable 
next steps in the technological trajectory of facial representation, identifica-
tion, and interpretation—in the abstract machine of faciality.
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Facial Recognition Technology 
from the Lab to the Marketplace

At the 1970s World’s Fair in Osaka, Japan, the Nippon Electric Com-
pany (NEC) staged an attraction called “Computer Physiognomy.” Visitors 
to the exhibit would sit in front of a television camera to have their pictures 
taken and then fed into a computer where a simple program would extract 
lines from the images and locate several feature points on their faces. In one 
last step, the program would classify the faces into one of seven categories, 
each corresponding to a famous person. As the computer scientist Takeo 
Kanade wrote in his doctoral dissertation, “the program was not very reli-
able,” but “the attraction itself was very successful,” drawing hundreds, prob-
ably thousands, of people to have their faces scanned and categorized in this 
new, state-of-the-art manner.1

NEC’s largely forgotten World’s Fair attraction was part of the highly suc-
cessful Osaka Expo ’70 that showcased Japan’s postwar technological accom-
plishments and rapid economic growth.2 The exhibit, like other attractions 
at World’s Fairs before and after, clearly aimed to marry technology with 
amusement, offering an “almost visceral pleasure. . . to sell the comparatively 
cold, abstract, and at times unappealing accomplishments of the technologi-
cal.”3 It also married the archaic with the futuristic. It would have been naïve 
to believe that the program actually produced scientific results, since physi-
ognomic analysis had long since been discredited as pseudoscience. But 
the experience of having one’s face analyzed by a computer program fore-
told a future in which intelligent machines would see the human face and 
make sense of it in a technologically advanced way. As Langdon Winner has 
observed, World’s Fairs have historically offered a vision of the technological 
future as an already accomplished fact, giving visitors a sense of being pro-
pelled forward by forces larger than themselves. “There were no pavilions to 
solicit the public’s suggestions about emerging devices, systems, or role defi-
nitions,” instead promoting a model of closed, corporate-sponsored research 
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and development of which ordinary people need only be in awe.4 It is no 
stretch to suggest that the NEC Computer Physiognomy attraction conveyed 
this implicit message. One can imagine that in 1970, the experience of having 
a computer scan and analyze one’s own face might have impressed on the sit-
ter a powerful sense of her own future subjection to information processing 
machines. At the very least, it demonstrated one of the many uses for which 
computers would be put: sorting human beings into distinct social classifica-
tions. It was hardly a new idea, but the computer seemed to give it a whole 
new edge. 

The Computer Physiognomy exhibit also had a more direct use value, 
however, yielding a database of facial images for budding research on the 
problem of computer face recognition, images of “faces young and old, males 
and females, with glasses and hats, and faces with a turn, tilt or inclination 
to a slight degree.”5 Kanade used 688 of the photographs for his dissertation 
research in electrical engineering at Kyoto University in the early seventies, 
which built on early work in pattern recognition and picture processing to 
devise a facial feature extraction program. (Kanade would eventually become 
the head of the Robotics Institute at Carnegie Mellon University.) Many of 
the civilian and academic computer scientists working on the problem of 
computer image processing in these early days were motivated by the pros-
pect of creating more intelligent machines, part of dedicated research teams 
working on the “quest” to create artificial intelligence.6 The earliest research 
on computer recognition of human faces was one small part of the research 
programs in computer vision and robotics, themselves arms of artificial 
intelligence research.7 In the United States, computer scientists working in 
the area of artificial intelligence made advances in computing technology—
in computer vision as well as speech recognition and other areas—thanks 
in no small part to an enormous amount of military funding in the postwar 
period.8

But computer scientists and military strategists were not the only social 
actors with an interest in the technology. Computerized face recognition and 
other forms of automated bodily identification soon came to the attention 
of other social actors in both the public and private sectors who were recog-
nizing an intensified need to “compensate for lost presences”—to deal with 
the problem of a proliferation of disembodied identities residing in data-
bases and circulating over networks.9 The late 1960s was the beginning of the 
expansion of computer networking in the business and government sectors, 
and businesses like NEC saw even more expansive growth ahead.10 Indeed, 
electronics manufacturers, telecommunications companies, and other busi-
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nesses were about to invest considerable effort into making it happen. As 
Dan Schiller has documented in painstaking detail, the big business users 
of expanding global computer networks spent the last three decades of the 
twentieth century laying proprietary claim to the network infrastructure, jet-
tisoning many of the public service tenets that had earlier served to regu-
late telecommunications system development.11 This “neoliberal networking 
drive” would require sweeping changes in telecommunications policy, to be 
sure. It would also require new divisions of labor among humans and com-
puters, and new technologies of identification better suited to the demands 
of “network security.” In turn, biometric technologies would be envisioned 
and designed to meet the demand not only for more secure computer net-
works but also for more intensified, automated forms of surveillance, access 
control, and identification-at-a-distance in a wide range of settings. 

This chapter examines how automated facial recognition and related 
technologies were envisioned and designed to serve a set of institutional 
priorities during the period of political-economic neoliberalization in the 
United States. Neoliberalism has not been an entirely unified program so 
much as an ad hoc set of governmental experiments that favor privatiza-
tion, free-market principles, individualism, and “government at a distance” 
from the state system.12 It has involved new ways of allocating government 
among state and non-state actors, a configuration that began to take shape 
in the United States and other developed nations in the 1960s and 1970s and 
gathered momentum in the 1980s and 1990s—precisely the period during 
which computerized forms of facial recognition and expression analysis 
became a possibility.13 In the United States, the effort to program computers 
to identify human faces began in the 1960s in research labs funded by the 
Department of Defense and intelligence agencies. By the 1990s, new com-
panies were formed to commercialize the technology, searching for markets 
especially among institutions operating proprietary computer networks (like 
the finance industry and other business sectors) and large-scale identifica-
tion systems (like passport agencies, state Department of Motor Vehicle 
offices, law enforcement, and penal systems). Across these sectors, biometric 
identification promised to enable what Nikolas Rose has referred to as the 
“securitization of identity,” the intensification of identification practices at a 
proliferation of sites—a priority that has gone hand in hand with political-
economic and governmental neoliberalization.14

A close look at the early commercialization of facial recognition and other 
biometric technologies suggests that the turn to biometric identification at 
this particular juncture should not be understood as the inevitable result of 
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seemingly inherent inclinations of the nation-state toward sovereign control 
of populations and territory, fueled by advancements in computer science 
and visual media technologies. Certainly technological advances and the 
persistence of ideas about state-centered forms of political power play their 
part. But the transition to biometric identification must likewise be under-
stood as a response to a set of conflicting demands of both the state and the 
business system to individualize and to classify, to include and to exclude, 
to protect and to punish, to monitor and define parameters, and to other-
wise govern populations in the face of their radical destabilization under the 
wrenching neoliberal reforms instituted in the United States and across the 
globe during the latter part of the twentieth and early twenty-first centuries. 
Building on existing communication and identification practices that gave 
pride of place to the face, facial recognition technology promised to play a 
unique role in this process. Although posing formidable technical and logis-
tical challenges, functioning facial recognition systems promised to build on 
existing identification infrastructures to refashion face-to-face relations in 
networked environments, appropriating face-to-face forms of trust and rec-
ognition for official identification in mediated contexts. The primary aim of 
these systems would be to deliver concrete, practical benefits in the form of 
more accurate, effective, ubiquitous systems of facial identification that oper-
ated automatically, in real time, and at a distance. Although they seemed to 
simply recognize people the way most humans do in their everyday lives—by 
looking at one another’s faces—facial recognition systems in fact promised 
to enable more effective institutional and administrative forms of identifica-
tion, social classification, and control.

Early Research on Facial Recognition Technology

Since its beginnings, research into computerized facial recognition in 
the United States has been a combined public-private venture funded and 
shaped to a significant extent by military priorities, a fact that makes it far 
from unique. Some of the earliest research on machine recognition of faces 
can be traced back to the 1960s at a private company called Panoramic 
Research Inc. in Palo Alto, California, one of many companies started up 
in the United States, post-Sputnik, to conduct government-funded research 
in computer science. The work at Panoramic Research was funded largely 
by the U.S. Department of Defense and various intelligence agencies, and 
so was unavoidably entrenched in the struggle for Cold War technological 
superiority. Although not all the computer scientists working in the post-
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war context were steadfastly dedicated to fulfilling military needs, they 
nevertheless had to emphasize the applicability of their work to Cold War 
priorities in order to secure funding from the Defense Advanced Research 
Projects Agency (DARPA) and its Information Processing Techniques Office 
(IPTO).15 Automated facial recognition in particular might eventually help 
the military identify, at a distance, specific individuals among the enemy 
ranks, in this way contributing to what Paul Virilio calls a “logistics of mili-
tary perception.”16

Aside from the potential military applications of the technology, scien-
tists working on early efforts to simulate face perception in computer pro-
grams were not doing so in response to immediate or well-defined social 
needs. In a manuscript of his dissertation published in 1977, Takeo Kanade 
speculated that the techniques of picture processing to which his research 
contributed might lend themselves to “sophisticated applications such as 
interpretation of biomedical images and X-ray films, measurement of images 
in nuclear physics, processing of a large volume of pictorial data sent from 
satellites, etc.”17 The techniques being developed for computer recognition of 
faces promised to address a set of vaguely defined problems concerning how 
to automatically process images and handle an expanding volume of visual 
information in medicine, science, and military intelligence. More broadly, 
early research and development of computerized facial recognition was part 
of a general effort to program computers to do what humans could do, or, 
better, what humans were incapable of doing. For some computer scientists 
and engineers conducting work on pattern recognition, as Manuel De Landa 
has noted, “the idea was not to transfer human skills to a machine, but to 
integrate humans and machines so that the intellectual skills of the former 
could be amplified by the latter.”18

This would be no simple undertaking. A look at the early work on machine 
recognition of faces at Panoramic Research underscores the formidable chal-
lenges ahead of computer scientists interested in creating computer programs 
that could identify faces in images, and the significant amount of human 
effort that would be required. Woodrow Wilson Bledsoe, one of the cofound-
ers of Panoramic, headed up the research. Bledsoe is now recognized as a 
pioneer in the field of “automated reasoning” or automatic theorem proving, 
an arm of early artificial intelligence research. A member of the Army Corps 
of Engineers during WWII and a devout Mormon, he was a firm believer 
in incremental scientific advances as opposed to major leaps or paradigm 
shifts.19 Drawing on his research into computer recognition of letters, Bled-
soe’s technique involved manually entering into a computer the positions of 
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feature points in an image, a process known as “feature extraction.” A human 
operator would use a “rand tablet” to extract the coordinates of features such 
as the corners of the eyes and mouth, the top of the nose, and the hairline or 
point of a widow’s peak.20 The name of the person in an image was stored in 
a database along with facial coordinates, and records were organized based 
on those measurements. The computer was then prompted to identify the 
name of the closest test image, given a set of distances between facial fea-
ture points. Bledsoe’s technique was labeled a “hybrid man-machine system” 
because a human operator was centrally involved in the process of extracting 
facial coordinates from the images.21 In addition to relying significantly on 
human intervention, Bledsoe’s man-machine program brought to light the 
fundamental difficulty that computer programs would have with facial image 
variability, especially in terms of “head rotation and tilt, lighting intensity 
and angle, facial expression, aging, etc.,” thus introducing the need for tech-
niques of image “normalization,” or the manipulation of facial images to cor-
rect for angle, lighting, and other differences that confounded the matching 
process.22

Following on the heels of this early research, computer scientists made 
small advances at programming computers to recognize human faces in 
images in the early 1970s. A very basic problem that proved difficult was pro-
gramming a computer to simply locate a face in an image, especially if the 
image was visually cluttered, if faces were not represented in frontal view, 
or if faces were occluded with beards, hats, eyeglasses, or other objects. The 
earliest work to successfully program a computer to confirm the existence 
or absence of a face in an image, without human operator intervention, was 
conducted by three Japanese computer scientists and published in the jour-
nal Pattern Recognition in 1969.23 Then in 1970, a doctoral student produced a 
landmark dissertation project at Stanford.24 His technique enabled the com-
puter to automatically extract the head and body outlines from an image and 
then locate the eyes, nose, and mouth, using three images of each individual: 
an image of the body, an image of the background without the body, and 
a close-up image of the head. In 1973, Takeo Kanade’s dissertation at Kyoto 
University in Japan made another significant contribution, reporting the 
same results as the Stanford research using only photographs of the face and 
a new “flexible picture analysis scheme with feedback,” consisting of a collec-
tion of simple “subroutines,” each of which worked on a specific part of the 
picture.25 The recognition phase of Kanade’s project, which focused on the 
problem of automated extraction of face features, correctly identified fifteen 
out of twenty people in collections of forty photographs.26
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Experiments were not always designed with the goal of eliminating 
humans entirely from the process of recognizing faces. Instead, researchers 
had in mind creating synergistic relationships between human brains and 
computers. In 1971, scientists at Bell Labs worked on a system designed to 
locate and rank order a set of facial images from a file population based on 
a verbal description inputted into a computer.27 In their report, titled “Man-
Machine Interaction in Human-Face Identification,” they explained their aim 
“to design algorithms for optimizing the man-machine system so that we can 
take advantage of both the human’s superiority in detecting noteworthy fea-
tures and the machine’s superiority in making decisions based on accurate 
knowledge of population statistics.”28 The research had the more limited goal 
of producing a “population-reduction” system, a means of reducing large 
numbers of images to a quantity more manageable for perceptual and mem-
ory capacities of human operators. 

By the mid-1970s and early 1980s, more limited goals became the norm in 
computer face recognition research.29 The initial successes achieved by pio-
neers like Bledsoe and Kanade generated optimism among researchers that 
the problems could be surmounted in short order, but such views soon gave 
way to more a realistic sense of the limitations of existing computing tech-
nology and the need for a better understanding of the “physics” of vision. 
In short, it became increasingly clear that the general problem of program-
ming computers to identify human faces was more difficult than anyone had 
initially realized. Significantly, while humans lived in a three-dimensional 
world, computer vision systems were designed using two-dimensional rep-
resentations of that world, and that flat field of vision severely handicapped a 
computer program’s capacity to recognize objects. The amount of computing 
power that was needed to process images also presented a major obstacle. 
Realistically, computer vision researchers would have to get back to basics, 
especially to carve out what could be accomplished with measurement tech-
niques versus what required heuristics, problem-solving algorithms that 
would find practical solutions among alternatives through trial and error at 
multiple stages of a program. 

The formidable challenges to developing automated facial recognition 
paralleled—and were an instance of—broader challenges to the development 
of artificial intelligence. As it turned out, the human perceptual capacity to 
see and recognize human faces was more than a simple matter of “informa-
tion processing”—either that or computers were going to need substantially 
more processing power. As De Landa has noted, solving the computer vision 
problem would require solving the central problems of artificial intelligence: 
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the first computer to “perceive the world” would have “to be able to learn 
from its successes and failures, plan problem-solving strategies at many lev-
els of complexity and have a certain amount of ‘common sense’ to avoid get-
ting bogged down by irrelevant details.”30 But as De Landa has also explained, 
the failure to develop machines that can see the world the way humans do 
has not prevented computer vision technology from finding practical appli-
cations. As it has been with other forms of computer vision and artificial 
intelligence, so it is with automated facial recognition: alternative uses of the 
technology have been envisioned and pursued that do not involve replacing 
humans entirely with computers, but instead work toward developing new, 
optimized human-computer divisions of perceptual labor. “Instead of build-
ing computers to automate the process of bringing patterns to the surface,” 
writes De Landa, “the surface itself (the computer display) had to become 
a place where the human ability to detect patterns may be amplified.”31 The 
idea that computerized forms of facial recognition might be used to amplify 
the human capacity to recognize faces became a promising possibility, espe-
cially as the problem of identification-at-a-distance began to take on a new 
level of urgency. 

Securitization of Identity

Early research on automated facial recognition technology did not take place 
in a vacuum, and it is important to understand the relationship between 
this area of computer science and the broader social and political-economic 
transformations in which it was conceptualized and undertaken. Where a 
technical explanation would describe this evolving area of research as an 
outgrowth of specialized problems in computer science, the aim of this 
book is to examine the social construction of automated facial recognition, 
and especially to place it in its broader social and historical context. How 
did research on computer recognition of faces join up with the demand to 
re-embody “disembodied identities”? Although in some ways an obvious 
marriage, it was by no means the inevitable result of the internal workings 
of scientific and technical progress. Nor was it driven exclusively by mili-
tary priorities or the narrowly defined interests of computer science. By the 
1990s, the effort to teach computers to “see” the face began to find prospec-
tive social uses and potentially profitable markets in the surveillance and 
security priorities that underpinned neoliberal strategies of government—
a set of approaches to governing designed to be maximally commensurate 
with privatization and market-driven tenets, involving new ways of allocat-



Facial Recognition Technology | 33

ing the tasks of government among state and non-state actors. Envisioned as 
a biometric identification technology that could be integrated into existing 
identification systems to extend their reach and make them function more 
automatically and effectively, computerized facial recognition promised to 
facilitate the forms of mass individuation, social differentiation, and intensi-
fied security on which neoliberalism depended.

While it is important to understand the immediate political-economic and 
social context for early uses of facial recognition technology, the application 
of new photographic technologies to institutionalized identification prac-
tices is part of a process that dates back at least to the nineteenth century: the 
rationalization of identification for the mass individuation of populations. 
The development of systematic techniques and procedures for mass indi-
viduation have been central to processes of bureaucratic rationalization that 
Max Weber theorized as a core feature of Western capitalist modernization.32

The rationalization of facial identification was greatly assisted by the inven-
tion of photography, especially the technical innovations of the 1880s and 
1890s that enabled that mass production of cheap, photomechanical repro-
ductions.33 The circulation of facial images as indexes of identity occurred 
within the more general formation of what Craig Robertson has called a 
“documentary regime of verification,” an ad hoc process whereby techniques 
for administering standardized identification documents and using those 
documents to verify identities came to replace local practices of trust and 
face-to-face recognition.34 The expanding scale of modern societies, and the 
mobility and anonymity of people within those societies, necessitated the 
“depersonalization of authority and trust” through recourse to standardized 
documents, administrative procedures, and archives of “state memory.”35

State passport systems were a case in point. As John Torpey has argued, the 
emergence of the modern passport system was an effort on the part of state 
systems to “monopolize the legitimate means of movement,” akin to the 
way states likewise laid claim to the legitimate means of violence, as Weber 
argued, and to the way capitalists had monopolized the means of produc-
tion, in Marx’s central thesis. While photographs of the face could be found 
on identification documents as early as the 1880s, it was the First World War 
that spurred many countries to begin mandating that photographic portraits 
be fixed to passports. In 1914, the U.S. secretary of state moved to require the 
inclusion of photographs on all new passports issued; however, the design of 
the document did not include a space for photographs until 1917.36 Even then, 
the U.S. public was reluctant to accept the requirement of photo passports 
because of the criminal connotations of the mug shot—one indication of the 
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extent to which the bureaucratization of identification practices has been a 
contested process.37

Certainly the preoccupation with improving on bureaucratic identifica-
tion systems, along with the persistent cultural resistance to new identifica-
tion technologies, has been with us for some time. But over the last several 
decades, the sites at which individuals are asked to verify their identities have 
proliferated, extending their reach well beyond interactions between citizens 
and state systems. The development of biometrics and machine-readable 
documents, the expansion of databases that house personal information 
about individuals, the adoption of new policies for identification systems 
(like US-VISIT and the U.S. REAL ID Act)—all these developments point 
to an intensification of the problem of identification in these times. “At the 
close of the twentieth century,” writes Nikolas Rose, “subjects are locked into 
circuits of control through the multiplication of sites where exercise of free-
dom requires proof of legitimate identity.”38 Active citizenship is now real-
ized not primarily in voting or participating in an idealized political public 
sphere, Rose argues, but through consumption, employment, financial trans-
actions, and other practices, virtually all of which require the verification of 
legitimate identity.39 What Rose calls the “securitization of identity” is widely 
viewed as a solution to problems of network security, consumption, labor, 
crime, welfare, immigration, and more—a means of tying individuals into 
circuits of inclusion and exclusion, determining their status as legitimate, 
self-governing citizens or more problematic identities deemed to fall out-
side the realm of legal rights who can therefore be subjected to a range of 
repressive strategies. Although the rationalization of identification practices 
was never exclusively a state project (see Josh Lauer’s early history of credit 
reporting discussed below, for example), more recent developments in iden-
tification systems have seen an intensified involvement of non-state actors as 
both suppliers and users of identification technologies. The respective roles 
of state and private-sector actors in the development and use of surveillance 
and identification systems are increasingly difficult to disentangle, with both 
sectors exhibiting an intensified concern with the securitization of identity, 
adopting similar approaches and systems, and sharing information about 
individuals across sectors. 

The tightly bound relationship between state agencies and corporate 
actors in identification system development is itself a manifestation of the 
neoliberal experiment. David Harvey explains neoliberalism in general terms 
as the effort to disembed capital from the constraints of “embedded liberal-
ism,” a form of political-economic organization that took shape in the United 



Facial Recognition Technology | 35

States and other developed countries after World War II.40 In order to pre-
vent a return to the conditions that threatened capitalism during the Great 
Depression, liberal democratic states took active measures in the postwar 
period to wager a class compromise between capital and labor, to actively 
regulate industry, and to establish a variety of welfare systems.41 Embedded 
liberalism surrounded market processes and corporate activities in “a web 
of social and political constraints,” instituting a regulatory environment that 
both restrained and shaped economic and industrial strategy.42 Although 
offering high rates of economic growth for a time, thanks in large part to 
expansive U.S. consumption, embedded liberalism began to break down by 
the end of the 1960s, when “signs of a serious crisis of capital accumulation 
were everywhere apparent.”43 In response to the threats this crisis posed to 
their political and economic power, elites moved to institute a set of reforms 
designed to dismantle the postwar social contract, pushing for “the deregula-
tion of everything from airlines to telecommunications to finance” in order 
to open up “new zones of untrammeled market freedoms for powerful cor-
porate interests.”44 Neoliberalism, Harvey maintains, has essentially been “a 
political project to re-establish the conditions for capital accumulation and 
to restore the power of economic elites.”45

It is no coincidence, then, that the period of neoliberalization has also 
been a period of frenzied development in information technologies, the 
expansion of proprietary computer networks, and concerted attention to 
devising more sophisticated techniques of surveillance and identification. 
The response of economic and political elites to the economic crises of the 
late 1960s was tied in complex ways to processes of computerization and net-
work development. As Dan Schiller has argued, the central role that elites 
accorded to information and communications as economic stimulants was 
unprecedented.46 Corporate capital invested intensively in the development 
of information and communication technologies (ICTs) and undertook a 
major overhaul of business processes in order to integrate ICTs, especially 
to coordinate dispersed locations. As an integral part of the process, tele-
communications infrastructure worldwide experienced a top-down overhaul 
during the 1980s and 1990s to bring it in line with the needs of transnational 
business operations, and the U.S. policy-making establishment was necessar-
ily onboard, “determined to grant business users the maximum freedom to 
explore information technology networks as a private matter.”47 Widespread 
decisions to interoperate computer systems were motivated by the interests 
of large corporations to spread their reach across the globe and deep into 
economic, social, and cultural life. While corporate reconstruction around 
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networks occurred economy-wide, the financial sector took a leading role in 
this process. Banks significantly increased their telecommunications oper-
ating expenses, linked up their offices transnationally, and installed 165,000 
automated teller machines in the United States by 1998.48 But banks were not 
alone, as companies in other sectors “sought to integrate networks into core 
activities of production, distribution, marketing, and administration.”49

Computerization thus involved sweeping changes in the structure and 
policy of telecommunications, and along with these changes came demands 
for new ways of monitoring and restricting access to that infrastructure. The 
self-proclaimed proprietors of expanding computer networks saw the need 
to automatically identify, observe, and record the behaviors of the grow-
ing numbers of end users communicating and conducting transactions 
over those networks. Identification documents, like passports and driver’s 
licenses, which had always had their shortcomings—especially in terms of 
their inability to accurately and reliably connect bodies to identities—were 
seen as increasingly inadequate for addressing the problem of “disembod-
ied identities.” The banking, credit card, and telecommunications industries 
were among those social actors expressing an interest in technologies that 
could give them greater control over transactions and information. Not only 
was identity verification needed at the point of interface between individuals 
and organizations, but the intensive private-sector drive to know the con-
sumer meant that each transaction became part of individual records that 
could be mined and compiled to develop consumer profiles. In addition, 
employers of all sorts saw the need to monitor and control their employees’ 
access to both computer networks and the physical space of the workplace. 
In a society where an increasing number of social interactions and economic 
transactions were occurring via proprietary computer networks, biometric 
technologies were being posited as a solution to a set of pressing problems, 
such as verifying the legitimate status of individual users, monitoring their 
behaviors, and controlling their access to networks, as well as to the spaces 
and entities over which those networks extend: national territories, transpor-
tation systems, financial institutions, spaces of production and consumption, 
and, of course, information itself, which was taking increasingly commodi-
fied forms. 

Thus, while computer scientists continued to grapple with the complexity 
of the facial recognition problem during the 1980s, new markets for other 
biometric identification technologies began to take shape. Attempts were 
made to commercialize a number of different types of biometrics that were 
reaching some degree of maturity, such as optical fingerprinting, hand geom-



Facial Recognition Technology | 37

etry, retinal identification, and voice and signature recognition. The press 
took notice of the emerging biometrics industry. In September 1981, the New 
York Times first reported on the new business sector of “biometric access 
control” devoted to developing and marketing technologies aimed at “Recog-
nizing the Real You.”50 The question of what makes each person unique “is of 
more than philosophical interest to those in the field of biometric access con-
trol,” the Times explained. Advocates of new biometric technologies claimed 
that they could digitally read bodies and bind them to identities, thereby 
securing the valuable spaces of the information economy. In a world where 
“high school students were able to tap into computer data banks thousands 
of miles away over the telephone,” existing security systems that utilized plas-
tic cards and passwords might not be adequate any longer.51 While the actual 
amount of high school hacking at the time is impossible to know, the image 
of the high school hacker held considerable sway in the public imagination. 
In the 1983 John Badham film War Games, for example, the young protago-
nist (played by Matthew Broderick), nearly starts World War III when he 
unknowingly hacks into a central military computer and begins playing the 
system like a computer game. Such images went far in convincing people of 
the need for “network security.” After all, if high school students could wreak 
havoc via computer networks, then certainly more malicious actors could 
do so as well. Technologies that enabled the computer to read the unique 
physical characteristics of individual bodies seemed the perfect solution to 
the newly intensified problem of verifying identities (binding those identi-
ties to bodies) over networks. As one “biometrics expert” told the New York 
Times, “The computer might now help solve a problem it helped to create.”52

Electronic banking in particular seemed to necessitate more rigorous and 
reliable ways of identifying people engaged in mediated transactions, as well 
as preventing unauthorized users from tapping into computers and manipu-
lating accounts from afar. The finance industry’s pursuit of automated forms 
of identification and network security has been a major driving force in the 
institutionalization of biometric technologies, and so deserves closer atten-
tion. A 1982 article in the American Banker discussed transformations in 
the retail banking industry and corresponding needs for new and improved 
identification systems:

The traditional scene of a loyal bank customer being greeted familiarly by 
a bank teller or branch officer carries more than a message of good rela-
tions. In that scene is also a bank’s most secure method of retail customer 
identification: direct person-to-person recognition. 
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The banking business is changing. Teller-based transactions are being 
slowly replaced by self-service automated teller machines, offerings of 
home banking are beginning, and geographic expansion by banks is in 
many cases making obsolete the “neighborhood” concept of customer 
identification based on personal recognition. 

As part of this trend to convenience banking is a basic depersonaliza-
tion in the financial service industry—and the growing concern of how to 
better verify the customer at the point of transaction.53

Identity verification problems became particularly salient in the banking 
industry with the growth of electronic funds transfer (EFT). “Increasing 
losses to banks from transactions in EFT situations,” reported the American 
Banker, “should slowly permit the introduction of dynamic signature verifi-
cation and other methods.”54 Banks became early adopters of biometric tech-
nologies, testing systems for controlling employee access and also envision-
ing how the technologies might be extended for automatically verifying the 
identity of banking customers.55

As the American Banker explained it, trends in the financial service indus-
try “depersonalized” relationships that individual customers once had with 
banks (and bank workers in particular), necessitating new ways of verifying 
customer identities that compensated for a lack of consistent, interpersonal, 
face-to-face relations. But the nostalgic image of trusting personal relation-
ships between bank tellers and bank customers presented in this narrative 
of transition glossed the reality of banking practices and the significant 
changes occurring in the finance industry. While some banking custom-
ers may have known their local bank tellers, the “neighborhood concept of 
customer identification” was hardly the predominant mode of banking, nor 
were face-to-face financial relations ever characterized by certainty, security, 
and trust. The idea that “direct person-to-person recognition” represented 
banks’ “most secure method” of retail customer identification is at odds with 
the historical record, given that “depersonalization” was part of the very pro-
cess of formation of modern financial institutions. As Josh Lauer has shown, 
the credit reporting industry began in the United States in the 1840s in order 
“to facilitate safe business relationships in a world increasingly inhabited by 
strangers,” and one of the most consequential effects of the rise of a credit 
reporting apparatus was “the invention of disembodied financial identity.”56

Coming more than a hundred years later, digital biometric identification 
would not be a matter of correcting a brand new problem of trust just now 
being introduced by the computerization of banking. 
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But nor was the turn to biometrics in the realm of finance simply a matter 
of upgrading identification systems to meet the demands of naturally evolv-
ing industry infrastructures and practices. The problem of “disembodied 
financial identities” intensified significantly along with the reorganization 
of banking around networks and the global expansion of the financial sys-
tem. Banking, and finance more generally, not only was growing by leaps and 
bounds in the 1980s and 1990s, it was experiencing massive restructuring as 
a result of the financialization of the overall economy. As Harvey explains, 
“neoliberalism has meant, in short, the financialization of everything,” a 
deepening hold of finance over other areas of the economy, over the state 
apparatus, and over everyday life.57 Economic power shifted from production 
to finance, making the integrity of the financial system the central concern of 
neoliberal states.58 And while proponents of this “new economy” touted its 
wealth-generating benefits, the “main substantive achievement of neoliber-
alization” was “to redistribute, rather than to generate, wealth and income.”59

Beginning in the 1970s and intensifying in the deregulatory environment of 
the 1980s, the financial sector was restructured in ways that virtually guar-
anteed endemic, legalized theft, what Harvey calls “accumulation by dispos-
session.”60 It involved particularly aggressive and complex strategies of eco-
nomic restructuring: 

The strong wave of financialization that set in after 1980 has been marked 
by its speculative and predatory style. . . . Deregulation allowed the finan-
cial system to become one of the main centres of redistributive activity 
through speculation, predation, fraud, and thievery. Stock promotions, 
ponzi schemes, structured asset destruction through inflation, asset-strip-
ping through mergers and acquisitions, the promotion of levels of debt 
incumbency that reduced whole populations, even in the advanced capi-
talist countries, to debt peonage, to say nothing of corporate fraud, dis-
possession of assets  .  .  . by credit and stock manipulations—all of these 
became central features of the capitalist financial system.61

The securitization of financial identities and transactions was essential 
to the explosive growth of the banking network infrastructure that under-
pinned the financialization of the global economy. But while the securitiza-
tion of electronic transactions was necessary for consumer confidence in new 
banking practices, biometric technologies were not going to protect bank-
ing customers from the real threats to their financial security posed by the 
political-economic restructuring of the finance industry. The fact that finan-
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cial identities were increasingly “disembodied” in all likelihood furthered the 
aim of making “accumulation by dispossession” seem less like legalized theft 
and more like a “free market” finance system at work. 

While credit reporting and its “disembodied financial identities” had been 
around for some time, they took on new life in the 1980s not only as a result 
of the consolidation of banks and the expansion of banking network infra-
structures, but also as a result of the dramatic growth of the credit indus-
try. One of the most devastating and radical means of accumulation by dis-
possession,62 the credit system has likewise depended for its existence on 
secure forms of customer identification and surveillance. Credit cards rep-
resent a case in point. In the United States, relaxed regulations in the 1980s 
allowed credit card companies to increase their interest rates, making the 
industry much more profitable. Credit card companies issued more cards, 
raised credit limits, and saw credit card spending increase more than five-
fold between 1980 and 1990.63 Many more merchants began accepting credit 
cards, and a whole array of clubs, charities, professional associations, and 
other nonfinancial institutions began issuing affinity or “co-branded” cards 
with their own logos.64

Increasing credit card usage and the expanding transaction infrastructure 
exacerbated the problem of cardholder identity verification that had existed 
since department stores began issuing cards in the early decades of the twen-
tieth century. Whereas paying cash never required an identity check (unless 
there were restrictions on the product or service being purchased), credit card 
transactions were more problematic since cards could easily be lost or stolen 
or obtained in other fraudulent ways. In his analysis of the BankAmericard 
system in the early 1970s, the sociologist James Rule commented on the prob-
lem of verifying the identity of individuals in order to authorize transactions:

One element of the contact between system and clientele  .  .  . is the ease 
of establishing positive identification of clients. . . . [The BankAmericard] 
system has nothing like the virtually foolproof tool of fingerprinting which 
the police can often rely on. Indeed, one category of deviance which poses 
a most serious threat to the system is the fraudulent use of cards—some-
thing which would be quite impossible if means of identifying card users 
were truly effective.65

By the mid-1980s the industry’s losses to credit card fraud rose to hun-
dreds of millions of dollars per year, so it was unsurprising to find companies 
like MasterCard investigating the practicality of using the tools that police 
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rely on—the possibility of integrating fingerprinting into point-of-sale ter-
minals, as the New York Times reported in 1985.66 Developers of biometrics 
viewed the problem of effective cardholder identity verification as a problem 
that their technologies were uniquely designed to address—fingerprinting 
would no longer be just for criminals. The problem of fraud, endemic to the 
expanding credit card market (some might say “racket”), enabled biometric 
companies to position their products as consumer protection technologies. 
But what the consumer protection claim elided was the fact that widespread 
credit theft was made possible by the aggressive approach credit card compa-
nies took to issuing accounts, spreading their reach, and making it as easy as 
possible for cardholders to build up credit card debt. As more people became 
victims of credit card theft and fraud, and as the media took notice and 
spread the word, the idea of protecting one’s accounts with bodily identifica-
tion technologies probably seemed to many a reasonable and even necessary 
solution. Whether consumers would in fact accept biometrics was a major 
concern to credit card companies. Their comments to the press suggested 
that that they would not move forward with point-of-sale biometric identi-
fication systems unless they could be sure that cardholders felt comfortable 
with the technologies—that is, unless credit card companies knew consum-
ers would continue to use their cards freely, even if it required pressing their 
fingertips to a plate of glass with each purchase.

The growing replacement of cash with credit cards for consumer pur-
chases not only had the effect of creating conditions in which each consumer 
transaction became a potential identity check; using credit cards for payment 
also generated detailed records of each consumer’s purchases. These records 
documented what people bought as well as what “they read, how they played 
and drank, where they vacationed and where they lived,” along with many 
other things about their everyday lives.67 The transaction data being gathered 
by credit card companies would become a valuable commodity in itself, to be 
processed and analyzed along with data from other sources in increasingly 
complex and automatic ways to classify individuals into distinct categories 
of value and risk. As Joseph Turow has documented, competition among 
market research firms led to a “market research arms race” in the 1980s.68

The increasing sophistication of statistical tools combined with the use of 
computers and large databases of transaction-generated data allowed mar-
ket researchers “to find clusters of relationships among demographic, attitu-
dinal, behavioral, and geographical features of a population that marketers 
hadn’t noticed before.”69 This intensified market research apparatus, armed 
with new scientific and technical tools, was clearly engaged in a process that 



42 | Facial Recognition Technology

Ian Hacking has called “making up people,” in this case in order to more 
thoroughly rationalize consumption: matching consumer demand to cycles 
and patterns of production, with the aim of harmonizing consumption with 
productive capacity, and especially increasing consumption to levels well 
beyond necessity.70 Although biometric technologies were designed to indi-
viduate rather than to aggregate consumers into categories, a reliable means 
of identification was central to this rationalization process. Identifying indi-
viduals with certainty was obviously a key part of determining their appro-
priate consumer classifications. Biometric technologies would be especially 
useful for customer relationship management (CRM)—the targeted tracking 
of customers in order to give preferential treatment to those of most value—
and eventually even new forms of customized advertising (like the futuristic 
billboards targeting people by name in Steven Spielberg’s 2002 science fiction 
film, Minority Report).

The banking, credit card, and consumer research industries had unmis-
takable roles to play in generating early demand for biometric identification, 
but they were not the only businesses considering the adoption of biometric 
systems in the 1980s, nor were potential uses limited to customer identifi-
cation. Biometric systems would enable the identification and tracking of 
individuals not only in their roles as consumers but also as workers, prom-
ising to provide tools for more effective forms of labor control. Automated 
identification over networks would be especially useful for individualizing 
labor, another project that was central to the neoliberal experiment. Begin-
ning in the late 1980s, a range of business enterprises as well as nonprofit and 
government employers became interested in integrating biometric technolo-
gies into personnel time management processes.71 In addition to preventing 
workers from punching one another’s time cards, biometrics offered the pos-
sibility of more meticulous monitoring of the employee’s workday. Biomet-
ric systems could be used to assign individuals specific authorizations for 
what they were permitted to do and where they were permitted to go in the 
workplace, and keeping diligent automatic tracking reports of precisely how 
and where employees spent their time. As a Booz Allen Hamilton associate 
remarked in a 1990 issue of Computerworld, “Biometrics offers something 
other systems don’t  .  .  . [they] can prove irrefutably that John Doe was the 
one who came through this door at 11 last night.”72 This comment not only 
captured the technology’s promise to intensify the surveillance of workers, 
but also the powerful claim to truth made in the name of biometrics: that 
biometric technologies of all types could “prove irrefutably” the identity of 
individuals, along with their presence or absence at specific places and times. 
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Early experimentation with biometric systems for personnel time man-
agement and the monitoring of workers’ movements and activities was obvi-
ously viewed by early adopters as a means of addressing specific organiza-
tional and business needs, but interest in these technologies should also be 
understood as a response to the broader political-economic transformations 
of the period and their impact on work and employment. The introduction 
of biometric technologies into the workplace, however fragmentary and 
sporadic, represented one of a wide array of managerial and technological 
efforts aimed at instituting new forms of labor control better suited to the 
post-Fordist regime of flexible accumulation.73 Biometric identification was 
especially suited to the individualization of labor, the process by which the 
contribution of labor to production would be “defined specifically for each 
worker, and for each of his/her contributions, either under the form of self-
employment or under individually contracted, largely unregulated, salaried 
labor.”74 The ability to precisely identify and individuate workers and asso-
ciate their identities with the specific work they performed would enable 
the continuous optimization of work arrangements and divisions of labor. 
Biometric systems for personnel time management promised to measure 
the temporal dimension of labor, as well as track the movement of specific 
bodies through space, both the physical space of workplace facilities and 
the metaphorical space of information networks. In short, the management 
of time and space within specific work sites and across dispersed locations 
required new technologies of labor control, especially technologies for auto-
matically binding identities to bodies over information networks. 

There are important connections among the various uses of biometric 
technologies for network security, consumer tracking, and labor control—
namely, each of these uses stemmed from demand on the part of the busi-
ness sector for more intensified network security and monitoring methods. 
Since the 1970s, the banking, credit card, market research, and other indus-
tries have made increasing demands for new technologies that would allow 
them to control access to networks and information, and to gather as much 
data as possible on individuals in order to more effectively rationalize con-
sumption and labor. As businesses built out proprietary computer networks 
and moved to absorb new realms of information into the market system, 
network security and control over information became paramount. As the 
quantity of transaction data mounted, new techniques were needed to make 
effective use of the avalanche of data. Biometric technologies promised to 
keep specific information bound to specific bodies, and to control access to 
networks and information while at the same time helping to build more reli-
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able and complete profiles of individuals. And although it was not necessar-
ily the aim of any particular application, biometric systems had the potential 
to bind identities to bodies across different spheres of social and economic 
life, thereby rendering more data-intensive representations of people, mak-
ing their lives more visible. This effort would of course require considerable 
investment of resources for standards development and systems integration. 
In fact, these have been two areas of special concern to the biometrics indus-
try and its customers. Industry players have worked hard to overcome these 
obstacles to full-scale biometric deployment, given the level of control over 
networks, information, and people that standardized, integrated systems 
promise to afford them. As Robins and Webster have argued, new ICTs have 
been enlisted in order to apply principles of scientific management beyond 
the workplace. “Cybernetic” forms of capitalism require a new regime of 
social mobilization characterized by “a heightened capability to routinely 
monitor labour processes by virtue of access to and control over ICT net-
works.”75 It would be difficult, if not impossible, to achieve this new regime of 
social mobilization without technologies for automatically fixing identities to 
bodies across information networks.

Why the Face?

Biometric technologies promised to bind identities to bodies over networks 
and facilitate the securitization of identity in finance, market research, the 
workplace, and other settings. But what would be the merits of facial recog-
nition technology relative to other types of biometrics? Why the sustained 
investment in the exceedingly complex effort to program computers to rec-
ognize faces and distinguish them from one another, especially since there 
was no guarantee that this effort would result in viable technical systems?

In some ways, automated facial recognition represented simply one tech-
nique among a range of similar, interchangeable possibilities, one that pre-
sented significantly greater technical challenges and required more intensive 
investment in research and development. For certain identification systems, 
the use of optical fingerprinting, hand geometry, or iris or voice recognition 
might be more workable options. Each new commercially available biomet-
ric technology introduced in the 1980s and 1990s had its relative merits and 
drawbacks as a means of re-embodying disembodied identities and securi-
tizing identification systems. Fingerprint identification was in some ways the 
most robust and reliable, and had the advantage of being around for over a 
hundred years.76 But it also had the decided disadvantage of having criminal 
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connotations, a problem that was seen as an obstacle to “user acceptance.” It 
would have to shed its association with criminality in order to be accepted 
as a more widespread means of automatically binding identities to bodies. 
Although the term “biometric” was not typically used in reference to fin-
gerprinting before the 1980s (rather, the term was used in reference to the 
statistical study of biology since the late nineteenth century), it was during 
the eighties that fingerprinting began to be conceived as a new high-tech 
form of identification, thanks in large part to advances in optical scanning 
technology that made “live scans” possible and brought fingerprinting out 
of the print era and into the digital age. As optical scanning began to replace 
the ink-print form of fingerprinting in the United States, developers took 
the opportunity to redefine fingerprinting as “finger imaging,” a cleaner and 
ostensibly more sophisticated and innocuous technology than that associ-
ated with criminal identification.77

Less associated with criminal identification, hand geometry biometrics 
found some early physical access control applications. But hand geometry 
had the major drawback of being the least unique of biometrics. Since hand 
measurements were not unique to each individual, such systems would more 
likely generate “false positives,” a problem that limited hand geometry bio-
metrics to identity verification applications, where the system compares 
hand measurements to already enrolled data in order to determine whether 
a person is who she claims to be. Hand geometry biometrics would not be 
suitable for the identification of unknown individuals using one-to-many 
searches for matching hand measurements. 

Along with their efforts to target body parts unique to each individual 
and to disassociate biometric technologies from criminal applications, devel-
opers saw it as especially important to design systems that would be as non-
invasive as possible. The aim was to develop forms of biometric capture that 
would seem to follow naturally from existing identification practices and 
not make people uncomfortable. Retinal scanning, for example, was con-
sidered to be especially unnerving for end users. Developed exclusively by 
a company called EyeDentify, the technology measured the unique pattern 
of blood vessels in the eye (different than iris recognition, which was not 
developed until 1992).78 It was difficult to use, requiring careful attention to 
the alignment of the eye in order to capture a usable image, and one of the 
impediments to its widespread diffusion, according to the developer, was 
“the ID subject’s unfounded fear” that it could harm the eyes.79

The seemingly less intrusive technology of voice recognition, or voice-
print analysis, aimed to verify identity by authenticating the voice of the 
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speaker. Although analog versions of voiceprint analysis had been around 
for a long time, new automated, digital versions of voice recognition were of 
special interest to the banking industry and other sectors that were moving 
toward telephone transactions.80 But developers faced the difficult problem 
of the medium: a person’s voice could sound very different depending on the 
recording device or mode of transmission. Also, like hand geometry, it was 
best suited to verifying the identities of known voices rather than identifying 
unknown speakers. 

Although still in a very nascent stage of development in the 1980s and 
1990s, automated facial recognition promised certain relative advantages 
over other types of biometrics. Proponents suggested that end users would 
find the technology less obtrusive, since it simply recognized people the way 
humans do, by looking at their faces.81 Since the signals people use to make 
determinations about the trustworthiness of others in immediate face-to-
face contexts involve, among other things, their facial expressions, gaze, 
and appearance, it seemed logical that computational techniques of facial 
analysis would be envisioned as ideally suited to establishing trust in medi-
ated, networked environments.82 But facial recognition technology was not 
designed to analyze the expressions or appearance of the face itself for signs 
of trustworthiness, instead treating the face as a blank somatic surface, a 
mere index of an individual identity much like a fingerprint. Its capacity 
to establish conditions of trust depended on its integration into complex 
bureaucratic systems rather than its ability to read faces themselves for signs 
of trustworthiness. Of course, facial images had been used in precisely this 
manner at least since the late nineteenth century: as markers of individual 
identities pasted to documents and integrated within larger bureaucratic 
ensembles. In fact, it is only possible to conceive of digital photographs as 
source material for automated identity verification because the awe that 
photographic resemblances originally inspired has long since been replaced 
by the banality of the portrait, fixed to an identification document. It was 
an earlier “documentary regime of verification” that incorporated the iconic 
connection between portraits and their subjects into more standardized 
bureaucratic procedures for the authentication of specific identities. The 
connection that documentary forms of identification established between 
standardized facial images and unique, official identities has helped to give 
facial recognition technology a special advantage relative to other types of 
biometric identification. 

Put simply, the integration of facial recognition technology into identifi-
cation systems would have the practical advantage of being able to build on 



Facial Recognition Technology | 47

the existing bureaucratic norms and practices of facial identification.83 The 
fact that billions of photographed faces already circulated on documents and 
resided in archives made the application of facial recognition technology for 
biometric identification seem self-evident. With nearly everyone in the mod-
ern world accustomed to carrying a photo ID and presenting it on demand 
in a wide range of contexts, automated facial recognition systems could be 
positioned as continuous with document-based identification. In addition to 
building on existing customs and practices, facial recognition systems prom-
ised to solve many of the problems associated with a documentary regime 
of verification by taking advantage of the memory capacity of computers, 
compensating for the perceptual fallibility of humans, and binding identity 
definitively to the body. In addition, if facial recognition technology could 
be successfully integrated with video surveillance, it would allow for identifi-
cation “at a distance,” without people directly interfacing with identification 
systems (that is, without their knowledge or cooperation).84 If the technology 
could be integrated with video surveillance systems, it would automate some 
of the perceptual labor of monitoring those systems, helping to increase their 
scale and reach. Ultimately, the aim of facial recognition technology has been 
to automatically articulate digitized visual images of the face to documentary 
information about individuals, and it is the prospect of more thoroughly and 
effectively integrating visual and documentary modes of surveillance that 
has made it so potentially innovative and powerful. 

Commercializing Facial Recognition Technology

While efforts to commercialize other types of biometrics were underway in 
the 1980s, it was the post–Cold War decade of the 1990s that saw the early 
emergence of prototype applications of facial recognition technology beyond 
the walls of computer science laboratories. Research interest in facial recog-
nition technology increased significantly in the 1990s, along with efforts to 
develop commercial systems and experiment with real-world applications.85

Computer scientists made advances in computational methods for locating 
the face in an image, segmenting it from background clutter, and automati-
cally extracting features. Increasing amounts of computing power facilitated 
faster techniques and accommodated larger, higher-quality images, and in 
greater quantities. By the mid-1990s, a number of scientists working in aca-
demic research labs had remade themselves as entrepreneurs, hoping to ride 
the IT economic boom and capitalize on the needs of businesses and other 
organizations to control access to networks and monitor individual con-
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stituents, be they customers, employees, citizens, or criminal suspects. But 
the technology still faced formidable obstacles to viability, and questions 
remained about whether the various technical approaches being taken to 
the problem were ready for the ambitious transition to real-world applica-
tions. Migrating facial recognition technology from computer labs to actual 
surveillance and identification systems would not be simply a technical mat-
ter, nor would it be the work solely of computer scientists. Instead, it would 
require the investment and cooperation of a host of social actors, some with 
competing or incommensurate interests, including companies trying to 
capitalize on the technology, organizations looking for cost-efficient ways 
to secure access to their networks and monitor their workers and custom-
ers, and government agencies charged with various responsibilities related to 
the technology, like subsidizing research and development, testing technical 
systems, negotiating technology standards, establishing a conducive policy 
environment, and procuring biometric technologies in order to securitize 
state identification systems. 

In addition, proponents of facial recognition technology would have to 
make a compelling case to stakeholders that the machine recognition of faces 
was both necessary and possible.86 Whether machines could be made to accu-
rately identify human faces became an important question for developers to 
answer affirmatively, and precisely how much accuracy would be necessary 
required some negotiation to define. Despite the seemingly linear progres-
sion to computer-assisted identification, the effort to automate the process 
of facial identification—using the iconicity of facial images as a means of 
establishing their indexicality—in fact reintroduced the question of pre-
cisely how a photograph represents the face, and what exactly constitutes an 
“accurate” facial likeness. In short, the social construction of the accuracy
of automated facial recognition became central to its development. Devel-
opers began to achieve respectable rates of accuracy in laboratory settings, 
providing momentum for ongoing research, but laboratory results could not 
be extrapolated to unconstrained, real-world contexts. This meant that in 
order to make a case for its viability, inventors of facial recognition technol-
ogy would eventually need to make use of the real world as their laboratory.87

The social construction of the technology’s accuracy got some much-
needed assistance from U.S. federal agencies in the 1990s. Since the earliest 
work in the 1960s, the bulk of funding for research in the United States came 
from military agencies, and by the early 1990s it was time to begin to more 
systematically evaluate the fruits of those federally financed efforts. In 1993, 
the Defense Department’s Counterdrug Technology Development Program, 
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the Defense Advanced Research Projects Agency (DARPA), and the Army 
Research Laboratory (ARL) organized the Face Recognition Technology 
(FERET) program. The purpose of FERET was “to develop automatic face 
recognition capabilities” that could be employed “to assist security, intelli-
gence, and law enforcement personnel in the performance of their duties.”88

In short, the tests were designed to evaluate the viability of the technology 
for use by government agencies. The results of the FERET tests generally 
showed that while some approaches did better than others in the various 
tests performed, automated facial recognition appeared to be emerging as a 
viable technology, at least with respect to still images taken under controlled 
conditions. According to the report, “the overall performance for face rec-
ognition algorithms had reached a level of maturity” that warranted their 
transition “to a real-time experimental/demonstration system.”89 The main 
purposes of an experimental system, according to the FERET report, would 
be to develop large-scale performance statistics, demonstrate the capabilities 
of the system to potential end users, and “identify weaknesses that cannot be 
determined in laboratory development.”90

If government testing had the direct result of providing technology 
benchmarks and identifying problem areas, it also lent legitimacy to the 
technology, helping to convince stakeholders of its viability for real-world 
identification systems. Government testing not only encouraged further 
research, it also inspired developers to begin making moves toward claim-
ing the real world as their laboratory, introducing prototypes into actual 
surveillance and identification systems. The emergence of new companies 
dedicated to developing and marketing facial recognition technology hap-
pened around the same time as the initial FERET tests. While a technical 
explanation would point to the progress of the research as the main reason 
why decisions were made to move forward with commercialization, the close 
proximity of the FERET tests with the technology’s commercial debut was 
as strategic as it was technically expedient. Entrepreneurs interested in com-
mercializing the technology were able to capitalize on the publicly funded 
FERET tests, using the favorable results as a springboard to jump-start new 
companies. Between 1994 and 1996, three U.S. companies emerged as the 
most promising and visible vendors, vying for venture capital, federal fund-
ing, and early-adopting customers: Visionics Corporation, Miros Inc., and 
Viisage Technology. In 1994, Joseph Atick and two other researchers from the 
Computational Neuroscience Laboratory at Rockefeller University formed 
Visionics Corporation, using the relatively strong performance of their tech-
nology in the FERET tests as a selling point. Michael Kuperstein, a former 
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scientist at MIT, also started his company, Miros Inc., in 1994. Established 
two years later, in 1996, Viisage Technology was spun off from the defense 
contractor Lau Technologies in order to raise capital to finance the expan-
sion of its “high-tech identification card business.”91 Viisage purchased the 
rights to the facial recognition algorithm developed by Alex Pentland and his 
colleagues at MIT.92

These new companies took up the charge to develop real-time experi-
mental systems and to make a strong case for the viability of the technol-
ogy through promotional strategies and product boosterism. One approach 
they adopted was to boast about the superb scientific credentials of corpo-
rate executives.93 Industry discourse favored the Bill Gates model of entre-
preneurialism, combining romanticized notions of technological genius with 
savvy business sense and a conservative-libertarian philosophy. This ideal 
seemed nowhere more clearly embodied than in figures like Joseph Atick 
and Michael Kuperstein. A Newsweek profile of Kuperstein made a point of 
noting that he had coauthored a book on neural networks in 1988 and devel-
oped a robot driven by a neural network that had the distinction of being 
written up on the front page of the New York Times.94 Promotional material 
emphasized that Kuperstein was a former scientist at MIT and an expert in 
neural networks, also known as “connectionist” computational models, or 
“networks of simple interconnected processing units” that presumably simu-
late brain function by learning for themselves.95 Of course, the very use of 
the term “neural network” in reference to a computer program implied that 
computers could now do what the human brain could do, at the very least 
renewing the lofty promises of artificial intelligence, and Kuperstein’s exper-
tise in this area clearly positioned him as on the technological vanguard of 
computer science. The press profile of Joseph Atick likewise portrayed him 
as supremely intelligent, a child prodigy who wrote a six-hundred-page 
physics textbook at age sixteen and earned a PhD in physics from Stanford 
by the time he was twenty-one.96 Clearly accomplished scientists, men like 
Kuperstein and Atick seemed to possess the entrepreneurial spirit needed to 
make automated facial recognition not just technically viable but also use-
ful and even profitable, transforming it from a set of laboratory experiments 
into a new, more sophisticated and expensive identification technology. 

The effort to migrate automated facial recognition from computer sci-
ence laboratories to real-world identification systems was a public-private 
venture, with both state and non-state actors working together to define the 
technology’s viability and use value. If academic computer scientists were 
primarily interested in creating intelligent machines and more sophisticated 
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image processing techniques in their research labs, computer-scientists-
turned-entrepreneurs were interested in using real-world settings as their 
labs, attempting to build profitable IT companies by responding to the sur-
veillance and security needs of large-scale business and government users. As 
with other biometrics, business demand for more effective forms of network 
security, consumer tracking, and labor control provided a promising path to 
institutionalization for commercial facial recognition systems, especially as 
computing technology became better able to manage a growing volume of 
visual images. As the process of upgrading government ID systems was out-
sourced to private companies, and as the business sector made demands for 
more secure forms of government-issued identification, the respective roles 
of state versus private-sector actors in both the supply and demand for bio-
metric technologies became increasingly difficult to disentangle. 

State Support for Securitized Identity: The Driver’s License

While the private sector has played a central role in biometric system devel-
opment on both the supply and demand sides, this does not negate the equally 
important roles played by a variety of state agencies on the federal and state 
levels. And while the armed forces have played a key part in research and 
development, state involvement has not been limited to military investment. 
Civilian agencies have also had a hand in subsidizing research and devel-
opment, sponsoring tests of vendor systems, negotiating technology stan-
dards, and establishing a policy environment conducive for biometric system 
implementation. In addition, a range of civilian government agencies have 
furnished demand for the technologies and have done the expensive and 
labor-intensive work of experimenting with unproven products, especially 
agencies operating large-scale identification systems, from the State and Jus-
tice Departments to individual states’ Department of Motor Vehicles offices 
(DMVs) and welfare agencies.97 Facial recognition companies have invested 
considerable effort cultivating public-sector customers, according to Viisage 
CEO Bob Hughes, because “that’s where the money is and the faces are.”98

Working with existing archives of facial images compiled by state agencies, 
facial recognition systems promise to securitize systems of driver’s license 
administration, passport and visa issuance, border control, airport screen-
ing, criminal identification, and other large-scale, public-sector identifica-
tion systems.

In the United States, driver’s license administration in particular has been 
a special site of experimentation with facial recognition technology. State 
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DMV offices have served as important experimental test sites, providing real-
world laboratories for the development of large-scale systems. In the 1990s, 
driver’s license administration began a major overhaul to incorporate new 
technologies and systems that would enable individual states to better man-
age driver licensing and facilitate information sharing among state DMV 
offices. A recognized problem instigating these major overhauls was the abil-
ity of individuals to rather easily obtain multiple licenses, especially in differ-
ent states, a problem intensified by the fact that the documents were used as 
a form of official identification across institutional settings. Not surprisingly, 
facial recognition technology promised to provide a solution to the problem 
of driver’s license fraud, a form of identity fraud. On the heels of the FERET 
tests, DMV offices began experimenting with automated facial recognition 
as a means of preventing individuals from obtaining multiple licenses under 
different names, beginning with the states of West Virginia and New Mexico 
in 1997.99 As DMVs replaced laminated film with digital ID photographs, 
storing the facial images in databases became a viable option, although of 
course requiring extensive—and expensive—system upgrades. With the nec-
essary computing muscle behind it, facial recognition technology promised 
to help create more secure driver’s license processing by enabling DMV offi-
cials to search new photographs of faces against the DMV’s database of exist-
ing facial images, and DMV databases could eventually be linked together 
(although DMV system integration would be no simple matter and repre-
sents an ongoing challenge).

If the modern passport system emerged as an effort on the part of states 
to “monopolize the legitimate means of movement” across national borders, 
as Torpey has argued, then the driver’s licensing system has served as an 
especially apt form of regulating mobility within the territorial boundaries 
of the nation-state.100 But driver’s licensing has evolved into much more than 
a system for authorizing individuals to operate motor vehicles. The driver’s 
license has become a de facto all-purpose form of identification, used for a 
wide range of identity verification purposes beyond permitting individuals 
to drive. The documents are now used by millions of people to open bank 
and credit card accounts, cash checks, purchase restricted goods, authenti-
cate their legal status to employers, and otherwise verify their “true identi-
ties” in encounters with both state and non-state institutions. The driver’s 
licensing system has been at the center of the securitization of identity and 
one of the early sites for the biometric registration of citizens in the United 
States, and the demand for the modernization of state driver’s license sys-
tems has not come exclusively from agencies charged with governing the 
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roadways. As one of the major identification systems across all sectors, the 
driver’s license has to meet the security demands of industry as well as law 
enforcement.

Although the initial rationale for integrating facial recognition into 
driver’s license systems has been to prevent applicants from obtaining mul-
tiple licenses with different aliases, it is more importantly a critical first 
step toward widespread institutionalization of the technology. DMV offices 
represent one of the first major markets for facial recognition systems, and 
one of the first places significant numbers of people are interfacing with the 
technology, regardless of whether they are aware of it. Because the driver’s 
license has become a baseline form of official identification, making auto-
mated facial recognition a key component of both document issuance and 
the document itself provides an important route toward more extensive dif-
fusion of the technology. If automated facial identification could be made to 
work effectively in large-scale DMV systems, and especially if it becomes a 
normal part of the visit to the DMV, deploying it in a wide range of other set-
tings where identity checks are required becomes a more viable possibility. 
In short, in the United States, state DMV offices are on the front lines in the 
securitization of identity and represent key sites for institutionalizing facial 
recognition technology.

Repressive State Apparatuses

While many U.S. citizens have had their first encounter with facial recog-
nition and other biometrics at the DMV, state agencies have also begun 
implementing the technologies for a variety of more repressive apparatuses, 
including criminal identification, welfare administration, and immigra-
tion control systems. And just as biometric driver’s licenses serve industry 
demands as much as law enforcement priorities, early efforts to integrate 
facial recognition and other biometrics into the penal-welfare-immigration-
control complex should not be understood as entirely distinct from commer-
cial and workplace uses. Instead, these applications are similarly tied to the 
neoliberal experiment.

Companies marketing new optical fingerprinting technologies have 
viewed police departments and prisons as a lucrative market for their prod-
ucts. The police were also identified early on as a major potential market for 
facial recognition systems. The ever-increasing quantities of photographs 
compiled by law enforcement continued to present major challenges for the 
management of criminal identification systems, a problem that dates back 
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to the early application of photography for this purpose in the nineteenth 
century—in simplest terms, the tendency of photographs to accumulate in 
disorderly piles, making it difficult to retrieve the identities of criminal recid-
ivists. The persistent need of the police for more effective means of organiz-
ing photos and identifying faces explains why the U.S. National Institute of 
Justice provided nearly as much funding for research and development of the 
technology as the Department of Defense in the 1990s.101 Facial recognition 
and other biometrics promised to provide the police with effective new tech-
niques for both pre-emptive crime-control strategies and post-crime crimi-
nal investigations.

Law enforcement agencies also began to adopt facial recognition and 
other biometrics in the 1990s as tools for managing the exploding prison 
population. Thanks in large part to the “war on drugs,” the U.S. prison popu-
lation began a steep upward climb around 1980, reaching an unprecedented 
1.2 million prisoners by 1991, or 482 incarcerated individuals per 100,000 
inhabitants.102 By February 2000, the U.S. prison population reached an 
astounding 2 million.103 Prisons were among the early adopters of biomet-
rics, employed to bind inmates’ identities to their bodies in order to better 
manage and control their growing numbers. One example was the Pinellas 
County Sheriff ’s Office in Florida, which adopted an inmate booking system 
equipped with the Viisage facial recognition system in the summer of 2001. 
At an initial cost of $2.7 million, the system was designed to capture facial 
images in order “to meet the operational needs of law enforcement agencies 
throughout Pinellas County [and] the state of Florida,” mainly “to assist law 
enforcement in identifying suspects and the corrections staff in the sheriff ’s 
office in identifying inmates at the time of booking or release.”104 The state of 
Minnesota had begun implementing a similar mug shot booking system two 
years earlier, using Visionics FaceIt technology. Called “CriMNet,” Minne-
sota’s system would “allow police, judges and court officers to track and share 
information throughout the state, and increase the access to criminal iden-
tification information across jurisdictions.”105 The implementation of net-
worked identification systems, equipped with facial recognition and other 
types of biometrics, would provide a means of making criminal identities 
more accessible and distributable. 

Intensified interest in new technologies designed to enhance criminal 
identification systems and circulate criminal identities over networks became 
part of an overall police strategy of treating disenfranchisement and social 
disorder as problems best dealt with through technical means. But what this 
neoliberal crime-fighting strategy elided was the inescapable fact that the 
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crime problem itself was tied to growing economic disparities fostered by 
a related set of neoliberal policy priorities.106 Unless one subscribes to the 
belief that criminal behavior is innate and that the biologically criminal pop-
ulation was reproducing itself in greater numbers, the exploding prison pop-
ulation in the United States over the period of neoliberalization is evidence 
enough that “incarceration became a key strategy to deal with problems aris-
ing among discarded workers and marginalized populations.”107 The “prison-
industrial complex” became “a thriving sector (alongside personal security 
services) in the U.S. economy.”108 The need for more secure and sophisticated 
criminal identification systems has been part and parcel of what Loïc Wac-
quant calls the “penalization of poverty”—a set of efforts “designed to man-
age the effects of neoliberal policies at the lower end of the social structure 
of advanced societies.”109 The dismantling of social welfare programs, the 
deregulation of industries, the transformation of finance along with accom-
panying upward wealth redistribution and accumulation by dispossession, 
and the destabilization and individualization of wage labor—these neoliberal 
strategies have gone hand in hand with “the return of an old-style punitive 
state” that adopts mass imprisonment as an approach to governing the crimi-
nalized poor.110 In the United States, the criminalized poor are funneled into 
what Jonathan Simon calls the “waste management prison” system, a form 
of incarceration that has largely replaced the rehabilitation-oriented system 
of the New Deal period. The waste management prison “lacks an internal 
regime, whether based on penitence, labor, or therapy (or something else), 
and increasingly relies on technological controls on movement and the vio-
lent repression of resistance.”111 Biometric systems were among an array of 
technologies designed to track the disenfranchised criminal class as they 
moved within and outside of prisons, monitoring their movements and 
activities as necessary in order to manage their risk to society.112

Not surprisingly, experimentation with biometric technologies on the part 
of state agencies was also tied to the “welfare reform” agenda of the 1990s. In 
1995, the Wall Street Journal reported that biometrics systems, “designed to 
reduce fraud and improve efficiency, offer a relatively painless way to reduce 
welfare costs at a time when President Clinton and Congress are haggling 
over how much to cut entitlement programs.”113 New York was among the 
first states to implement biometrics for entitlement programs, beginning 
with two rural counties in 1992. By 1995, the state of New York had spent 
$4.5 million on its biometric system for welfare recipients, and anticipated 
spending another $8.5 million.114 The 1996 Personal Responsibility and Work 
Opportunity Reconciliation Act recommended that individual states adopt 
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appropriate technologies for limiting fraud in the welfare systems. Although 
the act did not mention biometric technologies specifically, by 1998 eight 
states had implemented or started procurement of biometric fingerprint sys-
tems for identifying welfare recipients. States also conducted trials of facial 
recognition systems.115 The questionable assumption that welfare fraud was 
a rampant problem, with untold numbers of “double-dippers” and ineligible 
recipients cheating the system, prompted many states to spend millions of 
taxpayer dollars adopting new commercial biometric identification systems. 

While biometric companies and welfare agencies alike made claims about 
the millions of dollars in savings that resulted from new ID systems, one 
would be hard-pressed to find the solid supporting evidence of such cost-
benefit analyses. Although they may or may not have paid for themselves, 
new biometric welfare ID systems no doubt effectively induced in recipi-
ents a sense of having their assistance—and their lives—closely monitored. 
Where promotional rhetoric advocating the integration of biometrics with 
driver’s licenses insisted on the benefits for applicants, pushing the “user 
convenience” angle, the discourse of welfare biometrics took a decidedly dif-
ferent tone. In partnering with Polaroid to integrate FaceIt into “secure iden-
tification product offerings” for DMVs, for example, Visionics promised that 
the technology would make the process “convenient and non-invasive for 
the applicant.”116 “In the future,” according to the company, facial recognition 
systems could “allow drivers to renew their licenses at an unattended kiosk 
in local supermarkets or post offices.”117 In contrast, the discourse of welfare 
policy showed little concern for whether welfare recipients found biomet-
ric identification more “convenient.” Nor were there promises that the tech-
nology would support kiosks at local grocery stores where people in need 
could enroll more expediently for assistance. In general, the tone of industry 
and policy discourse about welfare applications of biometrics was consistent 
with Shoshana Magnet’s argument that the rise of biometric identification 
of welfare recipients in the United States and Canada in the 1990s was a way 
of criminalizing the poor, especially poor women, and a development tied 
directly to the dismantling of New Deal welfare programs.118

The “war on drugs” and “welfare reform” programs had a close cousin: 
the war on undocumented immigrants. During the 1990s, neoliberal policies 
like NAFTA designed to break down economic barriers were accompanied 
by the buildup of policing along the U.S.-Mexico border. One of the strat-
egies that state agencies employed to project an image of progress toward 
control of the border, and to manage “the twin policy objectives of facilitat-
ing cross-border economic exchange [while] enforcing border controls,” was 
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to expand and technologically improve on bureaucratic identification sys-
tems and their application at the border.119 Part of this effort involved plans 
to integrate biometrics into the travel document issuance and border inspec-
tion processes.120 During the 1990s, the U.S. Immigration and Naturalization 
Service (INS) began to introduce biometric systems for identifying legal 
visitors to the United States. In 1996, the INS commenced the voluntary INS-
PASS biometric system for frequent business travelers, and federal legislation 
made mandatory the use of biometrics with nonimmigrant temporary visas 
issued to Mexican citizens. INSPASS, short for INS Passenger Accelerated 
Service System, was instituted as a voluntary service available to business-
people traveling to the United States three or more times per year, with citi-
zenship from the United States, Canada, Bermuda, or one of the countries 
participating in the U.S. Visa Waiver program (mostly countries in western 
Europe). The mandatory temporary visas issued to eligible Mexican citizens 
allowed cardholders to make temporary trips across the border. These Bor-
der Crossing Cards (BCCs), also referred to as “laser visas,” were issued to 
millions of Mexican citizens and contained individuals’ biographical data, a 
facial image, two digital fingerprints, and a control number. In addition to 
storing the information and images on the card, the State Department cre-
ated a database of facial images and other identifying information of the 
cardholders (later used as a sample database for government testing of com-
mercial facial recognition systems). 

The differences between the voluntary INSPASS and the mandatory bio-
metric “laser visas” underscore the differential application of biometric tech-
nologies—not all uses, or users, are the same. Taken together, they present a 
more complete picture of the ways in which automated forms of identifica-
tion over networks serve the neoliberal aims of mass individuation and social 
differentiation, a means of tying individuals into circuits of inclusion and 
exclusion, determining their status as legitimate citizens or more problem-
atic identities deemed to fall outside the realm of democratic legal rights.121

Biometric systems have been designed to fulfill the demands of institutional 
users to create greater ease of access for some, and more difficulty of access 
for others, depending on one’s location in what James Boyle has called “the 
pyramid of entitlement claims” of the information society.122 And while no 
overarching biometric system tracks individuals across institutional settings, 
these technologies are helping to approximate what Haggerty and Ericson 
call a “surveillant assemblage,” a rhizomic system that “operates by abstract-
ing human bodies from their territorial settings and separating them into 
a series of discrete flows,” which are then “reassembled into distinct ‘data 
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doubles’ [to] be scrutinized and targeted for intervention.”123 The “surveillant 
assemblage” allows for pervasive and relatively invisible ways of “distribut-
ing the living in the domain of value and utility,” investing institutional users 
with a technical means of defining and differentiating the population and 
sorting out individuals and groups according to calculated levels of privilege, 
access, and risk.124

Obstacles to Institutionalization

While it is important to recognize the particular appeal and demand for 
new surveillance technologies, it is likewise crucial to remain cautious about 
making facile assumptions about a pervasive, interconnected surveillance 
infrastructure capable of monitoring the entire society. Ubiquitous biometric 
identification has never been a foregone conclusion. References to the ease 
with which facial recognition technology could service the needs of busi-
nesses and public-sector users belied formidable challenges to implement-
ing the technology and integrating it into administrative practices. The effort 
to build a new machinery of automated identification and mass individua-
tion required not just technological ingenuity but also massive investments 
of political capital, economic resources, and human labor. Organizations 
considering facial recognition technology to meet their needs for securitiz-
ing identification systems had to consider the high cost and complexity of 
system integration. They also had to consider other problems, like building 
and maintaining databases, policies and procedures for information sharing, 
training workers and other end users how to operate the new technologies, 
the effects of error rates (false positives and false negatives) on system opera-
tion, and the risk of investing in a system that could conceivably become 
obsolete in a very short time.

One of the greatest issues impeding the adoption of biometrics, and one 
of the most pressing self-identified problems that the biometrics industry 
faced, was the lack of mature technical standards. Immature standards meant 
that potential users of biometrics could not easily replace one system with 
another, nor could they easily adopt multiple biometric systems to suit their 
needs. In the United States, assistance with negotiating technology standards 
is one of the major ways in which the federal government has supported bio-
metric system development—through efforts of the National Institute for 
Standards and Technology (NIST), for example, as well as through organized 
partnerships with industry, such as the activities of the Biometrics Consor-
tium, an industry-government association formed in 1992.125 The politics and 
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complexity of biometric standards setting provides clear evidence that by no 
means has the early effort to institutionalize facial recognition and other bio-
metric technologies been a simple matter of plugging in shiny, new, seam-
lessly functioning devices. 

The scale of effort required to build functioning facial recognition sys-
tems for institutional uses has presented perhaps the greatest challenge. The 
obstacles to full-scale implementation of facial recognition technology in 
driver’s license administration, for example, were especially formidable given 
the size of DMV systems. DMV offices could control the conditions under 
which ID photos were taken, but the size of image databases would certainly 
put to the test the kind of one-to-many facial image searches that would be 
required to find stored facial images using the photos of new applicants and 
renewals. Using images as search criteria, rather than searching for words or 
numbers in the metadata attached to images, remained an extremely difficult 
technical problem, especially when the content was something as dynamic 
as the human face. And the larger the image database, the more difficult 
the challenge of content-based image retrieval (CBIR). As developers rec-
ognized, improving CBIR techniques would require experimentation with 
large-scale databases of faces in real-world settings, like those DMV offices 
were building.126

Immigration control systems presented similar challenges of scale. 
Although mandatory biometric registration of Mexican citizens applying 
for BCCs became a matter of policy, a digital regime of identification did 
not immediately take shape on the border between the United States and 
Mexico.127 The ambitious, large-scale biometric identification systems never 
worked precisely according to plan. While millions of Mexican citizens 
obtained laser visas, most of the inspection stations did not install the equip-
ment and software needed to read the digital identification documents, since 
Congress failed to appropriate the money for the biometric readers them-
selves.128 Without the proper machinery in place, the laser visas were used for 
identity verification in the same way as conventional, non-machine-readable 
documents, with humans doing the perceptual labor of inspecting docu-
ments and visually comparing photos with faces. (The problems with fully 
implementing a laser visa system for Mexican visitors to the United States 
foreshadowed the problems with implementing the US-VISIT automated 
entry-exit system for all visitors, mandated after 9/11.) As the persistence 
of a documentary regime of verification at the border suggests, technologi-
cal advancements in surveillance systems have not happened automatically, 
instead requiring considerable investment that is hard to sustain. 
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The deployment of ubiquitous biometric identification was far from fully 
achieved in the 1980s and 1990s, and in fact biometrics technologies remain 
experimental and sporadically applied in both public- and private-sector 
applications. The reasons for the “suppression of the radical potential” of bio-
metric technologies have been complex and varied, including the need for 
technology standards, the enormous investment in resources and political 
will required, and the costs and major challenges of systems integration.129

Another central issue has been the problem of “user acceptance”: convincing 
“ID subjects” to overcome their “unfounded fears” of being subjected to bio-
metric identification on a routine basis.130 Labor control, according to David 
Harvey, has never been a simple matter of repressing workers, but instead 
has entailed “some mix of repression, habituation, co-optation and co-oper-
ation, all of which have to be organized not only within the workplace but 
through society at large.”131 As we will see in chapter 4, the institutionaliza-
tion of biometric identification has required habituating individuals to the 
use of these technologies, and convincing them of the need to use them for 
their own “personal security.” 

The Eve of Destruction

By the end of the 1990s, the biometrics industry appeared to be taking off, as 
a range of organizations attempted to integrate computerized facial recog-
nition as well as optical fingerprinting, voice recognition, and related tech-
nologies into their identification systems. In January 2001, MIT’s Technology 
Review named biometrics one of the top ten technologies that would change 
the world, and the biometrics industry revenues were estimated at $196 mil-
lion for 2000, up nearly 100 percent from $100 million in 1999.132 Facial rec-
ognition technology held only a small share of this market, but it held out 
unique potential for social actors interested in new ways of securitizing and 
standardizing identification systems. Despite the technical complexity of 
automated facial recognition and the scale of effort that would be required to 
integrate the nascent technology into surveillance and identification systems, 
the technology continued to capture attention and investment thanks to the 
central importance of the face and facial portraits in both the cultural and 
bureaucratic construction of identity. 

Although it was impossible to foresee what was about to occur, the 
demand for more secure forms of identification was firmly entrenched in 
U.S. political culture on the eve of the September 11 terrorist attacks, virtu-
ally guaranteeing a response that would support more intensified biometric 



Facial Recognition Technology | 61

system development. Before turning to the attention that facial recognition 
technology received after 9/11, the next chapter considers a moment just pre-
ceding the attacks, in the summer of 2001, when Visionics Corporation part-
nered with the Tampa Police Department in an effort to bring the technology 
to an urban neighborhood in Florida. This project, the first of its kind in the 
United States, aimed to integrate automated facial recognition with a police 
video surveillance system being used to monitor the historic and entertain-
ment district of Ybor City. It was conceived as a way of assisting the Tampa 
Police in performing the perceptual labor of surveillance, a means of making 
more productive use of an existing closed-circuit television system to target 
criminal identities in an area designated for urban renewal. But facial recog-
nition technology, much like the urban renewal effort itself, ultimately prom-
ised much more than it delivered.



A brochure for Visionics’ FaceIt® ARGUS facial recognition system for closed-circuit 
television systems.
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2
Police Power and the Smart 
CCTV Experiment

Real-Time Facial Surveillance and Identification System
Revolutionizes the functionality of conventional CCTV
Active, real-time identification for today’s passive CCTV systems—
Not affected by superficial changes in appearances
Remembers large numbers of faces
Does not get distracted or fatigued.

—Visionics Corporation, brochure for FaceIt ARGUS, 2002

In her classic essay “Tales from the Cutting Room Floor” published 
in Harper’s, Debra Seagal recounts five and a half months in 1992 that she 
spent working as a “story analyst” for the television show American Detec-
tive. Referred to in-house as a “logger,” Seagal’s job involved sitting in front 
of a “computer/VCR/print monitor/TV screen/headphone console,” scruti-
nizing hours of raw video footage taken for the show, and creating a run-
ning log of all the visual and auditory elements that could be used to “cre-
ate” a story.1 Laboring at this monotonous job of video image processing, 
Seagal quickly descends into the abysmal world of the reality-based cop 
show, forced to watch the destitute and marginalized people who appear 
in the images before her—mostly prostitutes and people committing petty 
drug crimes—as they experience all manner of humiliations and injustices. 
She loses interest in the detectives whose sordid work she is obliged to wit-
ness, and begins to empathize with the “little people,” “whose stories never 
make it past the highlight reel.”2 Although she did not identify much with the 
police, Seagal’s job at American Detective bore some important resemblances 
to the work of certain police workers themselves, especially those unfortu-
nate enough to have the post of monitoring video surveillance systems. In 
the 1990s, a growing number of people had to perform such labor, as the use 
of video surveillance systems by police and private security agencies became 
more widespread. This “visualization” of police work has had wide-ranging 
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implications, beyond simply helping the fight against crime. Like Seagal’s 
account of her brief career as a video analyst, the spread of police video sur-
veillance has raised important questions about the labor of processing this 
explosion of visual information, about the amount and form of police power 
that video technology has enabled, and about struggles over the legitimacy of 
that power—all issues of central concern to this chapter. 

While interest in the use of television technology for police surveillance 
is almost as old as television itself, it was more recently that the volume of 
such use began to pose major challenges for the police. As a result of their 
expanded use of closed-circuit television in the 1980s and 1990s, police and 
private security agencies began to face the problem of how to handle the 
explosion of visual information being generated by these systems. A single 
CCTV system, with twenty cameras running twenty-four hours a day, pro-
duced the equivalent of 480 hours of video footage, exponentially increas-
ing the amount of work required to monitor these systems.3 Surveillance and 
identification practices posed a problem of labor: not only was monitoring 
surveillance video mind-numbingly dull work, but the labor costs of manag-
ing thousands of hours of video was placing a heavy burden on both public 
law enforcement agencies and the growing private security sector. Recogniz-
ing a business opportunity, entrepreneurs attempting to commercialize facial 
recognition technology introduced the idea of “Smart CCTV”—the integra-
tion of automated facial recognition with video surveillance—as a potential 
solution to these problems of surveillance labor and video overload. Auto-
mated facial recognition, along with other computer vision technologies like 
license plate recognition and “anomaly detection,” promised to provide a 
means of creating “algorithmic” forms of surveillance that could automati-
cally manage the enormous amount of video imagery generated by CCTV 
systems without adding hundreds of human observers.4

But was facial recognition technology ready for such an application? What 
would have to happen to make Smart CCTV a reality, a functioning technol-
ogy for monitoring city streets and other spaces? How would the technology 
be integrated into police practice, and what would that practice look like as a 
result? 

In June 2001, Ybor City—a historic-entertainment district in Tampa, 
Florida, known as Tampa’s “Latin Quarter”—became the first urban area in 
the United States to have its public streets fitted with a Smart CCTV system. 
Visionics Corporation began a project with the Tampa Police Department 
(TPD) to incorporate the company’s automated facial recognition product, 
called FaceIt, into an existing thirty-six-camera CCTV system covering sev-
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eral blocks along two of the main avenues in Ybor City. Installed for free by 
Visionics, this new high-tech form of video surveillance promised to provide 
security for an area targeted for urban redevelopment, to help provide the 
security that was needed to transform central Ybor City into a more desir-
able tourist and consumer destination. The system was designed to auto-
matically search digitized images of faces grabbed from video feeds against a 
watchlist database of wanted individuals, enabling the police to target those 
specific individuals for exclusion from the area (much like the unfortunate 
folks getting busted on reality-based cop shows). The “smart surveillance” 
system promised to benefit both Visionics Corporation and the Tampa 
Police, serving as an experimental test site for the company’s technology and 
putting the TPD on the cutting edge of new police technology. The physical 
space of Ybor City, once known as the cigar manufacturing “capital of the 
world,” would be transformed into a sort of “digital enclosure,” a virtualized 
urban space, safe and secure for middle-class consumers.5

But the Ybor City smart surveillance experiment did not go as smoothly 
as its planners had hoped. The announcement of the system’s installation 
triggered a heated debate, playing out on the streets of Ybor City, in the local 
and national press, and in the halls of the Tampa city government. Supporters 
claimed that facial recognition technology would help the police make Ybor 
City a safer place and thereby bring new life and business to the area, while 
opponents countered with accusations that it was too Orwellian and would 
ruin the unique and lively character of the neighborhood. Others suggested 
that the technology did not work and so was at best a waste of time and at 
worst a dangerous diversion of police resources. These competing claims 
about the system plagued efforts on the part of proponents to establish it as a 
necessary, desirable, and functional “security solution” for Ybor City. After a 
two-year free trial period, the Tampa Police abandoned the effort to integrate 
automated facial recognition with the Ybor City CCTV system in August 
2003, citing its failure to identify a single wanted individual. 

In this chapter, I argue that the failure of the Ybor City Smart CCTV 
experiment should not be viewed as solely a technical one, nor does it spell 
the end of the attempt to integrate facial recognition technology with video 
surveillance systems. Instead, the failure of the Ybor City experiment dem-
onstrates that building a functioning Smart CCTV system involves resolv-
ing a complex combination of social and technological problems. The failure 
also reveals the questionable nature of claims that proponents made about 
both the maturity of the technology and its “technical neutrality.” The failed 
Ybor City experiment suggests that, although proponents maintain that the 
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technology is fully functional, in fact Smart CCTV is still very much a “tech-
nology in the making,” and the ability to create computer programs that can 
reliably identify human faces from video feeds is not a foregone conclusion. 
Like all technological systems, Smart CCTV does not develop as an autono-
mous force moving forward of its own volition, but instead requires the con-
certed investment of a host of social actors, often with competing or incom-
mensurate interests. Most important, the failure of the Ybor City experiment 
reveals the extent to which new surveillance technologies represent sites 
of struggle over the extent and limits of police power and over appropriate 
forms of governance in late capitalist, postindustrial urban spaces.

The Problem with CCTV 

Closed-circuit television is a transmission system for television that differs 
from the broadcast form typically associated with the popular medium: 
“Live or prerecorded signals are sent over a closed loop to a finite and pre-
determined group of receivers, either via coaxial cable or as scrambled radio 
waves that are unscrambled at the point of reception.”6 CCTV systems take 
many different forms and are used to perform a range of functions, from 
electron microscopy and medical imaging to pay-per-view sports broad-
casts and live, on-site video displays for special events.7 Although commonly 
viewed as a more recent phenomenon, police use of CCTV dates back at 
least to the 1960s in Britain.8 But it was the 1980s and 1990s that saw an expo-
nential increase in the use of closed-circuit television by police and private 
security firms in both the United States and Europe for monitoring urban 
spaces, gated communities, workplaces, and capital-intensive spaces such as 
banks, retail outlets, and casinos. Britain has far outpaced other countries in 
the extent of police CCTV deployments, but other countries have also expe-
rienced significant growth, especially in private-sector security applications.9

In the United States, police in at least twenty-five cities had installed CCTV 
systems to monitor public areas by 2001, the year the Ybor City project began, 
and many more police departments were considering doing so in efforts “to 
give troubled down-town business districts a new lease on life, help public 
housing communities reduce destructive criminal elements, increase safety 
in public parks, monitory traffic congestion and catch red light violators.”10

If one takes as given the role of the police as arbiters of law and order 
and believes that they should have wide latitude in performing that role, 
there seems little need to question the reasons for police adoption of new 
surveillance technologies, beyond concerns about their cost and effective-
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ness. Similarly, if one accepts assumptions about crime and criminality as 
being causes of social disorder rather than effects—the prevailing orienta-
tion that the police themselves take to defining the problem of crime—then 
the solutions rather obviously center on more police power, including more 
police surveillance. In his study of police power and cultural narrative in the 
twentieth-century United States, Christopher Wilson identifies a “paradox of 
modern American cultural life”: “that much of our popular understanding 
of criminality and social disorder, particularly street disorder, comes from 
a knowledge economy that has the police—putatively agents of order—at its 
center.”11 If the study of the moral panic surrounding mugging produced by 
the Centre for Cultural Studies at Birmingham in the 1970s is any indication, 
the same holds true in Britain.12 The prevailing police views about crime and 
disorder that have emerged in the United States and the United Kingdom 
since the 1970s are not especially sympathetic to arguments that challenge 
the authority of the police or offer broader social and political-economic 
explanations about the sources of crime and criminality. In the words of 
William Bratton, former police chief of the LAPD and former NYPD police 
commissioner under Rudolph Giuliani, “It is a great disservice to the poor to 
say that they lose jobs and so become criminals. . . . The penicillin for dealing 
with crime is cops. I thought I had already proved this. Criminologists who 
say it is economics or the weather or some other thing are crazy.”13 Bratton’s 
comments express the predominant contemporary view of the police toward 
the problem of crime, a view (not entirely new) that dismisses social analyses 
of the “root causes” of crime as detached from the brutal reality of the streets. 

The so-called realist view that stepped-up policing and surveillance is the 
solution to the “crime problem” not only shapes present police practice but 
also carries over into both public understandings of crime and policy ori-
entations aimed at dealing with it, and the prevalence of this view makes it 
increasingly difficult to contest, in any meaningful way, police adoption of 
new “crime prevention” technologies. But not everyone agrees that increased 
police power is the answer to the crime problem. In fact, police power itself 
has long been a political issue in modern democratic societies, and not only 
among radical social critics. For example, the civil rights activist James Bald-
win’s charge that the police were the “occupying armies” of the inner city was 
taken up as a topic of urgent consideration by liberal reformers in the United 
States in the 1960s.14 The debate about the legitimacy of police power and 
its appropriate limits is ongoing, if increasingly muted, and it represents one 
of the main reasons why the spread of CCTV systems has generated some, 
albeit minor, controversy. It also represents one of the main reasons why 
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there has been opposition to the effort to technologically improve on CCTV, 
although the reason is not always explicitly stated in these terms.

Part of the controversy is sparked by the research of sociologists, legal 
scholars, and other critical observers, who have raised questions about 
the causes of CCTV proliferation and its social and political implications. 
According to this body of research, the seemingly self-evident reasons police 
give for adopting CCTV elide more complicated relationships between the 
spread of video surveillance, the social role of the police in modern soci-
eties, the material and symbolic functions of police power, and the social 
construction of crime and disorder. Attention to these more complex rela-
tionships provides a more adequate understanding of the reasons why police 
have adopted CCTV, and why they continue to adopt new technologies 
that promise to make CCTV a “smarter” and more effective surveillance 
technology. 

A number of scholars maintain that the spread of CCTV surveillance is 
tied to a marked shift in approaches to crime control and criminal justice 
since the 1970s, specifically a movement away from penal welfare and reha-
bilitation, and toward more actuarial and punitive approaches. As David 
Garland has argued, crime prevention strategies now take high crime rates 
as a normal part of life, leading criminal justice systems to experiment with 
new ways of managing crime rather than assuming that crime can be reduced 
or even eliminated by addressing the social conditions that produce it.15 High 
crime rates and the persistence of the crime problem in the face of what 
appear to be failed law enforcement and correctional strategies have created 
“new problems of legitimacy and new problems of overload” for criminal jus-
tice systems.16 In turn, this normalization of high crime rates, and the exac-
erbating problems of police legitimacy and work overload, have led to the 
adoption of strategies of crime control that seek to off-load responsibilities 
for crime prevention onto individuals and non-state actors, Garland argues, 
making the avoidance of crime part of the responsibilities of each citizen and 
organization, part of the built environment, and part of everyday life. 

As part of the move to make crime prevention commonplace in every-
day life, strategic shifts in crime-control strategies have also included explicit 
efforts directed at measuring and managing levels of public fear and insecu-
rity. In the 1980s police officials and policy makers in both the United States 
and Britain realized that public fear of crime was to some extent detached 
from actual crime rates, and so they began to take measures aimed at chang-
ing public perceptions, regardless of their impact on crime itself. The reduc-
tion of the fear of crime among certain publics became a “distinct, self-
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standing policy goal.”17 One result of this new orientation to crime control 
is that closed-circuit television systems now hover over urban centers and 
shopping malls as a matter of course, extending the gaze of police or private 
security throughout those spaces, with the visible presence of cameras often 
standing in for the authorities themselves. CCTV systems are used to target 
not only criminals and suspects, but also public perceptions about crime. In 
other words, at least some of the work that surveillance systems do is sym-
bolic, tied to the symbolic authority of the police. The pursuit of both CCTV 
systems and new technologies for Smart CCTV must be understood as part 
of the more symbolic aim of creating the perception of stepped-up polic-
ing—the attempt to reduce fear of crime among preferred groups by invest-
ing police with an image of high-tech surveillance capacity. 

The reinvention of the “community policing” paradigm in the 1990s like-
wise had improvements in citizen perceptions about policing and crime as 
one of its primary aims. As they took root in cities across the United States, 
the professed community policing initiatives “spawned larger, more ambitious 
experiments” involving the redesign of urban zones to enable more efficient 
police oversight, though actual police foot patrol played only a minor role.18

Ironically, surveillance cameras themselves, along with the circulation of sur-
veillance footage of crimes caught on video, contributed to a diffuse fear of 
crime that put pressure on police forces and other authorities to move forward 
with new technologies designed to make city streets and suburban malls seem 
safer.19 “CCTV is now a standard technological response to the current media-
fueled panic about crime and public order, and the collapsing sense of public 
safety and collective solidarity on our streets,” writes Stephen Graham.20

But it would be a mistake to characterize CCTV systems as performing 
a strictly symbolic function. Surveillance cameras are not just for show—
police in fact use CCTV systems—but the ways they use them rarely follow 
in lockstep with the intentions of policy or system design.21 In a major study 
of thirty CCTV control rooms in a northern English city, Michael McCahill 
examined the way that various actors involved in using the interconnected 
systems interacted with one another, and through those interactions limited 
the potential surveillance capacity of system integration. In other words, 
through various forms of noncompliance or partial adherence to prescribed 
uses, humans more or less got in the way of realizing the full potential of 
integrated CCTV technology: “The human mediation of technology places 
limits on panoptic systems, because those responsible for operating them do 
not take on the essential properties of instantaneity and speed which char-
acterizes the ‘new’ technology.”22 Lynsey Dubbeld has likewise studied the 
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limitations of CCTV functionality, focusing not on the human operators but 
on the ways that material design and technological infrastructure mediate 
and place limits on the surveillance capacity of CCTV systems. In her study 
of a CCTV system in use in railway stations in the Netherlands, “targeted 
surveillance was made problematic as a result of the particular design of the 
control room . . . as well as by the capriciousness of technical artifacts central 
to the operation of the CCTV network.”23

As a result of these combined human and technological limitations, 
CCTV systems have predictably fallen short of expectations, both in terms of 
their capacity to prevent crime in designated areas and in terms of their sym-
bolic potential to reduce “fear of crime” and confidence in the police among 
desired members of the community. Police interest in new automated tech-
niques that promise to help them make more effective use of CCTV systems 
stems in large part from these failed expectations. Rather than abandoning 
unsuccessful CCTV systems, social actors involved in their deployment and 
management have pursued other avenues to address their shortcomings, 
including the integration and computerization of CCTV systems. Once sur-
veillance video systems become part of the material form of police practice, 
inefficiencies and other organizational problems that they introduce into the 
everyday work of policing become problems in themselves. As Ericson and 
Haggerty have noted, the ever-increasing workload of the police—especially 
the “paper burden” that accompanies their role as “knowledge workers”—
leads police agencies to “search constantly for improved computer-based 
solutions” that promise to fulfill the practical needs of police work while also 
serving as a source of organizational legitimacy.24 It would be consistent with 
this organizational logic, then, to find police turning to “improved computer-
based solutions” in their attempt to deal with the growing video burden.25

Smart CCTV and Interpassive Policing

Law enforcement agencies have long been involved in the rationalization of 
facial identification, and they were among the primary early markets envi-
sioned for automated facial recognition technologies. As a result of their 
critical need to manage volumes of photographic images, law enforcement 
agencies have been important sites of innovation in photographic archi-
val systems, as Allan Sekula has shown.26 The recent transition of police 
photographic practices from analog to digital, and from filing cabinet to 
database, is often overlooked in discussions of new developments in pho-
tographic media. As we saw in the previous chapter, police municipalities 
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and prisons began adopting computerized mug shot booking systems on a 
wider scale in the 1990s, with companies like Digital Biometrics and Iden-
tix adding electronic mug shot capture stations to their live-scan electronic 
fingerprint systems. The federal government was also involved in the pro-
cess of computerizing mug shot booking and criminal identification. In 1995 
the FBI sponsored a Mug Shot and Facial Image Standards Conference, for 
example, in order to develop criteria for the kinds of images that the new 
law enforcement mug shot systems should be designed to capture, standards 
that would also “take account of emerging technologies like software that 
determines if two facial images belong to the same person.”27 Recognizing 
law enforcement agencies as a major market, facial recognition companies 
partnered with other IT companies like Sun Microsystems, ImageWare Inc., 
and Printrak International to integrate their facial recognition technologies 
with image processing systems already being marketed to law enforcement 
agencies. Soon thereafter, vendors of facial recognition and finger imaging 
began to merge to form companies that combined these product offerings. 
(For example, Digital Biometrics merged with Visionics in 2001 and then 
Visionics merged with Identix in 2002.28)

But the automated recognition of faces from surveillance video, with its 
notoriously poor quality images, still presented considerable challenges. The 
FERET government tests of facial recognition algorithms conducted in 1996 
showed that dynamic image matching and one-to-many searching of variable 
quality images resulted in much lower accuracy rates for facial identification. 
Follow-up testing in 2000, sponsored by the same agencies but renamed the 
Facial Recognition Vendor Test (FRVT 2000), confirmed that the new com-
mercially available systems from companies like Miros, Visionics, and Viis-
age still had considerable limitations with respect to matching facial images 
taken from video.29 The performance of facial recognition systems was 
affected by things like facial pose variations, the amount of time that elapsed 
between the original facial image and the probe image, the distance between 
the person and the camera, variations in facial expressions, and especially 
changes in lighting.30 Other studies likewise consistently found that the qual-
ity of images taken from surveillance video was too variable to support reli-
able automated facial identification. In short, computers were well on their 
way to accurately matching faces in standardized photos taken in controlled 
settings, but still not doing very well at identifying faces from video taken in 
real-world surveillance scenarios. 

Nevertheless, companies like Visionics were eager to move forward with 
the integration of facial recognition technology with video surveillance, rec-
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ognizing a potential source of revenue in the critical need for the police to 
better manage and make more effective use of CCTV systems. Police needed 
new ways of managing exploding volumes of surveillance video and making 
more effective use of CCTV systems. They also needed to maintain legitimacy 
and symbolic crime-fighting capital by appearing on the cutting edge of new 
crime-control technologies. In the late 1990s, Visionics Corporation began 
developing and marketing their FaceIt facial recognition product as a solu-
tion to the twin problems of video overload and police legitimacy, claiming 
that the technology was an improvement over both existing, “passive” CCTV 
technology, and over the human monitors of CCTV systems. With each new 
press release, Visionics declared their FaceIt product better able to handle 
larger databases and greater numbers of facial images, faster and with more 
accuracy than previous versions. In October 1997, Visionics announced the 
release of “FaceIt Multiface™,” ostensibly “the world’s first face recognition 
system capable of capturing and identifying multiple faces in the same field 
of view, and tracking these faces continuously.”31 According to the announce-
ment, FaceIt Mutliface could identify several people walking in a group with-
out requiring them to stop or form a single-file line. (The system could cap-
ture faces from only a single video stream at a time, still falling short of the 
kind of recognition capacity needed to process video streaming from twenty-
five, fifty, even two hundred cameras at once.) Less than six months after 
announcing the release of FaceIt Multiface, Visionics released another new 
version of FaceIt, called “FaceIt DB.” CEO Joseph Atick claimed that FaceIt 
DB had the “ability to check every face that appears in a camera’s field of view 
in real time,” taking automated surveillance and identification “to its highest 
level, breaking new ground in the use of technology to fight crime.”32 Visionics 
later announced that they had refined their technology so that it could handle 
“changes in lighting, pose, expression and lighting conditions”—all factors 
that continued to pose challenges for automated facial recognition.33 In 2001, 
Visionics released their “FaceIt ARGUS” system, declaring it “the first com-
mercially available facial recognition product that can handle an unlimited 
number of camera inputs and provide real-time identification.”34 A brochure 
for FaceIt ARGUS (cited at the outset of this chapter) claimed that it “revolu-
tionizes the functionality of conventional CCTV,” provides “active, real-time 
identification for today’s passive CCTV systems,” and “combats human opera-
tional challenges: not affected by superficial changes in appearance, remem-
bers large numbers of faces, [and] does not get distracted or fatigued.” 

The claims Visionics made about the video surveillance applications of 
their product were revealing about what proponents wanted to achieve with 
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Smart CCTV, if not what could be realistically accomplished. Visionics pos-
ited FaceIt as an improvement over both “passive” CCTV systems and the 
inefficient, fallible human operators of those systems. They pitched their 
technology as a laborsaving device, promising to save CCTV operators hours 
of time observing surveillance video and relieving them of the responsibility 
for identifying criminals and suspects that might appear on the screens. At 
the same time, there seemed to be an implicit acknowledgment that the kind 
of labor it would save the police and other users of CCTV systems was never 
possible in the first place. Facial recognition technology promised to quite 
literally do the watching for the CCTV operators, relieving them of the need 
to pay attention to the screen.

The possibility of delegating responsibility to the Smart CCTV system 
for the perceptual labor of watching video and recognizing faces suggested 
a form of passive media activity, one that Slavoj Žižek has referred to as 
“interpassivity.”35 According to Žižek, “interpassivity” is the uncanny sup-
plement to the more fashionable and celebrated notion of “interactivity” 
associated with new media technologies. Whereas interactivity implies a 
spectator-user actively engaged with electronic media and taking part in 
the production of content and meaning, interpassive arrangements allow 
the medium itself to do the work of reception for the user. Žižek uses the 
example of the VCR aficionado (the compulsive DVR user is even more 
apropos) who records hundreds of hours of movies and television shows, 
knowing that there will never be time to watch all of it. Gijs Van Oenen has 
applied Žižek’s concept of interpassivity to analyze the domains of labor 
and politics, drawing as well on Robert Pfaller’s related notion of the drom-
enon, or the “machine that runs itself.”36 What Van Oenen calls the “inter-
passivization” of labor involves the automation of both manual and mental 
activity. Today, “hands-on” work means manipulating a computer interface, 
Van Oenen argues, and the prevailing tendencies of contemporary work 
arrangements make workers more alienated than ever from the products 
of their labor. The interpassivization of labor is deeply embedded in post-
Fordist forms of labor organization, including outsourcing, more “flexible” 
workforces, and loose, “network” forms of business restructuring. These 
political-economic developments have had a profound effect not only on 
work arrangements but also on worker subjectivity, as workers are forced, 
paradoxically, to become both more flexible and more passive—to be pre-
pared for constant technical retraining, relocation, and experimentation, 
while allowing machines to perform not only the manual but also much of 
the mental labor for them. 
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The promoted capacity of FaceIt to make “passive” CCTV systems more 
“active” and relieve human operators from their perceptual labor embod-
ied this logic of interpassivity, suggesting that the solution to the problems 
of CCTV monitoring could be found in the interpassivization of police 
surveillance labor. The hands-on work of monitoring surveillance video—
itself already a mediated form of police supervision—would involve merely 
responding to computer programs that would do the actual work of iden-
tifying dangerous threats to the community. If Smart CCTV worked, the 
human labor of monitoring would require less in the way of specialized 
police knowledge of criminal identities. This removal of human perceptual 
capacity from the process of identification was posited as a special benefit, a 
technically neutral form of identification that would ostensibly counter the 
prejudicial tendencies of police officers. Not only was the technology tire-
less, efficient, and memory-intensive, it also promised to function in a cul-
turally neutral way, blind to racial or ethnic differences of faces. In the words 
of Visionics CEO Joseph Atick, his company’s product “delivers security in a 
non-discriminatory fashion. FaceIt technology performs matches on the face 
based on analytical measurements that are independent of race, ethnic ori-
gin or religion. It is free of the human prejudices of profiling.”37 “Interpassive 
surveillance”—allowing facial recognition technology to perform the mental 
labor of watching—would ostensibly bring a measure of objectivity to police 
surveillance practices.

Of course, this is what was promised of Smart CCTV, not what it delivered. 
The claims that Visionics made about FaceIt—which were more than a little 
overstated—created expectations that would inevitably go unfulfilled. And 
whether in fact the technology would fit into the culture and practices of law 
enforcement remained to be seen. As William J. Bratton stated emphatically, 
the “penicillin” needed to deal with crime was more cops, not more technol-
ogy. If the Ybor City Smart CCTV experiment is any indication, the cops 
themselves—at least the ones responsible for trying to make the facial rec-
ognition system work despite its technical limitations—were not necessarily 
ready to rush into the brave new world of interpassive policing. 

The Ybor City Smart CCTV Experiment

The first urban center to integrate facial recognition technology with a police 
video surveillance system was not the Ybor City neighborhood in Tampa, 
Florida, but the London borough of Newham. In 1998, Visionics Corpora-
tion partnered with a British-based company called Software and Systems 
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International to upgrade Newham’s extensive CCTV system of 140 fixed 
cameras and 11 mobile units. “We have listened to the people of the borough 
and we have acted,” said Newham councilor Ian Corbett. “Crime prevention 
is the number one issue for 60 percent of the people in Newham.”38 From the 
beginning, the politicians and police officials responsible for the Newham 
Smart CCTV project were concerned with creating the appearance of high-
tech police surveillance as much as actually providing a means of apprehend-
ing criminal suspects. In explaining the need for the system, Robert Lack, 
Newham’s security chief, pointed to problems of unemployment and increas-
ing crime levels following the closure of the docks.39 “The need was to reduce 
the public fear of becoming a victim of crime and increase the criminals’ per-
ception of the chance they would be detected,” said Lack. “Back in 1996 pub-
lic fear of crime across the Borough was above 75%; it now stands at 67% 
and is dropping.”40 As the collection of these statistical measurements of fear 
suggests, the actual effectiveness of the new Smart CCTV system would not 
be gauged strictly in terms of its ability to identify and intercept suspects, 
but also in terms of its effects on public perceptions of both crime and police 
surveillance. Whether the facial recognition system actually worked in prac-
tice would be less important than whether people—innocents and criminals 
alike—actually believed that it worked. As planned, the system would ini-
tially be used to identify muggers and shoplifters, including “members of a 
shoplifting ring nicknamed the ‘Kenya Boys’ by the local police,” and eventu-
ally expanded to include “known or suspected pedophiles.”41 According to 
a spokesperson from the firm that designed the system, the technology had 
distinct advantages over human operators: its eyes never got tired after star-
ing at screens for hours, and “it never goes to the loo, either.”42

It took almost three more years for the police in a U.S. city to begin a 
similar project aimed at compensating for the limitations of human CCTV 
operators, and when the Tampa Police made the decision to try out the tech-
nology it was on a considerably smaller surveillance apparatus. The Ybor 
City CCTV system included only thirty-six cameras, and the first install-
ment of the FaceIt system could run on video from only one camera at a 
time, requiring operators to choose which video feed to process. The story of 
how Ybor City became the first urban space in the United States to be fitted 
with Smart CCTV is, on one level, a story of business relationships and indi-
vidual entrepreneurial initiative. The actual proposal to use FaceIt in Ybor 
City was initiated by Detective Bill Todd of the Tampa Police Department 
in early 2001, following a test of the Viisage facial recognition system during 
Super Bowl XXXV at Tampa’s Raymond James Stadium. Detective Todd had 
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worked as part of the plain clothes detective unit at the game, and he had a 
previous working relationship with David Watkins, then managing director 
of a company called Graphco Technologies, a “value-added reseller” of facial 
recognition systems, and the party responsible for the hands-on work of 
installation.43 Watkins was an entrepreneur and technical communications 
specialist with many years experience developing law enforcement infor-
mation systems. He had an interest and considerable expertise in designing 
networks to facilitate the sharing of investigative information among police 
departments, and the Ybor City facial recognition experiment would serve 
as a staging ground for the benefits of such networks, especially if wanted 
criminals from other districts were identified and apprehended on visits 
to the neighborhood. On the initiative of Watkins and Detective Todd, the 
Tampa City Council approved a one-year contract with Visionics to begin 
in June 2001. (The contract was later extended to two years.) The decision 
to choose Visionics technology, according to Detective Todd, was based on 
the most recent government testing, the FRVT 2000, where the Visionics 
FaceIt system outperformed other commercially available facial recognition 
systems.

Why Ybor City was chosen over other neighborhoods in Tampa for the 
Smart CCTV experiment stemmed from a number of converging factors. 
In many ways, Ybor City represented an ideal test site for such an experi-
ment—David Watkins called it his “living laboratory.”44 Most important, the 
police were already operating a closed-circuit television system in the area, 
installed as part of stepped-up security initiatives that accompanied redevel-
opment projects in Ybor City in the 1990s. The neighborhood also had a high 
crime rate relative to other neighborhoods in Tampa and a bustling weekend 
party scene that gave it a reputation for being a risky place to visit. According 
to Detective Todd, police use of the new high-tech surveillance technology 
would “send a message” that they were “committed to enhancing the quality 
of life in our neighborhoods” and “making Ybor City a desired destination 
point for our citizens.”45 Much like the Newham Smart CCTV experiment, in 
Ybor City the police had in mind not only identifying criminal suspects, but 
also conveying an impression about the active role of the police in adopting 
new crime-fighting tools in order to make Ybor City a safe and secure place, 
a “desired destination point” for the mobile consumer. 

The story of how Ybor City acquired its party reputation offers some 
insights into how and why it became the first public test site for Smart CCTV 
in the United States, and why the fate of the neighborhood seemed to become 
indelibly tied police surveillance (and not necessarily to its advantage). The 
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area known as Ybor City, located on the eastern side of Tampa, was founded 
in 1886 at the beginning of a major wave of immigration from southern and 
eastern Europe to the United Sates. Named after the Spanish cigar magnate 
Vicente Martínez Ybor, Ybor City became home to a thriving cigar indus-
try. Jobs in the cigar factories brought immigrant groups of Cubans, Span-
iards, Sicilians, and Italians to Ybor City to work and live in Ybor’s planned 
community.46 The cigar industry declined by the mid-1930s, but Ybor City 
remained a stronghold of the same groups that had been drawn there by 
the cigar trade. It was the social, political, and economic changes follow-
ing World War II, including activist federal government policies supporting 
urban renewal, that radically altered and disrupted the unique immigrant 
community of Ybor City.47 Tampa’s first urban renewal agency commenced 
operations in 1962 with a charter to rehabilitate and redevelop “slum areas.” 
Bulldozers began tearing down Ybor City in 1965, preparing to create “a 
tourist attraction second to none in the U.S.,” according to the urban renewal 
office.48 Soon thereafter, newly constructed Interstate 4 split off Ybor City 
from its northern section. At least 1,200 families were displaced, leading to a 
downward spiral of neglect and urban decay. Civil unrest followed the police 
shooting of a young black man in Tampa in June 1967, and although Ybor 
City was not the site of the protests, media coverage had a damning impact 
on area, drying up support for urban renewal programs. Similar programs in 
another Tampa neighborhood known as “the Scrub” displaced a large num-
ber of low-income African American families, many of whom moved into 
vacant housing in Ybor City. As financial institutions redlined Ybor City, the 
razed land remained vacant, and the blight of the area deepened.49

By the late 1980s, however, a new, hip, bohemian culture was emerg-
ing in Ybor City, with a critical mass of artists attracted there by the cheap 
rents and unique, old-urban character of the neighborhood.50 As one local 
reporter observed, after two decades of failed renewal efforts Ybor City 
seemed “to be getting a new lease on life,” as the area began to draw tourists 
and local Tampa residents attracted to the artist studios, street vendors, and 
live entertainment.51 The distinctive community taking shape in Ybor City 
began to attract the attention of developers. In an editorial titled “Ybor City’s 
Past Can Enhance Tampa’s Future,” a local corporate lawyer advocated for 
renewed investment in Ybor City in order to help Tampa “become a world-
class convention city” that could “compete with Orlando, Miami, and other 
Southeastern cities for convention business.”52 The Tampa city government 
stepped in, renewing its efforts to remake Ybor City, designating it a “Com-
munity Redevelopment Area” in 1988; two years later, Ybor City was named 
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a National Historic Landmark District, one of only four in Florida. The Ybor 
City Development Corporation (YCDC) was established with the stated aim 
of serving as the “primary vehicle for planning, promoting development, and 
assisting with the redevelopment of Ybor City through public and private 
sector offices.”53 The YCDC devised a plan “to guide future development so as 
to eliminate existing conditions of blight” and encourage “the rehabilitation 
of the district through the stimulation of the private sector investment and 
business activity.”54 A series of development projects were undertaken in the 
area, the most significant of which was a fifty-million-dollar project called 
“Centro Ybor,” a retail-entertainment complex in the heart of Ybor City. 
The residential areas within the Ybor City area included a combination of 
dilapidated housing, restored homes, and new condo developments, and the 
neighborhood remained bordered to the west by a government-subsidized 
housing project. Writing in 1995, the ethnographer Timothy Simpson com-
mented on the cultural climate that had emerged in Ybor City, after the cycle 
of failed urban redevelopment programs and renewed efforts at preserving 
the unique heritage of the neighborhood:

Ybor City is currently caught in the tension between being a district 
marked by “historical preservation” and being self-consciously in a “state 
of transition.” . . . Nouveau art boutiques and trendy restaurants compete 
for attention with the boarded-up buildings and crumbling facades that 
surround them. . . . The cigar industry has all but disappeared from Ybor 
City, only to be replaced by the tourist industry, and unemployed residents 
and homeless people walk the streets alongside yuppie lawyers, tourists, 
and young Bohemians. The air is charged, though, with the possibility of 
community, of radical change, a moment that marks Ybor City’s past yet 
seems to hover there in the present space of the city street.55

This charged moment of possibility might have blossomed if the needs of 
the neighborhood’s local inhabitants were not subordinated to the impera-
tive of making Ybor City a competitive convention, tourist, and consumer 
“destination point.” In addition to the redevelopment projects that were 
reshaping the urban space of Ybor City, the City of Tampa introduced a set 
of incentives to entice businesses to locate there.56 Rules requiring bars to 
be one thousand feet apart were suspended, and other standards govern-
ing storm-water drainage, parking provision, and transportation impact 
fees were also waived. The business sector that was most attracted by these 
incentives was the bar and nightclub industry, according to Eric Snider, a 
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local reporter. Bar owners appealed in droves to the Tampa City Council 
for “wet zonings,” permits that allow alcohol sales, and “the council com-
plied, handing out wet zonings like Jolly Ranchers on Halloween.”57 While 
the alcohol permits spawned renovations to buildings that might have oth-
erwise remained vacant, the result was the overproduction of bars in Ybor 
City. “Around the turn of the millennium,” according to Snider, “Ybor City 
no longer deserved to be called an entertainment district. A drinking mall, 
maybe.” At the same time, the Centro Ybor complex had managed to attract 
chain stores like American Eagle Outfitters and Pacific Sunwear, and needed 
to attract additional businesses in order to become a profitable retail center. 
In an effort to “clean up” the area and make it more hospitable to corporate 
retail establishments, the city ousted the small vendors and street performers 
who populated the streets in the 1990s, a move that destroyed the bohemian, 
artistic vibe and “sucked some of the freaky character out of the strip.”58

What occurred in Ybor City during the last decade of the twentieth 
century resembled similar neoliberal socioeconomic transformations that 
occurred in cities across the United States: the redesign of urban public 
spaces according to corporate-defined redevelopment priorities, leading to 
the over-investment in retail-entertainment districts. As a result of economic 
crises in the 1970s, cities were forced to adopt a heightened competitive pos-
ture, vying for position as centers of consumption, among other dimensions 
of strategic competitive advantage.59 This competitive stance was particularly 
intense in Florida, a state whose economy depends heavily on tourism and 
convention business. Tampa was in constant competition for tourist and visi-
tor dollars with other Florida cities, including Orlando, just eighty miles east. 
(Within cities, one shopping center after another competed for the business 
of visitors and local suburbanites. Ybor City competed on a local scale with 
other retail and entertainment complexes within Tampa and in neighbor-
ing St. Petersburg.) In the course of Tampa’s effort to gain an edge in the 
context of heightened interurban competition, efforts were made to remake 
Ybor City into a “variation on a theme park,” Michael Sorkin’s phrase for 
privatized spaces of consumption designed to capitalize on a nostalgic, styl-
ized, and commodified version of the past.60 While urban planners seemed 
especially concerned with preserving Ybor City’s distinctive “Latin” heri-
tage, others saw the revitalization projects as decidedly business- and profit-
oriented, with the Latin theme taking a marketable, Anglo-friendly form.61

What consistently accompanied these commercially oriented urban “revital-
ization” and “renewal” programs, as Mike Davis observed of Los Angeles, 
was an “obsession with physical security systems,” and “an unprecedented 
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tendency to merge urban design, architecture and the police apparatus into a 
single, comprehensive security effort.”62

Given this concerted, if flawed effort to remake Ybor City into a tourist-
consumer mecca through a model of competitive, privatized urban redevel-
opment, it was not surprising to find the Tampa City Council and the Ybor 
City Development Corporation moving in 1997 to direct public funds for the 
installation of a closed-circuit television system in Ybor City, to be moni-
tored by the Tampa Police. The area would have to be purged of its undesir-
able inhabitants and visitors if it was ever going to be a place where people 
with money would come to spend it. And when the neighborhood inevitably 
failed to generate sufficient consumer dollars to support the demands of cor-
porate-defined redevelopment projects, the blame was consistently placed on 
the problem of crime and public perceptions of the area as too dangerous to 
visit. Adopting a strategy that was already widely deployed in retail and other 
private establishments and in public spaces all over Britain and in select U.S. 
cities, the Tampa Police installed surveillance cameras covering the busiest 
blocks along two of the main avenues in Ybor City.63 Only one Tampa City 
Council member voted against installing the CCTV system, saying that he 
did not think there was “a compelling enough reason to ‘whittle away’ at the 
public’s freedom of movement by recording what bars they frequent or which 
people they meet.”64 Tampa deputy police chief John Bushell disagreed: “This 
isn’t a Big Brother kind of thing. . . . We just want to make it a place where 
people can come and feel comfortable walking around at night.”65

Here once again, the police voiced as one of their primary concerns the 
need to reduce the public’s fear of crime, to deter certain people from the 
area and assure desired visitors about the safety and security of “revitalized” 
urban space. Chief Bushell went so far as to tell the Tampa Tribune that most 
of the time, no one would be watching the surveillance video; the cameras 
were to be left in recording mode except during peak hours on weekend eve-
nings, when an officer would man the monitors in real time.66 In an editorial 
published a year before the CCTV system was installed, the Tampa Tribune 
itself came down firmly in support of the plan: “Any doubts about the need 
for surveillance in Ybor City should have been blown away by the gunfight 
on crowded Seventh Avenue early Sunday morning. . . . The cameras are no 
replacement for a strong police presence, but they should increase the offi-
cers’ effectiveness.”67 As the Tribune editorial suggested, Ybor City was strug-
gling with a rough reputation as a crime-ridden area, an image that was seen 
as especially detrimental to the transformation of the neighborhood into a 
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“destination point” for mobile consumers from the suburbs, as well as tour-
ists and visitors attending conventions in Tampa.  

The decision to experiment with facial recognition technology in Ybor 
City was consistent with the logic governing the earlier adoption of the 
CCTV system, and similarly tied to concerted attempts to remake the area 
into a profitable version of the past, a space of consumption and leisure for 
a critical mass of people with buying power. But in addition to a preoccupa-
tion with reducing the fear of crime and making shoppers and tourists feel 
safe and secure, one of the main reasons the Tampa Police repeatedly gave for 
adopting the original CCTV system, as well as the upgraded Smart CCTV 
technology, was the need to monitor the crowds that gather in Ybor City on 
weekend evenings. One of the greatest “operational challenges” police faced, 
according to Detective Todd, was dealing with the crowds of revelers that 
spilled out into the streets on Friday and Saturday nights, creating a cha-
otic scene that pushed beyond the boundaries of policing capacity.68 Every 
weekend evening the crowd would explode with partying enthusiasm, but it 

A surveillance camera mounted 
to oversee the Centro Ybor 
entertainment complex in Ybor 
City. Courtesy Tampa Tribune.
Reprinted with permission. 
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always threatened to become a major problem, or many minor problems that 
overpowered the police officers assigned to patrol the area. Particularly in 
the discussions about the need for facial recognition technology, the crowd 
was described as riddled with “dangerous individuals”—thieves, drug deal-
ers, and especially “sexual predators”—who eluded the police and preyed on 
the innocent. With crowds numbering as many as thirty thousand people, 
according to Detective Todd, “traditional police tools break down. . . . Patrol 
officers walking in that crowd have trouble seeing what’s going on,” so the 
police “began mounting cameras on light poles to give police officers a better 
view of the street.”69

The problem of the crowd in the city has a long genealogy, accompanied 
by the corresponding development of technologies and spatial arrange-
ments designed to govern the space of the city and make the occupants of 
the crowd more visible. For nineteenth-century social theorists like Le Bon 
and Sighele, the crowd embodied “a highly emotional, irrational, and intoler-
ant ‘psychic current’ . . . the lowest form of ‘common consciousness.’”70 The 
specter of the crowd that haunted social thought inspired “the invention of 

Surveillance signage on Seventh 
Avenue in Ybor City. Courtesy 
Tampa Tribune. Reprinted with 
permission. 
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technologies of spaces and gazes,” explains Nikolas Rose, “the birth of calcu-
lated projects to use space to govern the conduct of individuals at liberty.”71

The crowd posed a constant threat to public order, and so necessitated new 
spatial arrangements and codes of conduct designed “to transform towns 
from dangerous and unhygienic aggregations of persons into well-ordered 
topographies for maintaining morality and public health.”72 Town planners 
envisioned the construction and maintenance of the healthy “liberal city” 
through the orderly arrangement of public spaces in ways that opened them 
up to visibility and made each individual the target of “a play of normative 
gazes,” under close observation not only of the authorities but also of one 
another.73 In his 1978 lectures on security, territory, and population, Foucault 
similarly addressed the moment when economic development made neces-
sary the suppression of city walls, reducing the supervision and control over 
daily comings and goings of city occupants and thereby generating new 
insecurities from “the influx of the floating population of beggars, vagrants, 
delinquents, criminals, thieves, murderers, and so on” who came from out-
side the city.74 The lack of physical barriers around the city necessitated new 
ways of making the space visible and maintaining control over the bodies 
mingling in that space. 

The police attention to the problem of the crowd in Ybor City, and their 
interest in surveillance technologies designed to make the crowd more vis-
ible and controllable, suggests a new manifestation of these earlier efforts 
to construct the “liberal city.” The Tampa Police expressed similar concerns 
about the crowd and the threat it posed to the orderly maintenance of urban 
space. The physical presence of the police was augmented by the presence 
of cameras and signage throughout the space of the neighborhood, but the 
arrangement of video surveillance was soon deemed less than optimally 
effective, since the “floating population” continued to penetrate the space 
of the crowd, crime rates continued at unabated levels, and the redeveloped 
space failed to generate profit. Facial recognition technology promised to 
perform some of the labor of monitoring, breaking through the anonymity 
of the crowd to target select individuals. On a symbolic level, the publicity 
surrounding the facial recognition system was meant to convey the message 
that individuals would no longer be anonymous in the crowd, but instead 
would be individuated and identifiable. As in Foucault’s plague-stricken 
town, the compact mass of the crowd would be “abolished and replaced by 
a collection of separated individualities.”75 The accumulation of coded infor-
mation about criminals and criminal suspects would be brought to bear on 
the entire space of Ybor City, after which appropriately behaved, law-abiding 
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consumer-citizens would have nothing to fear from the “floating popula-
tion” of threatening individuals. Nor would well-behaved citizens have to 
fear police disruption of their free movement and activity, since the facial 
recognition system would accurately and authoritatively pick out problem 
identities through precise, statistical processes of classification and individu-
ation. In this way, the Smart CCTV system promised to transform Ybor City 
into a “digital enclosure,” converting the physical space into scannable con-
tent that could be enfolded into the virtual space of computer networks and 
made subject to their monitoring capacity.76 In the digital enclosure, indi-
viduals could be appropriately scanned, identified, and classified according 
to automatic determinations of whether or not they belonged, and excluded 
from the space if deemed a threat. Ease of access to and through central Ybor 
City would be facilitated for civilized, law-abiding consumer-citizens and 
restricted for derelict and suspect individuals.

Of course, the promise of Smart CCTV to automatically sort out the civi-
lized from the uncivilized glossed over the human decisions that go into 
making determinations about who belonged and who did not. How would 
this automatic sorting scheme be accomplished? The ability of the facial rec-
ognition system to individualize the crowd and target problem identities 
would depend significantly on the construction of an electronic archive of 
suspect individuals, also known as a watchlist database. The contents of the 
watchlist database, the basis of the system’s memory, would determine the 
range of faces it could conceivably identify. In order for the Smart CCTV sys-
tem to identify an individual face, it would translate an image of a face into a 
smaller amount of data (called a “facial template” or “faceprint”) that could 
then be matched against a database of facial images.77 But precisely what cri-
teria would govern the composition of the watchlist database and how would 
information about suspect identities be shared and managed? What identities 
would be included in the database and for how long? What specific informa-
tion about these individuals would be archived? How would that informa-
tion be organized, and how would the accuracy of the information evaluated? 
These were policy questions, as well as questions about the practical design 
of the identification system. In order to understand how an automated facial 
identification system would function, it is crucial to examine the social forces 
governing the form and content of image databases. As we will see in chap-
ter 3, the construction of a watchlist database involves forms of social classi-
fication, where particular assumptions about dangerous identities, including 
long-standing race- and class-based assumptions, unavoidably get designed 
into automated surveillance and identification systems. 
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In order to invent the accuracy of automated facial identification and 
position it as a functioning technology, Visionics elided important questions 
about database construction, as well as questions about the maturity, feasi-
bility, and desirability of the technology.78 In a press release announcing the 
installation of Smart CCTV in Ybor City, CEO Joseph Atick claimed that 
“the growing acceptance of the use of FaceIt® technology in CCTV control 
rooms validates it as an important, powerful tool for law enforcement.”79 It 
is unclear where Atick found this “growing acceptance” or why such accep-
tance would validate the usefulness of the technology for law enforcement. 
Ironically, the press release did include the following disclaimer, as per pol-
icy of the SEC: “This news release contains forward-looking statements that 
are subject to certain risks and uncertainties that may cause actual results 
to differ materially from those projected on the basis of such forward-look-
ing statements.” Included as a message to the intended audience of poten-
tial investors, the disclaimer was meant to warn them not to take any of the 
promises made in the press release as absolute facts about the company’s 
future growth potential. But while the company continued to experience 
growth (thanks primarily to its successful digital fingerprint systems and 
mergers with other biometrics companies), the message was especially apro-
pos with respect to the claims Visionics made about the Ybor City facial rec-
ognition experiment, where the actual results would in fact “differ materi-
ally from those projected.” The announcement was not entirely forthcoming 
with investors, however: it did not mention that Visionics installed the facial 
recognition system free of charge, instead implying to the investor commu-
nity and to potential buyers that the Tampa Police Department was a paying 
customer.

The Visionics press announcement also seemed to anticipate the objec-
tions of opponents. The company was careful to explain that the system was 
designed “in accordance with industry-established privacy guidelines and 
with existing law governing the use of personal data by public agencies.” Not 
only did FaceIt work perfectly well with video surveillance, according the 
official statement, but apparently all the necessary legal and policy issues 
had already been resolved. Visionics was a responsible company complying 
with the law and with industry self-regulation with respect to the privacy of 
personal data, so there would be no need to worry about the deployment of 
automated facial recognition for police surveillance of public streets. But as it 
turned out, not everyone was willing to accept the self-professed responsibil-
ity that Visionics claimed to assume, and the company was right to anticipate 
opposition to the Ybor City Smart CCTV experiment. 



86 | Police Power and the Smart CCTV Experiment

David Watkins, the technical specialist who installed the Visionics FaceIt system in Ybor 
City, demonstrating the system to the press in a Tampa Police CCTV control room. 
Courtesy Tampa Tribune. Reprinted with permission.

A screen image of the Visionics FaceIt system scanning for faces from a video feed. 
Courtesy Tampa Tribune. Reprinted with permission.
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The Controversy over Smart CCTV in Ybor City

No sooner had Visionics announced the installation of FaceIt than a heated 
“war of interpretations” broke out over police use of the new surveillance 
technology in the public streets of Tampa. The announcement of the Tampa 
Police Department’s plans to use facial recognition technology in Ybor City 
attracted considerable attention from the local and national press, from the 
ACLU, from policy makers, and from other individuals and groups repre-
senting a range of interests. Rather than seeing this debate as circulating out-
side the project itself, it is important to recognize that the competing inter-
pretations of the technology would themselves have a role in shaping the 
form that automated facial recognition would take in Ybor City, or whether 
it would take any form at all. “With a technological project,” writes Bruno 
Latour, “interpretations of the project cannot be separated from the project 
itself, unless the project has become an object”—in other words, unless the 
project has taken shape as a functioning system.80 Precisely how the war of 
interpretations over the technology played out would have a determining 
influence on whether in fact Smart CCTV became a reality in Ybor City.

While the local Tampa press began reporting some unease among people 
on the street in its early news coverage, it was the decision of U.S. House 

Protestors demonstrating against the installation of facial recognition technology in Ybor 
City. Courtesy Tampa Tribune. Reprinted with permission.
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Majority Leader Dick Armey (R-TX) to join the ACLU in public opposition 
to police use of facial recognition technology that put Ybor City experiment 
on the national stage. “I’m not sure there’s been a case so perfectly Orwellian,” 
declared Rep. Armey, adding that “placing police officers in a remote con-
trol booth to watch the every move of honest citizens isn’t going to make us 
safer.”81 Randall Marshall, the legal director for the American Civil Liberties 
Union of Florida, argued that it amounted to placing everyone on the street 
in a “virtual lineup,” and that more public deliberation was needed before 
police moved forward with adopting the technology: “This is yet another 
example of technology outpacing the protection of people’s civil liberties. . . . 
It has a very Big Brother feel to it.”82 For several weeks following the system’s 
installation, opponents organized street protests in Ybor City, where dem-
onstrators wore gas masks, Groucho Marx glasses, and bar code stickers on 
their foreheads. Organizers included the ACLU of Florida as well as the Ybor 
Coalition and the Tampa Bay Action Group. The New York Times reported 
that one protestor “walked by a camera, gestured obscenely and shouted, 
‘Digitize this!’” and USA Today reported that another protestor wore a com-
puter monitor with Mayor Dick Greco’s face on the screen.83 References to 
“spy cameras,” “digital lineups,” and “facial frisking” circulated in the press 
coverage, registering specific anxieties about facial recognition technology. A 
reporter from U.S. News and World Report called the Ybor City experiment a 
“real-life version of The Truman Show.”84

The local and national attention the project received prompted a 
response from local Tampa officials. Some members of the Tampa City 
Council began to question publicly whether the project should have gone 
forward, and there was some indication that several council members had 
not fully understood what it was they had approved. On July 4, 2001, the 
St. Petersburg Times reported that “snoopy software has council foe,” refer-
ring to a statement made the day before by Tampa City Council member 
Rose Ferlita. Ferlita supported the original CCTV system, but opposed the 
use of facial recognition technology: “I haven’t changed my position  .  .  . I 
still feel the same way about regular, everyday surveillance cameras. But this 
next level is overpowering.”85 The addition of facial recognition technology 
seemed to Ferlita and others to signal something more insidious than stan-
dard video surveillance. Several Tampa City Council members joined Fer-
lita in opposing the project, while a few others came out publicly in support 
of it. In a move that in retrospect appears an exercise in public appease-
ment, the City Council considered a motion to advocate terminating the 
city’s contract with Visionics. If passed, the motion would serve as a recom-
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mendation to the Mayor’s Office, which had the final word about whether 
the project would proceed. Before the City Council meetings, however, the 
mayor publicly expressed his support for the project and his intention to 
allow it to go forward regardless of what the City Council decided. “As far as 
I’m concerned, the cameras will stay, no matter how the city council votes,” 
insisted Greco.86 The mayor dismissed objectors as naïve luddites: “The peo-
ple who are opposed to this just don’t understand it. . . . When I was mayor 
the first time, we were the first police department to use a helicopter, and 
people were against that. They thought we were going to spy on them from 
the air. Now every major department has one.”87 Ultimately, Greco did not 
have to go against the council’s recommendation. After an initial tie vote as 
a result of an absent member, the motion to recommend termination of the 
project was defeated at a second council meeting by a vote of 4–3. Chairman 
Charlie Miranda cast the deciding vote, justifying his position with refer-
ence to the ubiquity of surveillance cameras in general and the irrelevance 
of the City Council decision.

Supporters of the project defended it on a number of grounds. The Tampa 
Police spokespeople dismissed the issue of privacy, repeating the legal refrain 
that people have no “reasonable expectation” of privacy in public. Police and 
other supporters also made the argument that the technology was more or 
less the same as standard police practice, only facial recognition technology 
would be more effective, faster, and more accurate than human police offi-
cers alone. According to Detective Todd, “This is no different than a police 
officer standing on a street corner with a handful of pictures, except for that 
it’s more accurate and stops trouble faster.”88 Todd also suggested that facial 
recognition technology was a laborsaving device and a police force mul-
tiplier, allowing the TPD to “maximize the process of pointing out people 
we’re looking for without putting 20 more officers on the street.”89 Tampa 
City Councilman Bob Buckhorn, who had shepherded the original proposal 
to install the system through the approval process, likewise became an out-
spoken proponent of the technology, defining it primarily in terms of its sim-
ilarity to standard police procedures and its laborsaving benefits: 

I think what we are doing with facial recognition technology is merely 
applying modern technology to age-old policing techniques. When a 
police officer goes to roll call in the morning, he’s given what’s called a hot 
sheet [picks up a piece of paper to demonstrate]. A hot sheet contains a list 
of wanted individuals. He walks around with that in his hand all day long, 
keeps it in his car. What we are doing is just merely dumping a database 
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of known offenders, of wanted individuals, sexual predators, lost children, 
into what is a modern means of identifying people. So to me it’s no differ-
ent than what the beat cop used to do, which would be walk around with 
that hot sheet. We’re just using technology to do it in a more sophisticated, 
less expensive, less time-consuming fashion.90

In advocating the police use of the technology, Councilman Buckhorn 
wanted to reassure people that it was nothing radically new, just an aug-
mented and more efficient form of identification, less costly, more high-tech, 
and faster than human police officers. His justification aimed to marry a nos-
talgic notion of “age-old” policing to the technological project, appealing to 
a perceived desire for a simpler, lost moment of cops-on-the-beat, while at 
the same time making a claim about the superiority of the technology over 
earlier forms of police practice. Buckhorn’s defense of the project also sug-
gested that the composition of the watchlist database was a settled matter, 
and that it contained records only of those in clear need of police apprehen-
sion. Although there was no explicit policy about “sexual predators” or “lost 
children,” these figures became the preferred targets of the system among 
its defenders, repeatedly paraded out to establish the critical need for Smart 
CCTV. Visionics CEO Joseph Atick, for example, reiterated the frightful 
image of the sexual predator: “Wouldn’t you want to know if a murderer or a 
rapist is sitting next to you while you’re eating a sandwich? I would.”91

The technology also had supporters among local Tampa residents, who 
maintained that police use of Smart CCTV was warranted in order to protect 
their right to security in Ybor City. In a letter to the editor in the Tampa Tri-
bune, Patricia A. Benton, resident of the Tampa suburb of Seffner, expressed 
this sentiment:

I will not go to Ybor City at any time, day or night, nor will I take out-of-
town guests to visit there, because of the crime. To go there is to ask for 
trouble. Too bad that a person cannot visit the shops and restaurants any-
more without fear of being carjacked, raped, or killed. And now we have 
a modern invention that will curtail that activity. But wait! It may infringe 
on our precious “rights.” I have rights, too. I have the right to go where 
I please in public without worrying about being harmed. And the police 
have the right to utilize modern inventions that will secure that end. The 
framers of the Constitution would hide their heads in shame to know what 
we have come to, when the rights of criminals are more protected than the 
rights of honest citizens.92
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It is not difficult to read Ms. Benton’s expressed fear of crime as a salient 
problem in itself, regardless of whether she ever had been or would be a vic-
tim of crime. In fact, Ms. Benton saw herself as already victimized by the 
criminal class that threatened her freedom to shop, visit restaurants, and “go 
where she pleases.” Of course, the local media’s preoccupation with crime 
may have given Patricia Benton reason to fear being carjacked, raped, or 
killed in Ybor City, and overblown descriptions of a fully functioning facial 
recognition system encouraged the view that the technology could help “cur-
tail that activity.” For Benton and others like her, the new surveillance tech-
nology offered a legitimate and necessary means of police protection, violat-
ing the rights only of those who do not deserve them. This line of argument 
reiterated the comments of a politician responsible for the Newham facial 
recognition project in London, in response to objections from privacy advo-
cates: “Yes, it is a civil liberties issue,” a Newham councilman noted. “Our 
priority is the liberty of the people of this borough to go about their business 
without fear of crime. The rights of the majority are the most important con-
sideration, not the rights of criminals.”93

Pitting of the rights of “the majority” against an essentialized class of 
criminals is a stark dichotomy at the center of the crisis of penal systems and 
the corresponding transformations in policing that have taken place in Brit-
ain and the United States since the 1970s.94 The expressions of Patricia Ben-
ton, concerned citizen, fueled a discourse of crime policy that “consistently 
invokes an angry public, tired of living in fear, demanding strong measures of 
punishment and protection.”95 In experimenting with new surveillance tech-
nologies, the Tampa Police were not simply imposing a vision of high-tech 
crime control on an unwelcoming public, but were in many ways respond-
ing to the demands of preferred groups for protection and secure access to 
public spaces. One can hardly fault Ms. Benton for wanting to move about 
in public spaces without being attacked. But her claim to the city expressed 
a sense of entitlement to public space that, far from holding out a vision of 
open access for all, was infused with resentment and a contentious politics 
of exclusion. As Doreen Massey has argued, “notions of place as source of 
belonging, identity, and security” are deeply tied to “notions of the self in 
opposition to the other that threatens one’s very being.”96 Again, the claim 
that facial recognition technology targeted only specific, dangerous identi-
ties glossed over the more troubling politics of inclusion and exclusion that 
informed the redesign of urban space and its accompanying technological 
infrastructures. The aim of the Smart CCTV system was to provide a certain 
class of individuals with a sense of security in Ybor City, the sense of secu-
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rity of Patricia Benton and others like her from the Other that ostensibly 
threatens their very being. Much like the “community policing” paradigm 
that Christopher Wilson examines, technological projects designed to create 
that sense of security are not aimed exclusively at maintaining order, but also 
at reestablishing the legitimacy of police to decide “which communities are 
in a community and which are not.”97

“Protecting the public has become the dominant theme of penal policy,” 
argues Garland, and “the risk of unrestrained state authorities, of arbitrary 
power and the violation of civil liberties seem no longer to figure so promi-
nently in public concern.”98 In the case Ybor City, civil liberties did have 
some resonance in public discourse about police adoption of the new sur-
veillance technology, as we have seen. In fact, the conflict and controversy 
over the Smart CCTV project underscores a long-standing tension inherent 
in liberal governance between “the twin dangers of governing too much . . . 
and governing too little.”99 Liberalism denotes a certain ethos of governing 
that must constantly strike a balance between these two poles, writes Niko-
las Rose. Governing too much means threatening to distort or destroy “the 
operation of the natural laws of those zones upon which good government 
depends—families, markets, society, personal autonomy and responsibil-
ity.”100 Governing too little means “failing to establish the conditions of civil-
ity, order, productivity and national well-being which make limited govern-
ment possible.”101 The effort to integrate automated facial recognition with 
CCTV for the mediated supervision of Ybor City was a project caught up 
in this tension, and whether and how it would be made to work as a func-
tioning technology would depend on whether the acceptable balance could 
be negotiated—and especially whether people were convinced that more 
sophisticated police surveillance technologies were a necessary prerequisite 
to their “freedom.” 

Drawing a Blank

On September 11, 2001, events intervened to change the terms of the debate 
over police use of facial recognition technology in Ybor City, at least tem-
porarily. The 9/11 terrorist attacks, coming just three months after the Ybor 
City Smart CCTV experiment began, instigated a barrage of press and policy 
attention to facial recognition and other biometric technologies. Companies 
marketing the technologies moved to capitalize on the heightened climate of 
fear and anxiety, positioning their products as among the range of requisite 
“security solutions.” If most federal policy makers had barely paid attention 
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to the Ybor City experiment with “smart” surveillance before, it now seemed 
to require urgent attention. The congressional committee hearings that Rep. 
Dick Armey requested about the use of facial recognition technology for 
public surveillance did in fact take place, three months after his request, in 
October 2001; however, the deliberations were not about the appropriate 
scope and limitations of police use of new “smart” surveillance technologies, 
but rather how quickly such technologies could be deployed at airports, bor-
der control stations, and other sites. 

Still, the momentum given to the project in the aftermath of 9/11 did not 
force opponents of Smart CCTV to acquiesce to the use of facial recognition 
technology in Ybor City. In January 2002, the ACLU renewed their challenge 
to the project, releasing a report titled Drawing a Blank: The Failure of Facial 
Recognition Technology in Tampa, Florida. In the report, the ACLU made 
the case that facial recognition technology simply did not work and so rep-
resented a misdirection of security priorities. It referred to federal govern-
ment tests (the FRVT 2000) where even the best products performed only 
moderately well in controlled laboratory settings. It also provided evidence, 
from documents received under Freedom of Information requests, revealing 
that the Tampa Police stopped using the facial recognition system less than 
two months after they began using it, precisely because of its poor perfor-
mance.102 The report had an undeniably negative impact on the Smart CCTV 
project, but it did not put an immediate end to the experiment. Shortly after 
the report was released, Visionics announced that the system was being 
upgraded to run on more than one video, grabbing faces from six video feeds 
simultaneously and thereby reducing the operator’s need to switch cam-
eras at his or her discretion. Still, no facial identifications materialized, and 
it remains unclear whether the Tampa Police began using the facial recog-
nition system again in earnest. Press coverage of the project waned, and it 
received little or no public attention for over a year. 

Then, in August 2003, the police experiment with facial recognition tech-
nology again made headlines: “Ybor cameras won’t seek what they never 
found,” declared the St. Petersburg Times.103 In one last move, the Tampa 
Police issued a public statement announcing their termination of their con-
tract with the company, then called Identix. The Tampa Tribune reported 
that the system was shut down on Tuesday, August 19, “having failed in its 
objective” to recognize “the facial characteristics of felons and runaway chil-
dren.”104 According to Tampa Police Captain Bob Guidara, the facial recogni-
tion system “was of no benefit to us, and it served no real purpose.”105 Others 
spun the termination of the project differently. Tampa Police spokesman Joe 
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Durkin said he “wouldn’t consider it a failure. . . . You are always looking for 
new and efficient ways to provide the best service to the community. There’s 
going to be ups and downs.”106 Identix offered a one-sentence statement that 
defended the company as a responsible corporate citizen and suggested that 
the public mood was not right for the system’s implementation: “Identix has 
always stated that this technology requires safeguards, and that as a society 
we need to be comfortable with its use.”107 But Joe Durkin insisted that police 
discontinued using the system “because of the lack of arrests, not the privacy 
issues.”108

Smart CCTV or No Smart CCTV?

The controversy over the Ybor City Smart CCTV experiment was, funda-
mentally, a struggle over the appropriate extent and limitations of police 
power, a balancing act that has consistently posed a challenge to liberal dem-
ocratic societies and one that seems to lean, in a neoliberal climate, toward 
a prevailing belief in expanding police power as both necessary and inevi-
table. It would be wrong to assume that the initial installation of the police 
CCTV system in 1997 was itself universally accepted, but by the time the 
Smart CCTV project began in 2001, many people had more or less accepted 
the idea of video surveillance in public spaces. It was the idea of automated 
facial recognition in particular that generated conflict, invoking in the public 
imagination competing visions of a brave new technological future. While 
some nostalgically hoped for the return of a recovered, crime-free com-
munity from the mythic past, others saw an urban dystopia in the frighten-
ing mold of 1984, a prison-like environment devoid of all freedoms where 
everyone is under the constant gaze of the police. For opponents, the police 
experiment with facial recognition technology in Ybor City demonstrated 
a police power grab over and above the use of “basic” video surveillance, 
essentially turning every person on the street into a criminal suspect. But 
while the move to upgrade the CCTV system gave opponents an opportunity 
to reignite the debate over police surveillance in Ybor City, it is important to 
recognize that shutting down the CCTV system itself was never considered 
as a viable option (which is not to say that no one raised the issue). The facial 
recognition project may have been abandoned, but the CCTV system con-
tinues to generate images designed to keep Ybor City under constant, medi-
ated police supervision.

Ultimately, the effort to integrate facial recognition technology with video 
surveillance failed for contradictory reasons. The project did indeed suffer to 
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some extent as a result of the successful efforts of vocal opponents to define 
automated facial recognition as a technology that gives the police too much 
power. On the other hand, there were others, including the police them-
selves, who viewed it as an ineffective technology of crime control because 
it never managed to identify anyone successfully. Of course, as some have 
pointed out, the lack of positive identifications may have been evidence that 
the system was serving as an effective deterrent, keeping wanted criminals 
away from Ybor City.109 But since addressing the fear of crime was as impor-
tant as actually preventing it, the police needed a success story in order to sell 
the Smart CCTV system: a narrative of a vile criminal identity—preferably a 
rapist, murderer, or child molester—being apprehended thanks to the facial 
recognition system. For reasons that extend beyond the specific technical 
limitations of facial recognition technology, the police never acquired the 
material they needed to “create” such a story (and fortunately they did not 
have as much latitude as the production team at American Detective). With-
out such a story, or multiple stories, Smart CCTV became more of a liability 
than a benefit for the Tampa Police, denying them the glory of identifying 
and catching the bad guys, and leaving them only with the perception of a 
power grab based on a faulty technology. In short, it offered the police nei-
ther an immediate practical solution to the “video burden” nor a compelling 
symbolic display of their technological crime-fighting sophistication. 

The experiment with facial recognition technology in Ybor City ended 
without the permanent adoption of Smart CCTV by the Tampa Police, but 
spokesman Joe Durkin was probably correct to qualify the term “failure.” 
The negative attention the project received throughout the process from the 
ACLU and other parties made it impossible for the developers to define the 
technology on their own terms, and the termination of the project could not 
help but set back efforts to portray automated facial recognition as a viable 
technology. But from the beginning, people directly involved in the project 
understood the highly experimental nature of what they were doing, and 
despite public statements about a smoothly functioning system, they were 
likely well aware that there was no guarantee the experiment would be suc-
cessful. To make facial recognition technology work with video surveillance 
systems in urban spaces, it must be tested and developed in those spaces, 
and only through a series of “ups and downs,” advances and setbacks, will 
the necessary improvements be made that transform Smart CCTV from a 
set of experiments to a functioning police technology. As long as the diffu-
sion of CCTV systems proceeds apace, fueled by the normalization of crime 
and the persistent pressure on the police to appear in control of “the crime 
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problem,” then the experimentation with new technologies for optimizing 
CCTV functionality will likewise carry on. Rethinking this largely ineffective 
approach will require a full-scale effort at redefining the problem—another 
kind of legitimation campaign aimed at defining crime not as a cause, but 
rather an effect of social disorder; not as a normal part of everyday life and a 
forgone conclusion for certain kinds of people, but rather a product of deep-
ening social inequalities tied to structural conditions. Without this process 
of redefinition, we will witness not only the persistent police pursuit of more 
sophisticated and effective surveillance technologies, but also the construc-
tion of many more prisons and walls behind which to consign the expanding 
disenfranchised and individuated criminal classes.
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3
Finding the Face of Terror in Data

During the Cold War, the enemy was predictable, identifiable, 
and consistent. We knew the threats, the targets were clear. But 
times change. Today, with the demise of the other superpower, 
America is in a different position: a position of vulnerability. 
When the enemy strikes, it isn’t predictable. It isn’t identifiable. 
It is anything but consistent. Times change. We are in a world 
of “asymmetrics,” and we need transformational solutions. The 
asymmetric threat is now a reality of global life. How do we 
detect it? How do we predict it? How do we prevent it? 

—Promotional video for the Total Information
Awareness program, 2002 

In a top ten list for 2000, the next nine countries’ defense bud-
gets do not add up to the United States’s. As remarkable as 
the sheer size of the military budget might be, it begs a larger 
question, which in the rush to reach a budget agreement went 
mostly undebated: just where is this enemy who justifies such 
expenditure?

—James Der Derian, Virtuous War

From the Cold War to the War on Terror

In his keynote address at the September 2002 Biometrics Consortium Con-
ference, Dr. Robert L. Popp, then deputy director of DARPA’s newly formed 
Information Awareness Office, began by showing a promotional video for 
the “Total Information Awareness” (TIA) program. TIA would later spark 
public controversy and bipartisan political opposition, but the press had not 
yet taken notice of it, and the conference audience of industry and govern-
ment officials seemed interested and receptive. The video, outlining the vari-
ous research and development projects combined to form TIA, opened with 
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a montage of images and sounds signifying the Cold War, the fall of the Ber-
lin Wall, and the newly defined U.S. security threats of the 1990s and early 
twenty-first century. The Cold War images—black and white photos of suf-
fering peasants and video of Soviet soldiers marching in file—were followed 
by mug shot images of recognizable terrorist suspects, including Osama bin 
Laden, and a familiar video image of a crowd of Arab men moving rhythmi-
cally en masse. This visual montage accompanied the voice-over narration 
quoted above proclaiming “the asymmetric threat” as “now a reality of global 
life.” 

Providing a simple narrative of transition from the Cold War to the “war 
on terror,” the video contrasted these new “asymmetric threats” with the 
more symmetrical geopolitical conditions that existed prior to the breakup 
of the Soviet Union. The text invoked a nostalgic longing for the predictabil-
ity and consistency of the Cold War, when the enemy was ostensibly well-
defined and identifiable, combining it with an almost gleeful futurism about 
the promise of new digital technologies to save the West from its uncivi-
lized Other. The idea of an “unidentifiable” enemy presented a new form of 
national vulnerability—“America” was now “vulnerable” precisely because it 
could not identify its enemy. The United States seemed more in danger than 
ever, with the “asymmetric threats” facing the nation in the post–Cold War 
context even greater than the perpetual threat of nuclear holocaust during 
the arms race with the Soviet Union. The collapse of the communist regimes 
may have dissolved the symmetric threat of nuclear warfare with the “other 
superpower,” but in its place came many other villains more difficult to 
locate, define, and identify. 

Although it is not difficult to discern problems with the suggestion that 
nation’s Cold War enemies were easily identifiable, the fall of communism 
did in fact create new security risks for the United States, destroying the 
balance of global power that had created a relatively stable international 
order in the four decades following World War II.1 In addition to specific 
new threats, the demise of the “other superpower” presented another sort of 
vulnerability for the U.S. national security state: a crisis of legitimacy. In the 
1990s, a rising volume of criticism questioned why the United States was still 
spending ten times as much on defense as its closest defense-spending com-
petitor, and nearly as much as the rest of the world combined. Just where was 
the enemy that justified this expenditure? As one response to this question, 
military strategists placed special emphasis on “asymmetric threats,” a trope 
that not only embodied a questionable claim to the unique nature of the new 
post–Cold War adversaries, but also invested relatively small threats with 
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greater threat potential, aiming to provide some justification for the ongoing 
reproduction of the imperial-sized, Cold War national security apparatus. 
The United States may no longer have an enemy that could match its military 
might, according to this message, but it now has more insidious enemies that 
do not play by the conventional rules of state warfare, and thus represent sig-
nificant threats to the nation, disproportionate to their relatively minuscule 
military resources. 

The military discourse that defined these new “unidentifiable” and “incon-
sistent” enemies as major security threats was given considerable leverage 
by the enormity of violence on 9/11 along with its precession as simulacra. 
The TIA promotional video exemplified the way that state security discourse 
constructed both the threat of terrorism and the appropriate security strate-
gies to address that threat in the aftermath of the catastrophe. The ambiguous 
signifier of asymmetric threats became a chosen mantra of state security dis-
course, an allegedly new type of danger that required considerable research 
and investment into new types of war-fighting technologies. The tropes of 
“asymmetric threats” and “unidentifiable enemies” provided justification for 
a set of policy proposals after 9/11, including arguments in favor of stepped-
up funding for the development and widespread deployment of facial rec-
ognition and other biometric identification systems. Given the problem of 
small but highly dangerous enemies that were increasingly difficult to iden-
tify, the need to develop and deploy expensive, new, high-tech surveillance 
technologies at a proliferation of sites seemed self-evident. 

There were of course other forces at work shaping the political response to 
9/11. As we saw in chapter 1, the political-economic priorities of neoliberal-
ism had a major influence on the demand for network security technologies 
in the 1980s and 1990s, including facial recognition and other biometrics, 
and these priorities played a significant role in defining the political response 
to the attacks. It was immediately apparent that the events of 9/11 would 
be a major boon to providers of security systems and services, an industry 
deeply connected to the information technology sector. As the enthusiastic 
response of both security and IT brokers clearly evidenced, post-9/11 security 
provision would involve ventures aimed at maximum profitability, and the 
business of security would overlap considerably with the business of infor-
mation technology. In fact, long before 9/11, the information and security 
sectors were so tightly integrated as to be virtually inseparable; the major 
players in the IT sector were hard at work developing network security sys-
tems, and both state and private-sector entities conventionally understood 
as security providers had long since integrated IT into all manner of security 



100 | Finding the Face of Terror in Data

systems. Thus it was unsurprising to find an industry observer from Intelli-
gent Enterprise noting with optimism that “homeland security spending will 
help fuel an IT recovery. IT solution providers may some day look back on 
the War on Terror and be grateful for the opportunities born out of turmoil.”2

Such pronouncements not only articulated the overlapping dimensions and 
priorities of security and IT, they also offered a clear expression of the market 
logic that would define what “homeland security” and the “war on terror” 
meant in practice.

Proponents of biometrics in particular saw a major opportunity to capital-
ize on the emerging “homeland security” regime, and in fact to participate in 
the very construction of the strategies and programs that would define what 
homeland security looked like in practice. The 9/11 attacks happened at a time 
when vendors of facial recognition systems were beginning to experiment 
with real-world applications, from Department of Motor Vehicle offices in the 
United States, to voter registration systems in Mexico and other countries, to 
Smart CCTV experiments in London and Tampa. As we saw in chapter 1, the 
application of biometrics for the “securitization of identity” was already tak-
ing place to satisfy industry demand for priorities like network security, labor 
control, and consumer tracking. State agencies likewise had already begun 
adopting biometrics as part of the more repressive apparatuses of the penal-
welfare-immigration-control complex. In the language of cultural studies, the 
aftermath of 9/11 was a moment of articulation, where objects or events that 
have no necessary connection come together and a new discursive formation 
is established: automated facial recognition as a homeland security technol-
ogy, a means of automatically identifying the faces of “terrorists.” The interests 
of biometrics industry brokers to push their technologies after 9/11 translated 
well into the prevailing public policy and press response to the attacks: the 
frenzied turn to “security experts” to speculate as to the source of security fail-
ures and to provide recommendations for “stopping the next one.”3

The biometrics industry readily answered the call for expert knowledge 
of security issues and technologies, positing their identification systems as 
the solution to the new terrorist threat. The spokespeople for the biomet-
rics industry worked feverishly to promote biometrics as central components 
in new security systems and to situate themselves and their companies as 
“moral entrepreneurs” taking charge in a moment of national crisis. Indus-
try brokers issued press releases, appeared in the press on a regular basis, 
and testified before Congress as to the benefits of their products. Most impu-
dent, proponents of facial recognition technology repeatedly suggested that 
such systems could have prevented at least one if not all of the hijackings. 
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While military needs influenced the development of automated facial rec-
ognition since its inception as a research program, the technology took on 
special importance in state security discourse after 9/11, as advocates took 
the opportunity to catapult it from set of technological experiments into 
something more closely resembling what Bruno Latour calls a “black box”—
a functioning technology positioned as virtually indispensable to a secure, 
technological future.4 Facial recognition technology would ostensibly pro-
vide an accurate, objective, precision-guided means of identifying the faces 
of terrorists as they attempted to pass through airport security, border con-
trol stations, and a proliferation of other checkpoints. The technology prom-
ised to succeed where human security staffers failed, compensating for their 
imperfect, subjective perceptual abilities and limited memory capacities. 

This chapter examines the preoccupation with facial recognition technol-
ogy in the post-9/11 context, unpacking claims to its technical neutrality by 
investigating the cultural logic that defined the technology and the practical 
politics that shaped system development. While the promise of facial recog-
nition lay in its potential to individualize the terrorist threat by targeting spe-
cifically identified “terrorist” individuals, the effort to define it as a homeland 
security technology also made use of an implicit classifying logic, including 
rhetorical moves that resuscitated antiquated notions of deviant facial types. 
In practice, facial recognition technology seemed uniquely suited to identi-
fying the individual faces of “terrorists.” But in a more symbolic sense, the 
technology promised to provide a means of “protecting civilization” from a 
more generalized and racialized “face of terror.” Although facial recognition 
algorithms were not expressly designed to classify faces according to racial 
typologies, the symbolic authority of the technology in the post-9/11 context 
very much depended on the idea that it could in fact be used to identify a 
mythic class of demonic faces that had penetrated the national territory and 
the national imagination. The “facialization” of terrorism—defining non-
state forms of political violence with recourse to the racist logic of a mythic, 
demonized facial type—was prevalent in discourse about facial recognition 
technology, appearing alongside claims about its technical neutrality. 

If claims to the technical neutrality of automated facial recognition dis-
avowed the meanings assigned to it, they also denied the forms of social dif-
ferentiation it promised to accomplish, offering too narrow a view of how 
surveillance and identification systems function. The application of auto-
mated facial recognition for “terrorist” identification required more than the 
development of algorithms for digitizing the face or the deployment of bio-
metric capture devices. It also required the construction of a terrorist classifi-
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cation system—a technology for making up terrorists—that took the tangible 
form of a consolidated watchlist database. Like the central role of the archive 
in the application of photography to criminal identification, the database is 
at the heart of biometric system development. In order to understand how 
facial recognition systems function, it is crucial to have some sense of how 
facial image databases are constructed, especially the social forces govern-
ing their form and content. How are facial image databases populated? What 
identities are entered into a database and why? What information about 
them is archived? How is that information organized, and how is the “accu-
racy” of the information determined? As noted in the previous chapter, these 
are policy questions, as well as questions about the practical design of identi-
fication systems. But they are also questions about the meaning of facial rec-
ognition technology, and about the politics that inform system development. 
A close look at terrorist watchlist database consolidation demonstrates the 
way that classification systems, enshrined in the material form of the data-
base, construct rather than merely reflect the identities they purportedly rep-
resent. It also shows that, in practice, there is nothing neutral about the way 
computers are being programmed to “see” the face.5

Racializing the Terrorist Threat

On the eve of the second anniversary of 9/11, the New York Times published 
an op-ed piece by John Poindexter, the former national security adviser to 
Ronald Reagan best known for his involvement in the Iran-Contra scandal. 
Poindexter had recently been appointed as head of the Total Information 
Awareness program, a set of funding initiatives for research and develop-
ment into new data mining and analysis technologies that would make opti-
mal use of the full range of available public- and private-sector databases to 
gain knowledge about the identities and activities of “terrorists.” Although 
all the research programs gathered together under TIA existed in some form 
before its creation, in its newly organized form it received widespread criti-
cism as having an overly Orwellian mission to spy on Americans. As a result 
of bipartisan opposition to TIA, Congress moved to defund the program in 
the summer of 2003. Poindexter’s op-ed piece in the Times was an effort to 
defend TIA’s parent agency, DARPA, from further funding cuts, arguing for 
the importance of DARPA’s research programs and the agency’s neutrality 
with respect to any applications that resulted from the research it funded. 

If Poindexter’s appeal itself was important for what it revealed about the 
politics of military R & D in the post-9/11 context, it was less compelling than 



Finding the Face of Terror in Data | 103

the headline of the article and the image it conjured: “Finding the Face of 
Terror in Data.”6 Referencing sophisticated new techniques of data mining, 
the headline also carried with it powerful connotations of national contam-
ination, along with the implication that new digital technologies could be 
used to purify the nation of its enemies within. Computerized forms of data 
analysis and retrieval were continuously held out in the wake of 9/11 as a 
means of identifying hidden information vital to uncovering terrorist plots. 
The idea that Poindexter or DARPA or anyone else could “find the face of 
terror in data” implied that there actually existed a “face of terror,” a particu-
lar type of face characteristic of terrorists, and that large data sets could be 
mined in search of relationships and patterns that would reveal their identi-
ties. In other words, in the process of infiltrating civilized society, “terrorists” 
have left traces of their presence in the parallel world of data, society’s digi-
tal mirror image. Like Trojan horse computer viruses, they would need to 
be identified, isolated, and eradicated using the most sophisticated forms of 
data mining and analysis. The technological projects cobbled together under 
DARPA’s TIA program each claimed to provide a technical means of national 
purification, a sophisticated, high-tech approach to targeting external and 
internal threats to the population so that the nation could remain healthy 
and vibrant in the face of newly recognized hazards and contaminants. 

Neither Poindexter’s headline nor the article itself made explicit claims 
about facial recognition technology specifically, but it required no stretch of 
the imagination to see it there, as one among an array of technical means 
that would ostensibly help authorities locate the “face of terror” in the field 
of data circulating over global IT networks. In fact, one of the programs 
placed under the TIA umbrella during the program’s brief tenure was the 
“Human ID at a Distance” initiative, or Human ID for short, a DARPA pro-
gram formed after the bombing of the Khobar Towers U.S. military barracks 
in Saudi Arabia in 1996. Originally called “Image Understanding Force Pro-
tection,” Human ID provided funding to university research labs and pri-
vate companies doing research on biometric technologies, with the ultimate 
aim of developing and fusing multiple biometrics (face, voice, gait) into 
one, more robust automated sensory system that could identify individuals 
from a distance, such as around the perimeter of U.S. military installations. 
The goal was to develop image analysis technologies that could be applied 
to improve on military surveillance systems and protect U.S. military forces 
abroad, especially in the Middle East. 

DARPA’s Human ID biometrics funding initiative was part of a broader 
U.S. military strategy, no less than a “revolution in military affairs” aimed at 
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developing command, control, and communications technologies in order 
to achieve “global information dominance.”7 The history shared by computer 
science and engineering on the one hand, and military research and develop-
ment on the other, has been well documented.8 The drive to develop autono-
mous weapons systems in particular has been at the center of artificial intel-
ligence research since its inception, including the effort to invest computers 
with synthetic forms of perception (vision and hearing).9 Although the mili-
tary has never fully handed decision-making authority over to computers, 
military applications of AI have increasingly blurred the distinction between 
merely “advisory” and fully “executive” capabilities.10 The development of 
imaging technologies that could automatically identify targets “at a distance” 
has been a part of this effort to create new and more effective human-com-
puter war-fighting assemblages, with a certain level of authority and per-
ceptual capacity translated into automated systems. Fueled by a strategy of 
“global vision,” military R & D has aimed to integrate new visualizing tech-
nologies and weapons systems in order to form what Paul Virilio has called a 
“logistics of military perception,” whereby the major global powers dominate 
using technologies for attending perpetually and immediately to images and 
data, keeping targets constantly in sight.11 Under these conditions, according 
to Virilio, the perspective of “real time” supersedes the perspective of “real 
space” (invented by the Italians in the fifteenth century), and seeing over dis-
tance becomes virtually synonymous with contact—and killing—over dis-
tance. The war-fighting promise of automated facial recognition and related 
technologies lay precisely in their potential to identify objects automatically 
and “at a distance,” whether the final aim was to control, capture, or destroy 
these targets.12 In short, in the military context the aim of identification-at-a-
distance has been inescapably married to the tactic of killing-at-a-distance.

Political theorists have debated at some length about the paradoxical 
nature of the modern state’s sovereign claim to the right to kill. For Fou-
cault, this problem became especially salient with the emergence of political 
systems centered on the health and well-being of the population—in other 
words, with the rise of what he calls “biopower.”13 The historical emergence 
of this form of political power corresponds to the discovery, along with the 
formation of the sciences of demography and statistics, of a new object of 
state intervention in the eighteenth and nineteenth centuries: the population.
The life of the population itself, as an aggregate of bodies in circulation with 
one another and with their social and environmental conditions, became an 
object of intense political and scientific concern. The political technology of 
biopower became embedded in existing disciplinary techniques that targeted 
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the individual body, but took a broader view of the individual as a compo-
nent of a larger collective body, one that had its own qualities and required 
its own regulatory interventions. Along with the discovery of the population 
came the corresponding recognition of its variables and vulnerabilities—the 
forces, such as disease epidemics, draughts, crimes, suicides, and procre-
ative and child-rearing practices, that affected the health of the population. 
These forces in turn needed to be measured, evaluated, and intervened on in 
a manner that would make the population as a whole healthier, more secure, 
and more productive. A whole set of institutions and bodies of knowledge 
emerged to examine and deal with the health and security of the population, 
including medicine and public hygiene, insurance, individual and collective 
savings, safety regimes, and eugenics and antimiscegenation campaigns as 
well as other formal and informal regulatory controls on sexuality and repro-
duction.14 These bodies of knowledge were not strictly repressive but likewise 
aimed to productively define the range of active, normal, civilized forms of 
human subjectivity that would be appropriate for modern citizens living in 
“free” societies. 

The question arose, under emerging forms of biopolitical governance, 
as to how such political systems concerned centrally with the health, well-
being, and security of their populations could also claim the sovereign power 
to kill, “to call for deaths, to demand deaths, to give the order to kill, and 
to expose not only [their] enemies but [their] own citizens to the risk of 
death.”15 It is at this point, Foucault argues, that racism intervenes. Racism 
becomes “a way of introducing a break into the domain of life that is under 
power’s control: the break between what must live and what must die.”16 Rac-
ism enables the biopolitical differentiation of the population into categories 
of relative value in the name of the health and security of the population 
as a whole. When the security of the total population is paramount, racism 
becomes the means by which the state claims the legitimate right to kill, and 
especially to enable its citizens to be killed. To be clear, by “killing” Foucault 
does not simply mean murder as such, “but also every form of indirect mur-
der: the fact of exposing someone to death, increasing the risk of death for 
some people, or  .  .  . political death, expulsion, rejection, and so on.”17 The 
modern state “can scarcely function without becoming involved with racism 
at some point.”18

The biopolitics and associated forms of state racism that emerged in 
the eighteenth and nineteenth centuries are still with us today but con-
tinue to evolve and take new forms. “Racism does not  .  .  . move tidily and 
unchanged through history,” writes Paul Gilroy. “It assumes new forms and 



106 | Finding the Face of Terror in Data

articulates new antagonisms in different situations.”19 Likewise, new condi-
tions and instabilities have arisen that challenge the health of populations in 
large-scale societies, providing impetus for new forms of biopolitical inter-
vention.20 Many of the global instabilities and crises that the populations of 
modern nation-states face today are without a doubt what Anthony Giddens 
calls “manufactured risks”—that is, risks resulting not from natural forces 
external to human activity, but from human development itself, especially 
from the progression of science and technology.21 International terrorism 
is a paradigmatic example of a “manufactured risk,” arguably arising, in the 
most general analysis, as a result of diverse and even incommensurate cul-
tures coming in contact thanks to imperialistic and expansionist impulses, 
along with associated developments in communications and transportation 
systems. Of course, this is not the explanatory picture that is painted of ter-
rorist acts when they occur. Rather, they become acts of sheer and inexpli-
cable evil, and they provide perfect fodder for the intervention of racism into 
biopolitical forms of government. This was especially salient in the post-9/11 
context. As images of Osama bin Laden and the alleged hijackers circulated 
in the Western media, a powerful metaphoric image of the “enemy Other” 
took shape. The racialization of the enemy was virtually assured, providing 
a ready alibi for intensified state investment in the technological infrastruc-
ture to support the biopolitical differentiation of the population. Despite the 
language of “unidentifiable enemies,” finding the face of terror in data meant 
designing and deploying what Lisa Nakamura calls the “socioalgorithmics 
of race”—new technologies designed to target specific types of faces and 
bodies (those of Arab men, to be sure, but also all manner of other derelict 
identities).22

The practice of constructing a racialized image of a mythic enemy has 
long functioned as a way of solidifying and reinforcing national identity.23

At least since World War II, propagandists have recognized that “the job of 
turning civilians into soldiers” could be achieved through the uniquely effec-
tive tactic of superimposing a variety of dehumanizing faces over the enemy 
“to allow him to be killed without guilt.”24 The trope of the “face of terror” 
that circulated widely after 9/11 functioned in this way, offering a caricatured 
version of “the enemy,” while at the same time suggesting the existence of a 
terrorist facial type. Along with ubiquitous images of the faces of Osama bin 
Laden and the hijackers—the alleged unidentifiable enemies—the “face of 
terror” invoked specific objects: mug shots and grainy video images of Arab 
men. The trope resuscitated a history of creating archetypical racialized ene-
mies, along with the associated practice of “facialization,” Karen Engle’s term 
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for the process whereby “the face of a subject, which is believed to reveal 
an interior truth kernel or deep essence, comes to stand for the narratives a 
nation tells about itself.”25

It was not John Poindexter but Visionics Corporation that was the first to 
make use of the “face of terror” trope. In its initial effort to position itself at the 
center of the public-private security response to 9/11, the company released a 
policy “white paper” on September 24, 2001, titled Protecting Civilization from 
the Faces of Terror: A Primer on the Role Facial Recognition Technology Can 
Play in Enhancing Airport Security. The bold-faced claim that the technol-
ogy could “protect civilization” can be read as hyperbole only in retrospect; 
in the immediate aftermath of the attacks it represented a serious statement 
about the product’s capabilities. The “faces of terror” phrase, obviously used 
as clever means of positioning facial recognition technology as a solution to 
airport security, also must be understood in the grave climate of the moment. 
While ostensibly referencing the individual faces of the 9/11 hijackers as well 
as potential future terrorists, it had more general connotations as well, signi-
fying a metaphoric, racialized enemy Other—a demonic type of face that had 
penetrated both the national territory and the national imagination. 

Other uses of the “face of terror” trope in association with facial recogni-
tion technology followed. For example, the Technology, Terrorism, and Gov-
ernment Information Subcommittee of the U.S. Senate Judiciary Commit-
tee held a hearing on “Biometric Identifiers and the Modern Face of Terror: 
New Technologies in the Global War on Terrorism.”26 Like Visionics’ use of 
the metaphor, such references could be interpreted as merely clever turns of 
phrase if not for the seriousness of the moment and the extent to which they 
made unveiled claims about the existence of a terrorist facial type. The “face 
of terror” trope embodied both an individualizing and a classifying logic of 
facial representation, sliding from one meaning to another. Interpreted in 
correct grammatical terms, the phrase referred to individuals with expres-
sions of terror on their faces, but it was used instead in reference to the perpe-
trators of terrorist acts. The “face of terrorism” would have made more sense 
but was likely too explicit in its reference to a terrorist facial type. (George 
W. Bush came closest to using this reference in a statement announcing the 
FBI’s “most wanted terrorists” watchlist: “Terrorism has a face, and today we 
expose it for the world to see.”27) In its reference to a representative terror-
ist face, the trope could not help but resuscitate assumptions from the anti-
quated science of physiognomy about the existence of relationships between 
facial features and individuals’ essential qualities, including alleged inherent 
propensities for criminal or other deviant behaviors. 
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But the image of “the modern face of terror” promulgated after 9/11 did 
not take precisely the same form as its physiognomic predecessors. Repack-
aged in digital form and distributed over computer networks, it was more 
akin to a “virtual enemy”—the simulated adversary of what James Der 
Derian ironically calls the “virtuous war.”28 This type of war is built on a 
new war machine, “the military-industrial-media-entertainment network,” 
which merges simulation technologies with lethal weaponry, action movies 
and video games with civilian and military training exercises, and computer 
vision with “the logistics of military perception.”29 Specially designed for kill-
ing at a distance, this new war machine is no less violent than earlier forms, 
but claims to use high-tech war-fighting technologies in the service of virtue. 
When fighting the virtuous war at a distance, it is especially easy to kill the 
virtual enemy without guilt. And “the more virtuous the intention,” writes 
Der Derian, “the more we must virtualize the enemy, until all that is left as 
the last man is the criminalized demon.”30 In its metaphoric connection to 
automated facial recognition, the demonic face of terror functioned like Der 
Derian’s virtual enemy, invoking the image of a digitally generated avatar or 
morphed composite of “terrorist faces.” 

The mythic image of a morphed terrorist facial avatar embodied in 
the post-9/11 “face of terror” trope can also been seen as the antithesis 
of the now famous computer-generated image of a fictional woman’s face 
printed on the cover of Time magazine in the fall of 1993. Deemed the 
“New Face of America,” the image was morphed together from the facial 
images of seven men and seven women of various ethnic and racial back-
grounds, and was used to promote a special issue on “How Immigrants 
Are Shaping the World’s First Multicultural Society.” Feminist scholars 
found the Time cover full of familiar and problematic assumptions about 
race and gender. The notion of race and pure racial types remained deeply 
embedded in the technique of computer morphology, Evelyn Hammonds 
argued, and morphing was “at the center of an old debate about miscege-
nation and citizenship in the United States.”31 The way the fictitious female 
face conveniently substituted the bodiless practice of morphing for the 
flesh-and-blood reality of miscegenation similarly made Donna Haraway 
uncomfortable, particularly to the extent that it effaced a bloody history 
and promoted a false sense of unity and sameness.32 According to Lau-
rent Berlant, the “New Face of America” on the Time cover was “cast as 
an imaginary solution to the problems of immigration, multiculturalism, 
sexuality, gender, and (trans)national identity that haunt the U.S. pres-
ent tense.”33 The morphed image was feminine, conventionally pretty, light 
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skinned, and nonthreatening, preparing white America for the new multi-
cultural citizenship norm. 

Like Time’s fictitious multicultural citizen, the post-9/11 “face of terror” 
was a similar sort of fetishized object, but in reverse. “The modern face of 
terror” was a technologically constructed archetype, and one for which racial 
categories still deeply mattered despite the absence of overtly racist refer-
ences. Where the “New Face of America” allegedly represented progress 
toward an assimilated ideal, the “face of terror” trope deeply negated those 
same ideals of integration. The face of terror became an imaginary target for 
directed attention and hatred, but one that was likewise aimed at preparing 
the United States mainstream for new citizenship norms, especially the 
intensified practices of surveillance and securitization. Skillfully glossing 
over the tension between the individualizing and classifying logics of identi-
fication—“the tension between ‘identity’ as the self-same, in an individualiz-
ing, subjective sense, and ‘identity’ as sameness with another, in a classifying, 
objective sense”34—the “face of terror” trope helped to construct terrorism as 
a problem with a specific technological solution: computerized facial 
recognition. 

Left:  “The New Face of America,” Time magazine’s infamous morphed cover image 
“created by a computer from a mix of several races,” November 18, 1993.
Right:  “TARGET:  BIN LADEN,” Time cover image close-up of Osama Bin Laden’s face, 
October 1, 2001.
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Security Through Intelligence-Based Identification

Precisely how would facial recognition technology be used to identify the 
faces of “terrorists”? Proponents of the technology were well aware that it was 
not capable of identifying a “terrorist” facial type, and no credible author-
ity ever made an explicit claim to that effect. In practice, facial recognition 
systems were being designed to identify individual faces, not classify facial 
types, an aim most developers would have recognized as a misguided techni-
cal goal. Instead, the technology promised to enable the faces of individuals 
designated as “terrorists” to be identified one by one. Individual faces cap-
tured by security cameras in airports and other areas would need to be auto-
matically extracted from images, normalized to conform to a standard for-
mat, and digitized to produce mathematical “facial templates.” But working 
systems would depend on more than the digitization of facial images or the 
installation of biometric capture devices. Significantly, identifying the faces 
of specific individuals designated as terrorists would also require amassing 
facial image databases to serve as the memory for automated identification 
systems. Every individual face to be identified would have to be included in 
a watchlist database. A massive and complex machinery of vision, built on 
an enormous image data-banking effort, would be required to make facial 
recognition systems function for “terrorist” identification. 

The policy white paper that Visionics released two weeks after 9/11, 
Protecting Civilization from the Faces of Terror, offered a plan for integrat-
ing facial recognition technology into airport and other security systems, 
emphasizing the critical need for a major intelligence gathering effort to 
build the terrorist watchlist.35 The document called for a large-scale initiative, 
“not only a drastic overhaul of the entire security infrastructure of airports, 
ports of entry and transportation centers in this country, but also around the 
world.”36 Under the heading “Security Through Intelligence-Based Identifi-
cation,” the authors outlined five applications for airport security and bor-
der control: facial screening and surveillance; automated biometric-based 
boarding; employee background screening; physical access control; and 
intelligence data mining. The white paper defined automated facial recogni-
tion as an already functioning technology, but one that required more “intel-
ligence” in the form of knowledge of terrorist identities and photographs of 
their faces. Stopping short of providing the criteria for the designation of 
individuals as “terrorists,” the authors enlisted “intelligence agencies around 
the world” to take responsibility for building these databases of terror-
ists’ faces, which could then be used “to track them through computerized 
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facial recognition as they travel from country to country.” Once databases 
of terrorist faces were built from “covert photos and video footage supplied 
by operatives in the field,” they could be networked together to provide an 
archive of terrorist identities for matching against facial images captured at 
airports and ports of entry to the United States. According to the company, 
the Visionics FaceIt system, then in the “deployment phase,” would make it 
possible “to rapidly, and in an automated manner, use video feeds from an 
unlimited number of cameras and search all faces against databases created 
from various intelligence sources and formats,” and then notify security or 
law enforcement agents in real time when the system located a match.37 The 
watchlist database would be at the center of an effective, functioning facial 
recognition system for terrorist identification.

Long before the emergence of the database form, image classification sys-
tems, enshrined in physical archives, played a central role in the application 
of photography to the procedures of official identification. The role of the 
archive and archival practices gained importance with each innovation in 
photographic reproduction. As Allan Sekula has argued, in the application 
of photography to criminal identification systems in the nineteenth century, 
the camera alone was a limited technology.38 The contribution of photogra-
phy to identifying criminals came with its integration into a larger ensemble, 
“a bureaucratic-clerical-statistical system of ‘intelligence.’”39 The central arti-
fact of criminal identification was not the camera, according to Sekula, but 
the filing cabinet. Sekula foregrounds the central role of the photographic 
archive as an apparatus of truth production in the Foucauldian sense. Archi-
val systems organize and categorize the visual in ways that do not just reflect 
preexisting classification schemes but actually create them in the archiving 
process. Sekula describes the photographic archive as a “clearinghouse of 
meaning.”40 It “liberates” photographs from the context of their original use, 
offering them up for a greater number and variety of future uses. It allows 
new meanings to supplant the meanings derived from the original contexts 
in which photographs were taken. Yet archives also establish an order on 
their contents, operating according to an empiricist model of truth. 

The electronic database form has inherited these characteristics and 
in many ways amplified them. The database differs from the conventional 
archive because it allows the user to access, sort, and reorganize hundreds, 
thousands, and sometimes millions of records, and it assumes multiple ways 
of indexing data.41 The digital reproduction of information, the screen inter-
face, software technology, and other features of the database form distinguish 
it from physical filing systems. And as a recent manifestation of the archival 



112 | Finding the Face of Terror in Data

form, the database serves as “a new metaphor that we use to conceptualize 
individual and collective cultural memory,” as Lev Manovich has argued.42

The database functions as discourse, according to Mark Poster, a way of con-
figuring language that constitutes subjects.43 It is both an abstract paradigm 
and concrete mechanism for organizing information. 

For most of its existence, the database form has been associated with the 
storage of text-based coded information, but databases are now increasingly 
used to house visual information as well. Thanks in part to the availability 
of cheap digital cameras, along with more computer storage and process-
ing power, a veritable “avalanche of images” is flooding into databases. The 
image database is a cultural form of increasing significance in the organiza-
tion of visual perception and visual meaning, and a technology that plays a 
central role in the effort to build computer vision systems. In both their form 
and content, image databases define the parameters of what computers can 
be programmed to “see.” 

Surveillance systems have long been designed to incorporate both visual 
and text-based forms of information; however, new techniques of digitiza-
tion, database building, and image retrieval are being designed to provide 
more effective and automatic ways of processing and organizing visual 
media, including both still photographs and moving images (including an 
abundance of images generated from surveillance video). Oscar Gandy has 
used the term “panoptic sort” to describe a form of “high-tech, cybernetic 
triage” that uses databases of transaction-generated data to sort individu-
als according to their presumed economic or political value.44 Gandy’s use 
of the term “panoptic” is metaphorical—his analysis of the “panoptic sort” 
emphasized the use of text-based, coded information for the social sorting 
of people, rather than visual or optical information. But the “panoptic sort” 
is taking on a more literal, optical dimension along with the growth of image 
databases and the development of digital techniques of visual image process-
ing. In the case of facial recognition systems, the aim is to translate images 
of the face into coded information and to automatically connect those coded 
facial images to text-based, documentary information about individuals. 
As noted in chapter 1, facial recognition technology promises to more thor-
oughly and effectively integrate visual and documentary modes of surveil-
lance, which is precisely the innovation that makes it such a potentially pow-
erful technology. 

Given that database technology is becoming such an important part of the 
organization of visual information, how do we visualize the database? What 
does a database look like? Most likely what we visualize is the software inter-
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face, which most directly positions us as subjects relative to a database. Take 
for example a familiar image of a database-software interface: the screen 
image of the criminal or “Most Wanted” database. An updated version of 
the outlaw “Wanted” poster, the Most Wanted database serves an important 
symbolic function as a cultural image of law and order. The Most Wanted 
database is a common image in popular crime dramas, for example, where 
it tends to have fairly extraordinary search capabilities. Screen images that 
resemble the popular crime drama versions of the Wanted database can be 
found on the Internet, including one at the website for the television show 
America’s Most Wanted (AMW) and one at the government website for the 
FBI.45 The graphic design of the AMW website simulates a crime database 
interface. On the top of each page, visitors to the site see that their “Database 
Status” is “Online” and their “User Access” is “Approved.” The production 
values of the AMW site surpass the FBI’s “Most Wanted Terrorists” website, 
but otherwise the sites are similar in form. Both display rows and columns 
of mug shot photographs of wanted individuals, and each digital photo is 
itself a hyperlink to an individual record with additional information about 
the wanted person. Navigating these sites invites Internet users to envi-
sion themselves as intelligence agents, accessing information about wanted 
individuals in case of a personal encounter, or doing their patriotic duty to 
inform themselves about the nation’s enemies. 

The simulated versions of the Most Wanted database found at these pro-
motional websites convey a particular image of how a watchlist database 
functions. As much through their design as their content, the sites appear 
to provide authoritative, unambiguous, empirical information about the 

The FBI’s ten “Most Wanted” 
fugitives listed at the website for 
the television show America’s 
Most Wanted. The names and 
mug shots are hyperlinks to 
pages containing more detailed 
profiles on each wanted 
individual.
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identities of the individuals depicted. The screen interface creates a “navi-
gable space” for the database user, and the software enables automated search 
capabilities, making it easy to peruse the sites, view the images, read about 
dangerous identities, and even report back to authorities with more infor-
mation. Web browsers are themselves software interfaces that allow users to 
access databases that store the contents of the World Wide Web. Using these 
browsers, we need little or no knowledge of Internet protocols or other tech-
nical standards that make the information retrieval methods work to provide 
us with search results. In fact, web browsers and search engines are explic-
itly designed to shield users from the complexity of Internet architecture and 
information retrieval. Most well-designed software interfaces function in 
this way, as “user-friendly” tools that allow ease of access to and manipula-
tion of data.

But there are drawbacks to the user-friendliness of the software interface. 
Most significant, the software interface can become a technology of reifica-
tion, alienating users from the sources of the information they access and the 
processes involved in information retrieval, especially the algorithmic tech-
niques that determine the relevancy and ranking of information. As a result, 
the ease of use of the software interface can invest selective search results 
with a misplaced concreteness. Users become increasingly disconnected 
from where the data comes from and the decisions that govern what data is 
available. As Helen Nissenbaum and Lucas Introna have shown, the seem-
ingly neutral process of information retrieval conceals the politics of search 
engine design, which tends to overvalue certain sources of information, 
especially those that are already prominent, while rendering other, less vis-
ible sources more obscure and difficult to find.46 Search engine design deci-
sions can have a powerful impact on search results, defining the parameters 
of relevancy and the range and rank order of information to which users gain 
access. 

In creating “user-friendly” forms of information retrieval, the software 
interface and database form introduce new layers of mediation between clas-
sification systems and end users of those systems. Like physical filing sys-
tems, a database embodies and helps to produce a classification system for 
the information it contains. And while the database might appear to pro-
vide an empirical and technically neutral means of classifying and organiz-
ing information, in reality every system of classification is itself a process of 
social construction that involves particular choices and ways of defining and 
differentiating classes of objects that do not exist as such prior to the devel-
opment of that system. Classification is a technology visibility, a technology 
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of knowledge and truth production, rather than itself an embodiment of the 
material reality that it defines and differentiates. Systems of classification 
“form a juncture of social organization, moral order, and layers of technical 
integration,” as Bowker and Star have argued; they are “artifacts embodying 
moral and aesthetic choices that in turn craft people’s identities, aspirations, 
and dignity.”47 Classification systems designed into physical filing systems 
impose an order on their contents in the archiving process. Computerization 
in turn facilitates the standardization of classification systems and their dis-
tribution across contexts, multiplying their uses and effects. And as systems 
become more standardized, the decisions that have gone into devising clas-
sification systems recede into the deep structure of technical forms. “When 
a seemingly neutral data collection mechanism is substituted for ethical 
conflict about the contents of the forms,” write Bowker and Star, “the moral 
debate is partially erased.”48

We can begin to see this process of erasure in the way that the AMW
and FBI websites portray the dossiers of the individuals designated as “most 
wanted.” At these easy-to-navigate websites, the information is presented 
with authority and simplicity; there appears to be no ambiguity or uncer-
tainty about the identities of the individuals depicted. Clicking on the pho-
tograph of a man named Ibrahim Salih Mohammed Al-Yacoub at the FBI 
website, for example, leads to a page containing the following information in 
bold, capital letters: 

conspiracy to kill u.s .  nationals;  conspiracy to mur-
der u.s .  employees;  conspiracy to use weap ons of mass 
destruction against u.s .  nationals;  conspiracy to 
destroy propert y of the u.s . ;  conspiracy to at tack 
national defense u tilities ;  bombing resulting in 
death;  use of weap ons of mass destruction against 
u.s .  nationals;  murder while using destructive device 
during a crime of violence;  murder of federal employ-
ees;  at tempted murder of federal employees. 49

Just below this information about Al-Yacoub are two black-and-white mug 
shots, followed by demographic data, a note indicating that he was indicted 
for the Khobar Towers military barracks bombing, another notifying readers 
of a five-million-dollar reward, and finally, links to lists of FBI offices and U.S. 
embassies and consulates. The text presents the identity of this individual 
in no uncertain terms, and visitors to the site need not question the source 
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or factual nature of the information presented. Al-Yacoub, as described and 
pictured, is clearly a “terrorist.”  

Like the cultural representations of the watchlist database found in popu-
lar crime and spy dramas, this particular image of the watchlist database does 
important work for what William Bogard calls “the imaginary of surveillant 
control”—creating the powerful image (if not the practical reality) of surveil-
lance system capacity.50 Although visitors to this website can access specific 
information about the identities of wanted individuals, this simulated ver-
sion of the watchlist database performs more of a symbolic than a practical 
role in the identification of terrorists. The site offers up a set of images of the 
“faces of terror” for the national imagination, and aims to present an authori-
tative impression of the intelligence gathering efforts of the state. In addition, 
while neither the AMW nor the FBI website makes use of or even mentions 
facial recognition systems, both sites do important work in defining a com-
pelling social need for facial recognition technology and speak to its condi-
tions of possibility. They underscore the central role of the watchlist database 
in the design of terrorist identification systems, and the way that the empiri-
cal claims to truth about the database depend to a significant extent on tech-
nical design strategies that conceal the underlying complexity, ambiguity, 
and socially constructed nature of classification systems. 

Profile page for Ibrahim 
Salih Mohammed 
Al-Yacoub, one of the 
FBI’s “Most Wanted 
Terrorists.” http://www.
fbi.gov/wanted/terrorists/
teralyacoub.htm.

http://www.fbi.gov/wanted/terrorists/teralyacoub.htm
http://www.fbi.gov/wanted/terrorists/teralyacoub.htm
http://www.fbi.gov/wanted/terrorists/teralyacoub.htm
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Terrorist Watchlist Database Consolidation

Although the AMW and FBI websites perform more of a symbolic than a 
practical function in the construction of criminal and terrorist identification 
systems, the records they display are in fact drawn from actual criminal and 
terrorist watchlists compiled by state agencies to be used for identifying and 
apprehending targeted individuals. A closer look at the politics of watchlist 
database building sheds further light on the classifying logic that informs the 
application of facial recognition technology for terrorist identification. Pro-
gramming computers to “see” the faces of “terrorists” would require build-
ing a database of facial images that would define the parameters of faces a 
facial recognition system would identify. But building the terrorist watchlist 
database has turned out to be a challenging prospect, heavily inflected with 
the practical politics involved in devising classifications and standards, not 
least those that aim to assign categories of human identity and standardize 
those categories across populuations.51 “Whatever appears as universal or 
indeed standard,” write Bowker and Star, is in reality “the result of negotia-
tions, organizational processes, and conflict.”52 The effort to build a terrorist 
watchlist database provides a special case in point. 

The notion that better use of watchlists may have disrupted the activities 
of the 9/11 hijackers was a common theme in post-9/11 policy discussions. 
The 9/11 Commission, for example, was dismayed to find that before the 
attacks, the U.S. intelligence community did not view building and main-
taining watchlists as vital to intelligence work. After 9/11, security agencies 
built out watchlists with a vengeance, investing more labor, more money, and 
more machinery into the watchlisting effort. Significantly, more people were 
placed on watchlists, and the terrorist watchlist became an expanding archive 
of problem identities. Or more precisely, as several federal audits determined, 
it was an expanding set of archives—separate databases dispersed in different 
locations, compiled and used by different agencies and actors in ad hoc and 
inefficient ways. Another central problem underlying the intelligence failures 
of 9/11, according to government reports and policy discussions, was the lack 
of consistent information sharing among intelligence agencies. The consoli-
dation of the watchlists among various agencies within the Departments of 
State, Treasury, Transportation, Justice, and Defense became a pressing polit-
ical priority. 

As the Bush White House began to impose a consolidation program on 
individual security agencies, the challenge and complexity of database con-
solidation soon became evident. Two years after 9/11, a General Accounting 
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Departments,  Agencies ,  and Their Watch Lists
(Twelve separate watchlists maintained by five separate U.S. federal departments, to be consolidated by the Terrorist Screening Center.)

Department Agency/Department subcomponent Watch list

State
Bureau of Consular Affairs Consular Lookout and Support
Bureau of Intelligence and Research TIPOFF

Treasury Customs Interagency Border Inspectiona

Transportation TSA
No-Fly
Selectee

Justice

INS
National Automated Immigration Lookout
Automated Biometric (fingerprint) Identification Systemb

U.S. Marshals Service Warrant Information

FBI
Violent Gang and Terrorist Organization Filec

Integrated Automated Fingerprint Identification
U.S. National Central Bureau for Interpold Interpol Terrorism Watch List

Defense Air Force (Office of Special Investigations) Top Ten Fugitive

Source: GAO.
a. Interagency Border Inspection operates as a part of Customs’ Treasury Enforcement Communications System, commonly referred to as TECS.
b. INS is in the process of integrating this system with the FBI’s Integrated Automated Fingerprint Identification System.
c. This list is part of the FBI’s National Crime Information Center.
d. Interpol (International Police Organization) is an intergovernmental organization made up of 181 member countries for the purpose of 

ensuring cooperation among the world’s law enforcement entities. It is headquartered in Lyon, France. The U.S. National Central Bureau for 
Interpol, within the Justice Department, serves as the U.S. member of Interpol and facilitates dissemination of Interpol watch list information 
to federal, state, and local agencies.
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Office report found that nine federal agencies were still maintaining twelve 
separate watchlists, with only sporadic and haphazard information sharing 
among them. These databases contained a wide variety of data, with no stan-
dard or unified set of criteria for who was in the databases, why they were 
included, or what information about them was retained. Information sharing 
was hindered by a host of other factors, including not only the “cultural dif-
ferences” among disparate agencies but also the problem of database incom-
patibility. The databases of the various agencies were designed for different 
purposes, by different people, using different software and coding systems, 
and so were not readily amenable to system integration. 

In response to these and other problems, the White House established a 
new FBI organization called the Terrorist Screening Center (TSC) in Sep-
tember 2003, the latest in a series of consolidation initiatives.53 The TSC’s 
main purpose would be to develop and maintain a consolidated database, 
one that had full biometric capabilities and real-time connectivity to all sup-
porting databases. The center would be responsible for making appropriate 
information accessible around the clock to state and local law enforcement 
agencies, select private-sector entities, and select foreign governments. By 
January 2004 the new head of the center, Donna Bucella, testified before the 
9/11 Commission that her agency was up and running. Just four months after 
it was established, the TSC was operating a centralized terrorist database and 
a twenty-four-hour call center for “encounter identification assistance.”54

But a Justice Department audit report released over a year later painted 
a different picture, identifying a litany of problems with the database con-
solidation effort.55 The report indicated that the centralized database had a 
significant number of duplicate records, containing inconsistent and even 
contradictory information, and that the size of the database differed radi-
cally from one phase of development to another. There was a lack of con-
nectivity between the central database and the participating agencies, pri-
marily because many of the agency systems did not support automated data 
sharing—each of their computer systems would need to be upgraded, which 
could take years. There were also inconsistencies in the coding of records: 
for example, over thirty thousand records had “handling codes” that did not 
correspond to something called their “INA codes.” Handling codes indicated 
what protocols agents should follow in the event of a positive identification 
with a suspect; INA codes indicated how the individual was associated with 
international terrorism. Some of the records had handling codes that were 
too lenient relative to their INA codes, others were too severe, and some of 
the records had no handling codes at all. The coding scheme in general was 



120 | Finding the Face of Terror in Data

not always appropriate to all the records in the database. For example, there 
was nothing corresponding to an “INA code” for domestic terrorists (who 
were in fact included in the database), so domestic terrorists were automati-
cally assigned international terrorism codes. Significantly, the consolidated 
database could store biometric data (such as a photograph), but it did not 
have the capacity to search based on biometrics, so screening continued to 
rely exclusively on name-based searches. Some known terrorist suspects 
were missing from the database, and many records were missing important 
information.56 The report also noted that some of the records in the new con-
solidated database were missing the code that designated their originating 
agency.57

As the lengthy list of problems suggested, the watchlist database consoli-
dation effort was a complex, labor-intensive, and highly imperfect process. 
The reality of watchlist consolidation ran counter both to prevailing popular 
conceptions of the watchlist database (like those found in popular crime and 
espionage dramas, and at the AMW and FBI websites), and to the seemingly 
straightforward industry proposals for large-scale, networked terrorist iden-
tification systems. While there was certainly a general awareness of the lack 
of information sharing among U.S. federal agencies, the extent and complex-
ity of the problem of database building was shrouded in a reified notion of 
the database as an empirical, truth-telling technology. While the database is 
of course a powerful technology of truth, its truth-telling capacities depend 
to a significant extent on the way a database is designed, the assumptions 
behind the classification system that it embodies, and the specific purposes 
for and conditions under which it is populated. This is not to say that data-
bases cannot yield unanticipated answers, take new forms, or be applied to 
unforeseen uses. But database building and consolidation are especially chal-
lenging processes, fraught with error and ambiguity. No matter how well 
executed, the database consolidation process itself would have important 
consequences for the form and content of the resulting classification sys-
tem. Rather than merely organizing information and offering a transparent 
reflection of reality, the database form in fact helps constitute the objects it 
purportedly represents. And consolidating disparate databases involves stan-
dardizing their form and contents, thereby transforming those contents in 
the process. As the head of the Terrorist Screening Center said in front of 
9/11 Commission, the individual databases of different intelligence agencies 
“were created to support the mission of the individual agencies, [they] are in 
many instances, their case management systems, not terrorist watch lists.”58

In the transfer of data from uniquely devised “case management systems” 
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to the consolidated watchlist, new terrorists were born. What was a “case” 
particular to an agency investigation became a more generalized “terrorist 
identity.” 

In short, one of the most problematic effects of terrorist watchlist expan-
sion and consolidation was a broadened definition of “terrorist” to include 
a diverse array of problem identities. Like the archive before it, the consoli-
dated watchlist database liberated individual records from the context of 
their original use, offering them up for new meanings and new uses in the 
“war on terror.” At the same time, the database operated according to an 
empiricist model of truth, so that this transformation of meaning and use 
was construed as a technical matter of engineering a more efficient and logi-
cal information architecture. The twice-removed status of individual records 
in a consolidated watchlist left the new uses of the archived identities that 
much further from the context of their original designation as a terrorist or 
other problem identity. Watchlist database consolidation rendered the “ter-
rorist” designation in technical form, rationalizing and instrumentalizing 
it as a matter of technical procedure. And the deployment of an ostensibly 
objective definition of the terrorist identity occurred under the veil of empir-
icism and technical neutrality that the image of the database afforded. 

Seeing the Faces of Terrorists

The difficulties with the terrorist watchlist database consolidation effort 
underscore the persistent problems involved in building stable identification 
systems, pushing standardized identity categories back out into the world in 
order to differentiate populations according to categories of privilege, access, 
and risk. In spite of every effort at stabilization, argues Jane Caplan, iden-
tification systems are fundamentally unstable, precisely because their pur-
pose is to stabilize the inherently unruly concept of identity.59 Photography 
was originally applied to identification systems in an attempt at stabilization 
and modernization, to help visually bind identities to faces and bodies in 
order to control for the subjective, interpretative, imperfect, and highly vari-
able ways that human beings looked at and identified one another’s faces. 
Automated facial recognition is designed to further assist, and even replace 
in some cases, the subjective human practice of facial identification, again 
with the aim of standardizing identification systems and stabilizing human 
identity. But as the inescapable archival basis of this process suggests most 
acutely, the instability of identity cannot be resolved through additional lay-
ers of technical integration. “Even in its most controlling and technologized 
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forms,” identification is “based on a concept that is itself difficult to stabilize 
and control”—the concept of identity.60

Despite the seemingly unambiguous ways in which post-9/11 security 
discourse wielded the trope of the “terrorist” or the “face of terror,” there is 
perhaps no category of identity as unruly and unstable as that of the “ter-
rorist,” a fact that comes into sharp relief in the case of the terrorist watch-
list consolidation effort. Devising a consolidated watchlist database for ter-
rorist identification was a biopolitical project, one that inescapably bound 
the security of the population to the state’s sovereign claim to the right 
to kill. Killing here meant not just to literally murder people but also to 
increase the risk of death for some people, inflicting “political death, expul-
sion, rejection, and so on.”61 Although automated facial recognition has not 
quite materialized as a functioning technology for terrorist identification, it 
nevertheless promises to facilitate precisely these biopolitical aims, working 
with expanding databases of mug shot images. But regardless of whether 
individuals designated as terrorists can be identified using automated forms 
of facial recognition, the virtual face of terror serves a key biopolitical func-
tion, brandished as a weapon to justify state racism and define the war on 
terror as a virtuous one. 

The drive to stabilize identity by automating the perceptual labor of iden-
tification connects innovations in identification systems with debates about 
the nature of visual perception and its relationship to photographic technol-
ogies. Scholars of visual culture have debated at some length the implications 
of new visual media technologies for our understandings and experiences of 
sight and vision. Does the automation of vision open up our experience of 
the visual world to new possibilities, or is machine vision having repressive 
and even blinding effects on how we see the world? Paul Virilio has perhaps 
the bleakest diagnosis.62 In the drive to automate visual perception, he sees 
inherent imperialistic and militaristic impulses. The technologies of war and 
cinema have been developed in concert, enabling both the visual augmenta-
tion of military logistics as well as the militarization of societies and their 
mobilization for war. If machines can “see” in Virilio’s analysis, they have a 
frightening tendency do so with an eye for bloodshed. Kevin Robins similarly 
sees inhuman and inhumane propensities in new visual media technologies. 
For him, they embody a desire to disavow the reality of the world’s events 
and place distance between people and the worlds they inhabit. “Techno-
logically mediated vision,” writes Robins, “developed as the decisively mod-
ern way to put distance around ourselves, to withdraw and insulate from the 
frightening immediacy of the world of contact.”63 Automation goes hand in 
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hand with the rationalization of vision, according to this view, and the devel-
opment of prosthetic visual devices separates visual perception from the nat-
ural capacities of the human body. The “relentless abstraction of the visual” 
through computerized imaging technologies has involved “relocating vision 
to a plane severed from a human observer,” robbing humans of their privi-
leged status as perceiving subjects.64

Others take a different view of technologically enhanced vision. John 
Johnston has argued that critics like Virilio wrongly assume a stark oppo-
sition between the human and the technical, and this assumption imposes 
limits on reflection about vision and visual culture.65 Johnston does not 
believe that human vision can be opposed to machine vision, instead using 
the Deleuzian concept of “machinic vision” to theorize “an environment of 
interacting machines and human-machine systems,” as well as “a field of 
decoded perceptions that . . . assume their full intelligibility only in relation 
to [machines].”66 In other words, new human-machine assemblages cre-
ate new possibilities for the subjective experience of sight, for what vision 
means and how it works, and for how humans and machines collectively see 
the world. Donna Haraway similarly argues that humans are already ines-
capably embedded with visual media technologies. It is in the intricacies of 
these embedded relationships between humans and technologies, she argues, 
“that we will find metaphors and means for understanding and intervening 
in the patterns of objectification in the world, that is, the patterns of reality 
for which we must be accountable.”67

Johnston and Haraway are right to argue that human visual perception 
is inescapably integrated with technical forms, that visual forms of percep-
tion are constituted not by human bodies alone but through assemblages of 
human vision, visual devices, and techniques of observation. But whether 
humans will ever use the changing vantage points afforded by new forms of 
“machinic vision” to see the world differently remains to be seen. In the pro-
cess of designing new technologies of vision, our subjective forms of visual 
perception are themselves being reinvented. What seems cause for concern 
about this process is how rarely (if ever) it leads to radically new ways of see-
ing, instead reinscribing, in more effective ways, existing power relationships 
and dominant modes of vision. Any celebration of the radical possibilities 
opened up by new human-machine visual assemblages must be tempered by 
a recognition that a certain set of institutional actors and their constituen-
cies are the primary agents and beneficiaries of emergent forms of “machinic 
vision.” It may in fact be misguided to hold out a nostalgic attachment to 
the natural capacities of human perception unadulterated by mediated 
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forms. But it is likewise mistaken to turn a blind eye to what are clearly the 
dominant forms of human-machine perception, forms that incorporate and 
authorize very particular ways of seeing the bodies and faces of others.

In their development and practical applications, automated facial rec-
ognition systems make use of socially constructed classification systems 
for defining and standardizing identity categories. Formalizing these clas-
sification systems, amassing databases of facial images, and implementing 
new identification technologies are institutional projects being undertaken 
mostly by state agencies, law enforcement actors, and business entities. But 
there are also ways in which these projects and their associated practices 
are taking shape at the level of the individual, imported into the realm of 
everyday practice for a certain class of security-conscious, tech-savvy citi-
zens. Individual users are participating in the project of facial image data-
base building, taking photographs of faces, storing them in databases on 
their computers, and migrating them online. They are also being invited to 
participate in the development of facial recognition technology by experi-
menting with software prototypes designed for individualized use. The next 
chapter examines how the securitization of identity is imported into the self-
fashioning activities of tech-savvy individuals through the introduction of 
consumer applications of facial recognition technology.
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4
Inventing the Security-Conscious,
Tech-Savvy Citizen

Welcome to MyFaceID, your personal facial recognition service!
—http://www.myfaceid.com/, June 25, 2008

In early 2008, Lenovo, the company that acquired IBM’s PC divi-
sion, released a new line of laptops equipped with VeriFace facial recog-
nition software. Instead of using a password to log in to their computers, 
users of these laptops have their pictures taken and verified against previ-
ously enrolled facial images. The software supports multiple user accounts 
and keeps a log of photos of everyone who attempts to access the computer. 
Also in 2008, a German software company called Betaface introduced an 
online facial recognition search engine, called MyFaceID, that allows users 
to upload photos of people’s faces and match them against other faces in the 
MyFaceID database. Along with its web release, Betaface launched a plat-
form application for the social network site Facebook, which, according to 
product descriptions, subscribers could use to automatically process their 
photos, find faces, “tag” them with the names of the people depicted, and 
search for facial resemblances.1

Previous chapters have focused on applications of facial recognition 
technology designed for institutional users—how the needs of businesses 
enterprises, police departments, and state agencies to secure networks and 
enhance their surveillance and identification systems have shaped the effort 
to program computers to “see” the face. As we saw in chapter 1, the deploy-
ment of biometric systems has been a protracted process taking shape across 
a range of sectors, from the banking, finance, and credit card industries to 
state DMV offices, prisons, welfare agencies, and border and immigration 
control systems. Despite the best efforts of proponents, the desirability of 
automated facial recognition and other types of biometrics has been far 
from self-evident to everyone. One of the key obstacles to more widespread 
implementation of biometric technologies has been what the biometrics 

http://www.myfaceid.com/
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industry refers to as “user acceptance.” The institutionalization of biometric 
identification requires the habituation, co-optation, and cooperation of end 
users.

This chapter seeks to examine how social uses of facial recognition and 
other biometrics are being defined at the level of individual users, and 
how the securitization of identity is incorporated at the level of individual 
practice. While biometric identification systems are being envisioned and 
designed mainly for large-scale, database-driven, institutional uses, develop-
ers have experimented with consumer applications—hardware and software 
systems designed and marketed for individual users. These consumer appli-
cations help to enlist the cooperation of individual users in the process of 
biometric system development and institutionalization. Although consumer 
applications are not being developed for the express purpose of enlisting 
user acceptance of biometrics, they nevertheless help to put the technologies 
into practice at the level of the everyday, self-fashioning activities of “tech-
savvy citizens”—people for whom technical competency and active partici-
pation in their own self-government are two mutually constitutive respon-
sibilities. Responsible, security-conscious citizens are expected to not only 
own and make use of a wide range of digital technologies in their everyday 
practices, but also to secure, manage, and optimize their devices and per-
sonal data. Consumer applications of biometrics are designed with the new 
responsibilities and competencies of the security-conscious, tech-savvy citi-
zen in mind. 

To explore how consumer applications of biometrics link up to the 
needs, desires, and demands of tech-savvy citizenship, I examine two types 
of consumer applications. First, I look at personal security applications—
shrink-wrapped versions of facial recognition and other types of biometrics, 
designed and marketed as tools for helping individuals secure their own 
property, devices, and data from unauthorized access or theft. Here auto-
mated facial recognition is cast as a technology that can help individuals pro-
tect their privacy and property. Consumer biometrics are included among 
the range of requisite techniques for securing oneself from theft, not only of 
one’s electronic devices and other belongings, but also theft of one’s identity 
itself. These personal security applications embody the logic of “individu-
alized security” associated with neoliberal political rationality, posited as a 
means of enabling individuals to take responsibility for their own security.2

The second type of consumer application I discuss in this chapter is facial 
recognition software designed for the management of personal photo collec-
tions and online photo sharing. By 2008, facial recognition software proto-
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types were accessible on social networking sites, designed to enable users to 
manage their personal photo collections and search for faces among other 
users’ profiles. As consumers have adopted digital cameras and computer 
storage, the quantity of photos that they take has increased exponentially, 
making the organization of personal photo archives an especially challeng-
ing task. Moreover, online photo sharing sites like Flickr, Riya, and Picasa, 
as well as social network sites like MySpace and Facebook, have enabled 
these vastly expanding photo collections to migrate online, giving them a 
decidedly more public presence. Photo management applications of facial 
recognition technology have been envisioned as a way of helping users iden-
tify faces in images, organize their photos by faces, and establish connec-
tions based on automated visual comparisons. Google’s 2006 purchase of 
Neven Vision, a tech firm specializing in automated object and facial rec-
ognition, was one indication that the major brokers of the online economy 
were beginning to take seriously the application of facial recognition tech-
nology for photo archive management. As we will see, Internet users are not 
only invited to adopt online prototypes of facial recognition software, but 
also to experiment with these beta software applications and offer feedback 
to developers, thereby participating in the development and evaluation of 
the technology. This model of participatory, “interactive” involvement in the 
design of facial recognition software enlists end users to contribute their free 
labor and technical skills to the process of developing more effective forms of 
image retrieval, using social network and photo sharing sites as test beds for 
defining new social uses of facial recognition technology and optimizing its 
functionality.3

The claim of “empowerment” pervades discourse about digital technolo-
gies in general, and consumer applications of biometrics are no exception. 
The suggestion is that we can “empower” ourselves by optimizing our per-
sonal technologies, trying out and adopting the latest new devices, soft-
ware, and services in order to better manage our lives. We are encouraged 
to experiment with and make optimal use of new technologies, whether to 
express ourselves, increase our productivity, make more money, secure our-
selves from threats, or otherwise better ourselves and make our lives more 
self-sufficient and complete. But these ceaseless efforts to convince indi-
viduals of the need to adopt new technologies in pursuit of empowerment 
and completeness deserve critical attention. Biometric systems are being 
designed primarily to invest institutional users with the enhanced capac-
ity to control networks and information, to increase the scale and effective-
ness of surveillance systems, and to secure forms of differential access to the 
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resources of value in late capitalist societies. Despite the language of empow-
erment, consumer applications of biometrics support rather than challenge 
this aim. 

Tech-Savvy Citizenship

Programming computers to recognize human faces and facial expressions is 
a project that cannot help but have ties to contemporary notions of subjec-
tivity and citizenship. Almost every new technology that we integrate into 
our lives signals a change, however slight, in our sense of what we can do, 
what we should do, and who we are as modern citizen-subjects. The phi-
losopher Langdon Winner notes that “to invent a new technology requires 
that (in some way or another) society also invents the kinds of people who 
will use it.  .  .  . Older practices, relationships, and ways of defining people’s 
identities fall by the wayside; new practices, relationships, and identities 
take root.”4 The situation is of course more complicated than this, since we 
also design new technologies in order to help us do particular things and be 
particular kinds of people, and since these changes play out in complicated 
ways, with plenty of unintended consequences. But it nonetheless holds true 
that human beings are in some ways invented and reinvented along with the 
invention of new technologies. We had to learn to become people who drive 
cars, for example, and cars have contributed to the complete transformation 
in our way of life and who we take ourselves to be. 

Facial recognition and other biometric systems are being made to func-
tion as identification technologies in a double sense, both as bureaucratic 
forms of official identity verification and as mechanisms that tech-savvy citi-
zens can make use of to define, maintain, project, and protect their identi-
ties. In their search for markets for automated facial recognition, developers 
are experimenting with personal security and personal photo management 
applications, articulating the technology to the needs and responsibilities of 
an ideal-typical security-conscious, tech-savvy citizen. These individualized 
uses of the technology are particular forms or aspects of what Foucault calls 
“technologies of the self,” techniques that “permit individuals to effect by 
their own means, or with the help of others, a certain number of operations 
on their own bodies and souls, thoughts, conduct, and way of being, so as to 
transform themselves in order to attain a certain state of happiness, purity, 
wisdom, perfection, or immortality.”5 Foucault did not use the term “tech-
nology” in reference to electronic devices or software, but there is a sense in 
which the varied uses of computers, cell phones, MP3 players, e-mail, pro-
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files on social network sites, and other hardware and software technologies 
are part of the “technologies of the self ” for a certain class of privileged, tech-
savvy individuals. Social network sites enable users to engage in practices of 
self-monitoring and self-actualization, while also providing a means of keep-
ing tabs on one another. More than electronic gadgets, our new personalized 
devices are part of the repertoire of mechanisms that we use to communicate 
and reflexively constitute ourselves, and especially to make our lives more 
productive, efficient, and entrepreneurial. A command of these technolo-
gies, and continuous experimentation with upgrades and new innovations, 
likewise has become part of the expectations of modern citizenship, and the 
pressure to adopt new devices and acquire new skills—as well as the pleasure 
derived from doing so—has become a significant force of social mobiliza-
tion. As Andrew Barry has argued, “Technology itself, in the form of net-
worked devices, is thought to provide a significant part of the solution to 
the problem of forming the kind of person who can exist, manage, compete, 
experiment, discover, invent and make choices in a technological society.”6

Consumer applications of facial recognition and other biometrics are pre-
cisely such networked devices, envisioned as part of the solution to the prob-
lem of responsible citizenship in a technological society. They are examples 
of the kinds of technologies that tech-savvy citizens are expected to experi-
ment with and adopt in order to optimize their technical devices—to make 
them work more effectively and to make the most productive use of them. The 
integration of facial recognition and other biometrics with personal-use tech-
nologies provides a way of further optimizing their potential and enhancing 
their functionality as the prosthetic devices of identity. Experimenting with 
new technologies doubles as a form of experimenting with the self, and mak-
ing optimal use of technologies becomes a means of optimizing our lives, test-
ing and adopting a never-ending stream of innovations as a way of inventing 
and reinventing ourselves as a capable, competent, productive citizen-sub-
jects. Of course, this experimentation is not unbounded; while we might be 
encouraged to experiment with biometrics, these technologies are ultimately 
designed to fix our identities, to bind our identities to our bodies and make us 
identifiable across space and time. The flexible, experimental subject is always 
identifiable, and managing her legitimate, legal identity is absolutely essential 
to her ability to function as a productive citizen living in a modern society. 
The flexible, identifiable subject doubles as an ideal-type of citizen, one who 
does her part in the broader effort to test and evaluate nascent technologies, 
offer feedback to developers, secure her devices and data, and use new devices 
and services to monitor her own conduct and the conduct of others.
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Personal Security

Much of the discourse about biometrics positions the technologies as ideally 
suited for the protection of individuals’ “personal security,” a concept and 
set of practices that gained new currency along with the rise of neoliberal-
ism. During the 1980s and 1990s, postwar social welfare programs designed 
to provide some measure of economic security for individuals and families 
became subject to criticism, and were replaced or modified to a significant 
extent by entrepreneurial models of self-motivation and self-reliance. The 
business of dismantling social welfare programs was accompanied by a pro-
nounced “individualization of security”—a new level of emphasis on the 
responsibility of individuals and families for their own security and risk man-
agement, along with the propagation of an image of state-centered forms of 
social welfare and collective forms of economic security as socially degen-
erative.7 Although not a radically new idea, individualized security began to 
take on a heightened sense of importance under the policies of Reagan and 
Thatcher in the 1980s. Nikolas Rose and others have focused on private insur-
ance as a key site for understanding the new politics of individualized secu-
rity and risk, but other industries and technologies have likewise emerged in 
response to this governing logic. Personal security applications of biometrics 
embody and enact the logic of individualized security, working from the 
assumption that individuals should take responsibility for their own security, 
including the security of their bodies, property, devices, and personal data.

As a general problem, the very idea of personal or individual security has 
deep ties to both one’s sense of self and to one’s officially established identity. 
ID documents are themselves “personal security” technologies, and the very 
idea of “personal security” is inescapably tied to our officially established 
identities—the identities that appear on our ID documents. It has for some 
time been the duty of individuals to secure the appropriate identification 
documents for authorizing their transactions with institutions and otherwise 
establishing their status as legal persons. These documents authorize our 
transactions not only with the state, but with a wide range of other institu-
tions, especially financial institutions. We are obliged to carry our documents 
with us, to make sure they remain valid (unexpired with updated address 
and other information) and in readable condition, and to protect them from 
duplication, alteration, or unauthorized use. While the standardization of 
identification documents and the integration of new technologies into both 
the documents themselves and their processing are beyond the scope of indi-
vidual responsibility, it is nevertheless each citizen’s duty to make sure that 
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she has the most up-to-date, standardized version of identity authentication. 
Taking the time to visit the appropriate agencies and manage one’s official 
documentation is part of the responsibilities of citizenship and absolutely 
essential to personal self-management. 

As noted in chapter 1, industry rhetoric promoting the biometric driver’s 
license often claims that the new high-tech documents will make life easier, 
safer, and more secure for law-abiding citizens. Industry and policy discus-
sions about the integration of biometrics into standardized identification 
documents present this transition to biometric identification as beneficial 
to documented citizens, a way of enabling them to continue to move about 
freely and otherwise engage in normal daily activities in the face of pervasive 
risks to their well-being. Advocates of biometric identification documents 
often suggest that the new technologies make the documents more secure 
by protecting the bearers’ privacy and personal data. Decisions about the 
design features of identification documents occur at the institutional level, 
especially to satisfy demands for more secure forms of identification such as 
those coming from the banking and credit card industries, but the justifica-
tion for biometric integration is often framed as a matter of citizen or con-
sumer protection and benefit. And security-conscious, tech-savvy individu-
als in fact have a vested interest in the security of their financial identities 
(although whether in fact biometric technologies are effective in protecting 
financial identities is by no means certain). 

One particular selling point for biometric driver’s licenses and other 
personal security technologies has come from heightened press and policy 
attention given to the issue of identity theft. While proponents of biomet-
rics maintain that enterprise-level applications are necessary to provide pro-
tection to individuals, there is also special emphasis on the responsibility of 
individuals themselves to adopt biometric-integrated devices on their own 
as means of protecting their devices and identities. This emphasis on indi-
vidual choices and responsibilities is prevalent in identity theft discourse, 
which often stresses individualized rather than systemic forms of preven-
tion.8 According to Simon Cole and Henry Pontell, the problem of identity 
theft has been individualized and privatized, with individuals expected to 
take measures to protect themselves, for example, by buying “credit protec-
tion” services, paper shredders, and biometric-integrated devices.9 But pro-
tecting one’s identity can be far more difficult than protecting one’s physical 
property, as Cole and Pontell explain, since the entity to be protected takes 
the less tangible form of information, and that information is dispersed in 
remote databases that lay beyond any individual’s control. The measures 
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individuals are supposed to take to protect themselves from identity theft are 
extremely limited in terms of how much control they actually give individu-
als over the security of their data and identities. 

While the personal measures that people are encouraged to take to protect 
their identities may have limited effects on actual data security, the expecta-
tion that individuals take responsibility for protecting their identities does 
have the effect of creating markets and generating revenues for industries in 
the business of personalized identity theft protection, including consumer 
applications of biometrics. But consumer biometrics are not always sold as 
stand-alone products. The integration of biometrics with consumer devices 
like laptops and cell phones takes place at the level of production and design. 
In other words, consumers are not called on to integrate biometric sys-
tems themselves; instead, they are encouraged to choose to purchase digital 
devices that have integrated biometric capabilities. The company AuthenTec, 
for example, bills itself as “the world’s leading provider of fingerprint authen-
tication sensors,” and identifies its customers not as individual consumers or 
end users, but manufacturers of consumer electronics, like Fujitsu, HP, LG, 
Samsung, and Toshiba.10 But while manufacturers represent the company’s 
primary market, AuthenTec devotes considerable attention to their indirect 
market of end users. Their website displays a series of images of people using 
devices, with accompanying tag lines referring to “convenient security . . . at 
work  .  .  . at home,” and “  .  .  . for people on the go.” Additional copy refers 
to the “added security and convenience that fingerprint biometrics bring to 
everyday life.”11 AuthenTec also conducts annual surveys of consumer atti-
tudes toward biometrics and posts the results on the main page of their site.12

Recent survey results (2008) predictably show a majority of respondents 
favorably disposed to using biometric devices with their personal computers 
and cell phones, noting that 77 percent of respondents “are ready to begin 
using fingerprint sensors as part of their day-to-day activities,” and that 68 
percent “trust fingerprint biometrics more than traditional passwords.”13

Like all industry-sponsored studies, these survey findings reflect the 
interests of the industry and so should not be read on their own terms.14

Despite what the industry-sponsored research suggests, consumers are not 
amassing in large numbers to make vocal demands for biometric-secure 
devices. Instead, the biometrics industry is attempting to create a market for 
biometric-integrated computers and cell phones, in this case by persuading 
consumer electronics manufacturers that a growing number of consumers 
are recognizing the need for biometric security. For their part, the developers 
of PCs and cell phones have a vested interest in integrating biometrics as part 
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of their general effort to perpetuate both technological and stylistic obsoles-
cence. The consumer electronics industries continuously innovate and oth-
erwise modify technologies to make existing computer and wireless devices 
either seem outmoded or actually fail to meet the system requirements for 
new applications. They also expend considerable energy convincing users 
that their existing equipment has a limited time frame of functionality, and 
that every new device they purchase will soon be inadequate to meet their 
ever-expanding needs and levels of technological sophistication. No doubt 
tomorrow’s obligatory fingerprint readers will quickly be replaced by even 
more robust and secure biometric sensors. In fact, a seemingly inadequate 
biometric security device could even serve as reason for replacing a func-
tioning computer or cell phone, especially since even the tech-savviest of 
users can hardly be expected to actually do the work of integrating biomet-
rics with their personal devices themselves. Responsible, security-conscious 
consumers will be compelled to scrap their functioning devices for shiny 
new and more secure versions of the same.

Biometrics are being positioned as part of the essential requirements 
for other aspects of self-management and self-protection as well, including 
home security. As James Hay has shown, the modern domestic space repre-
sents a special site of social regulation and self-government, a primary set-
ting where individuals put recommended “designs for living” into practice.15

Home security systems have become essential components of such designs 
for living, with signage for ADT and other private security firms littering 
the suburban lawn-scape. Biometric technologies are being marketed along 
with burglar alarms, video cameras, and DVR machines to upscale and other 
security-conscious home owners. There are no reliable statistics on the num-
ber of home biometric systems in operation, but it is safe to assume that a 
small but growing number of homes are adopting them. Fingerprint door 
locks are the most commonly marketed devices (prices at the time of writ-
ing ranged from about $200 to $1,600). Although replacing key locks with 
biometric access-control devices represents a relatively minor change to 
conventional home security practices, these biometric security systems are 
innovative to the extent that they aim to bind the security of the home to the 
bodies of its authorized occupants, providing home owners with an instru-
ment of biopower for the home. More sophisticated home biometric systems 
provide not only a way of keeping intruders out of the home, but a way of 
monitoring the comings and goings of the people who live there. 

If biometric home security systems make sense in a climate of individual-
ized security, they also make sense insofar as they articulate “home security” 
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to “homeland security,” giving the home an aura of high-tech access control 
and “civilian preparedness.” Reimagining the bomb-shelter versions of home 
security advocated in the Cold War context, “homeland security” discourse 
emphasizes the home as “the first line of defense” in the “war on terror,” 
making the security of the home the primary responsibility of its inhabit-
ants, with some help from the advice of “security experts.”16 Although there 
is nothing new about assumptions that people should protect themselves and 
their homes from external threats, the rise of an ethic of individualized secu-
rity has been accompanied by an intensified focus on the home as a site of 
personal safety and security. The new “smart home” is a secure home, fully 
equipped with an array of safety devices, from smoke detectors and timers 
for lights to security alarms wired to private security firms and even private 
“armed response” officers ready to respond to home security breaches. (For 
a critical mass of “armed response” yard signage, see for example the ocean-
view neighborhood in La Jolla, California, that borders the western edge of 
the University of California, San Diego, campus.)

Biometric home security is not only for home owners. Developers of 
gated communities and condominium complexes are integrating biometric 
access control into the design of security systems in order to assure that these 
privatized spaces remain accessible only to residents and guests, and also to 
reduce the labor costs of employing security guards and doormen. In these 

“Armed Response” signage in front of a security fence surrounding a home in an upscale 
neighborhood in La Jolla, California. Photo by Kelly Gates.
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cases, biometric systems are usually part of the total security package con-
tracted out to private security companies. Individuals get prepackaged home 
security along with the range of other benefits that come with condo living, 
like having the lawn mowed and the pool cleaned. For consumers of these 
private developments, biometric home security is part of a broader set of 
choices that they purchase from a menu of options. The very decision to live 
in a gated community, fortified condo complex, or secure building becomes 
a “lifestyle choice” that doubles as a sign of sensible, responsible citizenship. 
(The implication is that if individuals choose to live in vulnerable, unpro-
tected apartment buildings or freestanding houses in unfortified neighbor-
hoods, they do so at their own risk.) 

Biometric security systems are also found in low-income housing devel-
opments. These compulsory systems are tied less to the responsibilities of 
citizenship and self-government, however, than to the flip side of neoliberal 
control strategies: enforcement of inequality and differential access. Early 
examples included Marshall Field Gardens and Skyline Towers in Chicago, 
both of which installed hand geometry biometrics in the 1990s as part of 
an intensification of security and access control in “distressed housing.”17

Although the actors making decisions to install biometric systems at these 
sites no doubt have some concern for the safety of residents in mind, another 
stated purpose is to monitor unauthorized occupancy and adjust rental assis-
tance allocations.18 The U.S. Department of Housing and Urban Develop-
ment (HUD), which allocates rental assistance, also distributes grants to 
fund biometric installations. Descriptions of biometric access control sys-
tems at low-income housing developments invoke prison-like security.19 At 
Marshall Field Gardens, for example, “single-passage portals” use a system 
of interlocking doors to allow authorized residents to enter only after their 
identities have been verified by hand scan, and audit trails created by the 
biometric system have been used in police investigations.20 As descriptions 
of these systems suggest, the coercive participation in biometric security at 
low-income housing developments has more in common with the biometric 
registration of welfare recipients, criminal suspects, and prisoners discussed 
in chapter 1 than with the lifestyle choices associated with more upscale ver-
sions of gated communities. 

Perhaps more important than creating a market for personal security tech-
nologies, the hyper-security-conscious climate engendered by moral panics 
surrounding things like identity theft, home intrusion, and terrorism also 
encourages people to embrace institutional forms of biometric registration. 
Undoubtedly, one of the difficulties that many people have had with biomet-
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rics—and one of the most significant impediments to what the biometrics 
industry refers to as “user acceptance”—concerns the way these technolo-
gies seem to interface with the body in a more direct way. Biometrics seem to 
intervene on the sense of control that people must have over their own bodies 
as a matter of their psychic well-being. The idea that we have control over our 
own bodies is at the heart of human agency as both a concept and a possibil-
ity. Lack of control over the body—a matter with deep historical ties to gender 
and racial inequality—is linked to the fragmentation of subjectivity (which 
is the goal of torture techniques, as Naomi Klein has shown).21 The relation-
ship between self-identity and control over one’s body represents one of the 
many issues that falls under the umbrella issue of “privacy,” but this definition 
is often obscured in favor of other conceptions of privacy, such as the right to 
control information about oneself, the right to legal protections against search 
and seizure of property, or vague notions about the right to be “left alone.” 

While the prospect of widespread deployment of biometric technologies 
seems to pose a new level of threat to the value of privacy defined in terms of 
individual autonomy and personal control over the body, the possibility that 
individuals themselves may choose to adopt biometrics to serve their own 
security needs would seem to alleviate that threat, at least to some extent. In 
other words, consumer applications of biometrics promise to invest individu-
als with a sense of control over these technologies, rather than feeling con-
trolled by them. As consumers gain a measure of technical skill in the use 
of biometrics, and as they become more commonplace technical forms inte-
grated into their everyday practices, it seems logical that people would view 
the technologies as less threatening, and in fact come to see them as a nec-
essary part of their own responsible, security-conscious conduct. Moreover, 
experimental consumer applications of biometrics may help people feel more 
comfortable not only using biometrics themselves, but also being subjected to 
institutionalized forms of biometric registration and coming in contact with 
larger-scale biometric systems on a regular basis. If people are able to experi-
ment with their own personalized forms of biometric security, then the bio-
metric systems deployed by their employers, financial institutions, state agen-
cies, and other institutions seem less like an invasion of privacy and more like 
obvious and necessary measures being instituted for their own protection. 

Personal Photo Management

In addition to “personal security” applications, facial recognition technol-
ogy has also been incorporated into search engine and photo management 
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software aimed at individual users. In 2008, facial recognition software pro-
totypes began to appear as platform applications on social networking sites 
like MySpace and Facebook, designed to allow users to upload and perform 
matches on their own photos, and photo sharing services like Riya and 
Google’s Picasa began to incorporate facial recognition functionality. Soon 
thereafter, Apple released a version of iPhoto with a “Faces” feature, a facial 
recognition function that allows users to organize their photos by faces. Also, 
as part of their promotional campaign for Coke Zero, Coca-Cola Company 
launched the “Coke Facial Profiler” on Facebook. It allows users to upload 
their photos to search for similar faces on the web. “If Coke Zero has Coke’s 
taste,” asks the interactive advertisement, “is it possible someone out there 
has your face?”

As these proliferating software prototypes suggest, facial recognition tech-
nology is being tailored to address the new set of challenges posed by the 
availability of cheap digital cameras and increasing computer storage and 
processing power—one means of managing the avalanche of images flow-
ing into databases and onto the Internet. Integrating facial recognition tech-
nology with photo management software promises to rein in this chaotic 
and expanding field of images, giving individuals access to an “interactive” 
means of identifying individuals depicted in photos and searching for like-
nesses among other users’ photo collections. Internet users are invited to 
experiment with these beta software applications for managing their photo 
collections and making their images more searchable, and in turn offer feed-
back to developers on how to improve the technology and adapt it to suit 
their needs. 

Two online prototypes, the “MyFaceID” Facebook application and the 
“MyHeritage Celebrity Look-Alikes” application on MySpace, have similar 
features but take somewhat different form. Both companies are develop-
ing facial recognition technology as part of a business model and range of 
product offerings that extend beyond their social networking applications. 
MyHeritage.com is a company based in Israel that offers online family gene-
alogy services, with an interest in adapting the technology to the task of mak-
ing genealogical connections among subscribers’ family photos. Betaface, 
the German company developing MyFaceID, offers media asset management 
services, specializing in information retrieval software designed to search for 
faces, speech, and text in volumes of multimedia content. Both the MyHer-
itage and MyFaceID applications have their own websites where visitors can 
experiment with the software in much the same way that they can on Face-
book and MySpace. While both applications encourage user experimenta-
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tion with facial recognition search engines, they differ in the kind of experi-
ments users can perform. As its name indicates, the MyHeritage Celebrity 
Look-Alikes application offers a way of searching for resemblances among 
users’ uploaded photos and images of famous people. Users can then post the 
results of their look-alike searches on their MySpace profiles. The MyFaceID 
application, on the other hand, is promoted primarily as a way of finding 
likenesses among photos of ordinary people. In other words, it allows users 
to match their photos against those uploaded to the MyFaceID image data-
base by other users. The description of MyFaceID indicates that the applica-
tion allows you to “automatically process your photos, find all faces, help you 
tag them and let you search for similar people.”22

The emerging social uses of these photo management technologies have 
genealogical connections to the history of innovations in everyday, popular 
uses of photography, beginning with the contribution photography made to 
the democratization of portraiture. As the historian John Tagg has argued, 
the rise of the photographic portrait was one response to the growing social, 
economic, and political importance of the middle class in the nineteenth 
century: “To ‘have one’s portrait done’ was one of the symbolic acts by which 
individuals from the rising social classes made their ascent visible to them-
selves and others and classed themselves among those who enjoyed social 
status.”23 What seemed so wonderful about the new mechanical portraits was 
not only how fast and cheaply they could be produced relative to drawings 
or paintings, but also their unprecedented accuracy and authenticity. They 
provided an automatic, mechanically transcribed, and meticulously detailed 
likeness of the face, which in turn seemed to provide a more direct connec-
tion to the people depicted than a drawing or painting. 

With George Eastman’s innovation and heavy promotion of the Kodak 
camera, photography underwent a major transformation. As cheaper 
“Brownie” cameras were produced and marketed to those of modest 
incomes, many more people began taking pictures themselves and arranging 
“the intimate, informal or ill-composed results” in personal picture albums.24

As Susan Sontag has argued, photography became a central part of the social 
rituals of family life at the very moment when the nuclear family was begin-
ning to take precedence over a more extended social organization of fam-
ily members. Photography helped to fill the gap left by this rupture: “Pho-
tography came along to memorialize, to restate symbolically, the imperiled 
continuity and vanishing extendedness of family life.”25 What emerged was 
the family album, an archive of images that family members took of them-
selves and one another, compiled together to stand in for real togetherness. 
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Amateur film photography also developed in tandem with the popular lei-
sure activity of tourism, Sontag notes, helping to dispel some of the anxieties 
associated with travel by placing a level of mediation between tourists and 
the alien places in which they found themselves. Taking pictures afforded 
amateur photographers a sense of control over the settings they captured on 
film. 

But it is not quite accurate to view the rise of popular uses of photography 
as simply giving more power to the people. What happened, according to 
Tagg, was a “far-reaching pictorial revolution,” a reversal in “the political axis 
of representation,” so that it became less of a privilege to have one’s portrait 
taken than a “burden of a new class of the surveilled.”26 As Sekula has argued, 
photography functioned not only by extending the “honorific” conventions 
of portraiture downward to the middle classes, it also functioned repres-
sively, providing a new instrument for social classification. By introducing 
the panoptic principle into daily life, “photography welded the honorific and 
repressive functions together.”27

Like these earlier developments, digital photography and its migration 
online must be understood in relation to a set of contemporary transfor-
mations in everyday, visual-cultural practices, and especially the way these 
practices weld together institutional and personal uses of new visual media 
technologies. Technological developments in image capture, accumulation, 
and sharing are being adapted to the perceived needs and desires of a newly 
mobilized and meticulously individualized populace. People are encouraged 
to make optimal use of digital cameras and online photo sharing software 
to express themselves visually, enrich their online profiles, establish connec-
tions, and build and maintain mediated relationships. The direct connection 
that early photography seemed to establish between the mechanically pro-
duced visual likeness and the actual embodied person resonates in the world 
of online social networking and photo sharing, as users browse one another’s 
files in search of traces of themselves and people they know. The exciting 
part about online photo browsing is not so much the detail and accuracy of 
images, however, but the volume and accessibility of other peoples’ photos, 
what people’s photos tell us about them, and the possibility of discovering 
photos of interest in a sea of images. The relationship between image and 
reality remains an issue, to be sure, but it exists largely as a question of veri-
fication rather than as a technical accomplishment. The social connection 
once afforded by the automatic reproduction of a detailed likeness of the face 
is overshadowed by the need for an automatic means of finding and identify-
ing people online.28
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To be sure, the mediated experience of encountering people online has 
raised new problems of identity verification, and online photosharing plays 
an integral role in both the construction of the problem and the solutions 
envisioned to address it. People are not always who they claim to be on the 
Internet, and the pictures they post are often viewed as the most potentially 
deceptive aspect of their online identity performance. This is not a trivial 
issue, since confidence in the reliability of others is part of the basic condi-
tions of trust essential to individuals’ ontological security—the practical and 
largely unconscious ways that we are able to manage our normal, day-to-
day existence, more or less bracketing the ever-present possibility of disaster. 
“Trust in others. . . is at the origin of the experience of a stable external world 
and a coherent sense of self-identity,” writes Giddens.29 In modern societies, 
trust has increasingly become a matter of verification, and especially in the 
online context, verification becomes something that requires technical inter-
vention. Ironically, the social anxieties brought on in part by new technolo-
gies call for additional layers of technology to help dispel those anxieties. 

Much like its application for more secure identification systems (like the 
driver’s license discussed in chapter 1), automated facial recognition is envi-
sioned as a technical means of establishing the trustworthiness of others in 
communicative contexts characterized by an absence of embodied, face-to-
face interaction. Facial recognition technology uses the iconicity of facial 
images as a means of establishing their indexicality, their direct relationship 
to real, embodied individuals. The intensified problem of trust inherent in 
disembodied interactions is especially salient in online contexts, and facial 
recognition software is now being introduced as a technology that Internet 
users can adopt to address this problem. It promises to provide an authorita-
tive, technical means of establishing whether individuals are who they claim 
to be online. But the potential uses of facial recognition technology for photo 
management are not limited to helping users verify the identities of individ-
uals online. The technology also promises to help answer more open-ended 
questions about individuals depicted in photos—not only “is this person 
who she says she is?” but also “who is this person?” or more broadly, “who 
are all these people?” Facial recognition search engines might also help locate 
photos of persons of interest (“where can I find additional photos of this per-
son?”) or, as in the MyHeritage Celebrity Look Alikes application, people 
who merely resemble one another (“who does this person look like?”).

In other words, facial recognition software prototypes promise users 
new ways of interacting with their own photo collections and other collec-
tions they encounter online, in this way embodying the logic of new media 
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“interactivity.” This model of interactivity shares important affinities with 
the one pioneered by science museums in the 1990s. According to Andrew 
Barry, science centers and science museums were among the first institu-
tions to develop programs that promoted the idea of interactive technologi-
cal experimentation.30 Interactive science exhibits were designed to encour-
age museum visitors to engage in a form of “play,” using their bodies and 
senses to gain a better understanding of scientific principles. In this way, 
these exhibits promised to enliven more conventional science museums and 
to transform the museum visitor into “an experimental self,” appropriately 
curious about science and interested in engaging in the process of discov-
ery.31 Investing individuals with an interactive sensibility would encourage 
them to keep abreast of technical innovations and continuously acquire new 
technical skills. While individuals would have to invest considerable labor in 
reeducation and skills acquisition to keep pace with a changing technological 
environment, the model of an interactive, experimental self framed this pro-
cess as an exciting and pleasurable undertaking rather than an onerous act of 
submission to new forms of discipline.32

A related promise associated with the logic of new media interactivity is 
that new media enable greater user participation in the production of media 
content, challenging the passive forms of consumption associated with 
conventional broadcast and print media.33 But the participatory promise of 
this celebrated form of “interactivity” belies a fundamental reality. As Mark 
Andrejevic has argued, the agency that users seem to gain in networked 
communication environments is accompanied by intensified monitoring of 
their activities, with the ultimate aim of helping marketers optimize com-
mercial messages and target them more effectively to specific audiences. 
Although new media technologies are often said to “empower” individuals 
by enabling them to provide input and create and present their own content, 
interactive media also compel users to willingly submit to being monitored 
as a condition of use. “The defining irony of the interactive economy,” writes 
Andrejevic, “is that the labor of detailed information gathering and compre-
hensive monitoring is being offloaded onto consumers in the name of their 
own empowerment.”34 This dual function of interactive media is reminiscent 
of the combined honorific and repressive functions of early photographic 
portraiture: participation in the online economy is at once a privilege and a 
burden of tech-savvy citizenship. 

One way that photo management software prototypes embody the reflex-
ive logic of interactivity is by encouraging the habituation of photo tagging, a 
practice that plays a fundamental role in automated forms of image retrieval. 
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For most of its short history, computerized image retrieval has involved text-
based techniques. When we search for images online, we enter keywords, 
and the search algorithms compare those keywords against the metadata 
associated with archived photographs, rather than using the actual visual 
information contained within the photographs themselves. Dates and other 
basic information can be automatically attached to photographs as metadata, 
but for the most part, any specific information about the content of images 
must be put there by human beings doing the (unpaid) labor of data entry. 
Searching for photos of specific people online can be especially difficult 
and time-consuming, because online databases now contain millions, per-
haps billions, of photographed individuals, and only those “tagged” with the 
names of those individuals are searchable using standard, text-based image 
retrieval techniques. 

The practice of photo tagging, or adding metadata to photos to identify 
people, is essential to computerized image retrieval, with individual users 
doing the work of entering the identifying data that in turn makes those 
images searchable. On Facebook, subscribers can tag photos of people in 
their network when they recognize them, simply by selecting the area of the 
photo in which they appear, clicking on the “Tag This Photo” command, and 
either choosing among their list of “Friends” or manually entering the name. 
(MySpace has a similar photo tagging feature.) All the photos in which a user 
is tagged appear in her Facebook profile, regardless of who took the pictures 
or posted them, and a link to those photos appears on the main page of a 
subscriber’s profile (though Facebook does allow users to “untag” photos 
of themselves, in both their own photos and those posted by other users). 
While the process is made as simple as possible by these user-friendly soft-
ware features, photo tagging is a manual and labor-intensive aspect of online 
photo management, performed unevenly and unsystematically. Some users 
are diligent about tagging their own photos when they post them online and 
tagging the untagged faces they recognize when browsing other people’s 
albums. Others rarely bother to do this type of photo work, and millions 
of online photos remain untagged and thus unsearchable using text-based 
image retrieval techniques. 

What facial recognition technology promises is content-based, as 
opposed to text-based, image retrieval. The effort to build online facial rec-
ognition search engines is part of the broader project of developing search 
techniques that use images themselves as search criteria, also known as con-
tent-based image retrieval, or CBIR. Generating a digital template from an 
image of a face and using it to search for a match in a database of photo-
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graphed faces is a form of CBIR. CBIR is a difficult technical problem that 
computers are not able to perform very well, unless the search image and the 
target image are very similar in terms of lighting, pose, camera angle, and 
other visual details. (It works best when the two images are identical.) Still, 
the research area of CBIR has undergone tremendous growth since 2000. 
Research is increasingly focused on user intentions and expectations and the 
importance of building so-called human-centered image retrieval systems.35

Image retrieval researchers are beginning to better understand the limita-
tions of CBIR and the fact that robust image retrieval systems cannot rely 
exclusively on image content. There are two main reasons why: not only does 
the real world contain much more visual information than recorded images 
(the “sensory gap”), but even more important, images themselves can never 
contain the full range of possible human interpretations of those images (the 
“semantic gap”). According to the conclusion drawn in a recent survey of 
CBIR research, “The future of real-world image retrieval lies in exploiting 
both text and content-based search technologies.”36

No one recognizes the need to combine both content- and text-based 
image retrieval techniques better than the search engine giant Google. At 
the main page of the Google Images search engine,37 under the search bar, 
visitors are asked, “Want to help improve Google Image Search?” The ques-
tion is followed by a link to the “Google Image Labeler” game, where willing 
players are randomly paired up with a partner to tag photos with whatever 
terms they can think of over a two-minute period, earning points when part-
ners come up with the same descriptive terms. (Like a video game, the points 
are simply a measure of performance. They are not redeemable for cash or 
prizes of any sort.) “What do you need to participate?” asks Google. “Just an 
interest in helping Google improve the relevance of image search for users 
like yourself.”38 Google’s image labeling game is a rather transparent effort 
to mine the vast pool of Internet users for free data-entry labor, appealing 
to site visitors to do their part in improving image search engines and the 
relevance of image search results. Polar Rose is another search engine that 
encourages Internet users to add metadata to images, specifically focusing 
on photos of faces: “With Polar Rose you can name the people you see in 
online photos and use our visual search engine to easily find more.”39

As the people at Google and Polar Rose are well aware, successful auto-
mated image search techniques that produce “relevant” search results require 
a significant amount of human labor—that is, a special form of mental labor 
derived from humans’ capacity to read the denotative and connotative con-
tent of images. For their part, experimental online applications of facial rec-



144 | Inventing the Security-Conscious,Tech-Savvy Citizen 

ognition technology encourage Internet users to participate in improving 
image retrieval techniques by bringing to the effort their highly developed 
social and cognitive capacity for facial recognition. Social networking and 
photo sharing sites are ideal laboratories for recruiting an army of well-
trained “technicians” to engage in the tedious mental labor of photo tagging. 
In the case of MyFaceID, the application has a difficult time matching differ-
ent images of the same person. What it does do adequately, however, is auto-
matically locate faces posted in a profile and then compile them together on 
one screen, providing a more convenient way for users to tag those faces with 
their corresponding names. The aim is not to eliminate the need for photo 
tagging altogether, but to make manual tagging easier and more habitual, 
encouraging users to be more diligent about doing their part to ensure that 
the photos are more readily searchable. Text-based image retrieval is faster 
and more efficient that content-based searches (once the metadata has been 
added), and so the more photos tagged with identifying metadata the better 
the search results. The habituation of photo tagging among individual users 
greatly facilitates the searchability of images, involving Internet users in the 
massive archival project of managing the explosion of visual media content 
pouring onto the web. 

Another way that developers of photo management applications promote 
and make productive use of the logic of new media interactivity is by encour-
aging users to experiment with the software prototypes and offer valuable 
feedback to developers.40 Although developers had high hopes for them, early 
prototypes of online facial recognition search engine software did not work 
very well. Instructions to click on the “MyFaces” command of the MyFaceID 
application (the auto-tagging function) frequently resulted in a long pause 
followed by a “timeout” error message. The application was unable to suc-
cessfully match two different photos of my face or any other faces in the pho-
tos I uploaded to my Facebook profile. For its part, the MyHeritage Celebrity 
Look Alikes application occasionally had difficulty finding faces in an image. 
For example, it could not locate the face of a person standing in front of a 
painting in a photo I uploaded, even though the person’s face was directly 
facing the camera. When it was able to locate a face in an image, the Look 
Alikes application was reliable in that it would consistently come up with 
one or more celebrity matches, along with a numerical score representing 
the degree of likeness of each match. However, the program matched pho-
tos of my face with celebrities like Yoko Ono, Linda Carter, Katie Holmes, 
Renee Zellweger, and Debra Messing, to none of whom do I bear the slight-
est resemblance.
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Although the limitations of the face matching software are worth not-
ing, equally important is the way that the software developers acknowledged 
those limitations and invited user feedback. In the case of MyFaceID, users 
of Facebook were invited to participate in the development of the facial 
recognition search engine by experimenting with the application to iden-
tify photos of friends and strangers, with no real promise that the program 
would work that well. Users were not offered a fully functional and polished 
application, but instead one with kinks to be worked out and precise uses to 
be defined. On the MyFaceID information page on Facebook, the develop-
ers admitted that it is “still in development” but that they hoped it would 
help users “find new friends, organize your pictures, and get a bit of fun on 
the way.”41 The rough early stage of the software was confirmed by the awk-
wardly worded copy explaining the application to users, along with the small 
number of user reviews and wall postings at the application’s Facebook page. 
Another explanation of the MyFaceID application told visitors that “this is a 
very early Beta version of our service,” and users were invited to e-mail the 
company if they had a “feature suggestion” or noticed a bug.42

The MyHeritage Celebrity Look-Alikes application took a more defined 
form, and did not invite user comments. But the application did include a 
feature that allowed users to rate the celebrity resemblances generated by 
other users, suggesting that the program’s results were of variable quality and 
inviting users to decide for themselves how well the program worked. Since 

The MyHeritage 
Celebrity Look-Alikes 
application invites 
users to rate the 
quality of the facial 
match.
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the development of functioning automated facial recognition would depend 
fundamentally on getting computers to identify faces the way humans do 
(and doing an even better job at it), these user ratings provided valuable data 
for algorithm development and assessment. At the same time, the rating sys-
tem encouraged a symbolic form of user participation in tech evaluation, 
involving users in a playful and seemingly innocuous form of experimenta-
tion and testing of new web software.43

These forms of user experimentation with photo management applica-
tions of facial recognition technology embody the dualistic, reflexive logic of 
“interactivity.” User agency with respect to photo browsing and sharing prac-
tices becomes an object of scrutiny, so that knowledge of user behavior and 
preferences can be incorporated into design features, which in turn can be 
marketed back to those users as agency-enhancing tech “solutions.” Develop-
ers gather feedback from people testing out the software in hopes of under-
standing precisely what users do, or want to do, with their online photo col-
lections, what they are looking for in their image searches, and how facial 
recognition technology, given its limitations, can be adapted and optimized 
to produce the most marketable tech products. And while developers are 
constantly experimenting with new and more marketable applications, users 
are simultaneously encouraged to view their own participation and feedback 
as a form of self-experimentation, part of the conduct they are expected to 
engage in as a responsible and technically skilled citizens living and actively 
participating in a high-tech society. The idea that software developers would 
consider user feedback in their software design process casts them in a dem-
ocratic light, portraying an image of themselves as carrying on the ethos of 
collaboration and collective decision making associated with the early devel-
opment of the Internet. In turn, providing feedback about online software 
becomes a way for users to engage in good online behavior, envisioning 
themselves as active participants in the ongoing development of the World 
Wide Web.

Whose Space?

In all its varied uses, online social networking is a new site of social regu-
lation and government, where users offer up personal information about 
themselves to friends, strangers, and other interested parties, while simul-
taneously participating in monitoring the lives of others.44 If displaying one’s 
photos online is a way of exhibiting oneself to the world, then browsing, 
searching, and identifying the photos of others is a way of watching over 
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them, a form of what Andrejevic refers to as “peer-to-peer” or “lateral sur-
veillance.”45 There is nothing new about sharing one’s photos with others, 
but the current online photo sharing boom, facilitated by the proliferation 
of digital cameras in a variety of forms, is further challenging the shifting 
boundary between public and private.46 The act of publicly exhibiting private 
images, or merely sharing them with a select group of “friends,” undoubtedly 
gives some Internet users a sense of satisfaction or empowerment. Revealing 
visual details about one’s private life may even be viewed by some as a means 
of bucking conventional distinctions between public and private, a form of 
resistance to traditional ideas about what is appropriately hidden or kept 
secret.47 But such public forms of self-disclosure are not empowering in any 
simple or straightforward sense. While people may have control over what 
photos they post online, they cannot control what photos of themselves are 
posted by other users, or what happens to their photos once they are in cir-
culation. And the ever-present possibility of having personal photos appear 
on the Internet cannot help but change our sense of the boundaries around 
our private lives, and our sense of proprietorship and control over the full 
range of information that constitutes our identities. The effect is no doubt 
intensified the easier it becomes to locate and identify individuals in online 
image databases, a problem that extends both forward into the future as well 
as backward into the past, as any photograph ever taken has the potential to 
migrate onto the Internet. 

In other words, if individuals find consumer applications of facial rec-
ognition technology useful for their own practices of self-expression and 
self-management, their adoption of the software for personal use also serves 
broader institutional aims. Online social networking and photo sharing sites 
are experimental test beds for CBIR research, and individual Internet users 
will not be the only beneficiaries of any improvements in image search tech-
niques born of this experimentation. End users’ experimentation with web 
applications of facial recognition technology is necessary in order to help 
developers understand how best to address its limitations and produce viable 
applications. Photo management and image retrieval are important prob-
lems not only for amateur photographers managing their photo collections. 
These are also pressing concerns for institutional users like military and law 
enforcement agencies, as well as news organizations, Hollywood editors, 
search engine developers, and other social actors with large image databases 
to manage. As we have seen in previous chapters, the business, law enforce-
ment, and state security sectors have a vested interest in more sophisticated 
access control, data mining, and “smart surveillance” technologies. Viewing 
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web applications of facial recognition technology narrowly in terms of the 
benefits or forms of “empowerment” they invest with individual users obfus-
cates the broader promise of the technology to improve the functionality and 
reach of large-scale surveillance and access control systems.

The contribution that experimental, “interactive” consumer applications 
can make to building better facial recognition systems is not limited to tech-
nical improvements in image retrieval techniques. Much like its uses for per-
sonal security, photo management applications help to introduce facial rec-
ognition technology into the self-fashioning activities of tech-savvy citizens, 
giving users a sense of technical mastery over the technology and in turn 
helping to alleviate the threat it seems to pose to our own ability to control 
what we do with our faces and our identities. Images of the face have long 
played a role in practices of self-identity formation, as well as in more for-
malized systems for the management and authentication of identity. The way 
certain people collect and use images of their faces and the faces of others 
is one of the techniques they use to build and manage their own personal 
biographies. Introducing facial recognition systems into these practices of 
the self plays a fundamental role in the institutionalization of the technology. 
What proponents rather deterministically refer to as “user acceptance” of 
biometric technologies is in fact a complicated matter of creating the kinds 
of people who will use them: people appropriately concerned with their per-
sonal security, watchful of themselves and others, and mindful of a compel-
ling need to continuously experiment with new technologies as a matter of 
their own self-expression and self-improvement. 

The question arises as to what happens to our understanding of the face 
itself, and face-to-face social interaction, as a result of these combined changes 
in the institutional and individual practices of facial image management. The 
applications of facial recognition technology examined here are designed to 
remedy problems arising from changes occurring in human social interac-
tion along with the proliferation of disembodied identities. They promise to 
provide a technical solution to one of the central problems of mediated com-
munication: “the possibility of interaction without personal or physical con-
tact.”48 But facial recognition technology is limited in its capacity to resolve 
the lack of personal connection inherent in disembodied social interaction. 
This is because faces and facial images are not only markers of identity, they 
are also conveyers of meaning and affect, representing and misrepresenting 
the communicative aims and embodied affective expressions of their bear-
ers. While facial recognition software may help identify faces and improve 
the searchability of facial image databases, the technology itself reveals noth-
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ing about the affective dimensions and subtle social cues that faces convey. 
In order for computers to “see” the face the way humans do, computers will 
need to do more than identify faces and distinguish them from one another. 
They will also need to discern the signifying expressions of the face—the aim 
of automated facial expression analysis. Where facial recognition technology 
denies the face its meaningful expressive qualities in order to transform it 
into an index of an individual identity, automated facial expression analy-
sis treats the expressive movements of the face as a field of computational 
data about the varied meanings that those movements convey. In this way, it 
promises to bring the face and its expressive dimensions into the domain of 
human-computer interaction, so that human affective relations and human 
subjectivities themselves might be reinvented.
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5
Automated Facial 
Expression Analysis and the 
Mobilization of Affect

As he recalls it, Joseph Weizenbaum was moved to write his book 
Computer Power and Human Reason as a result of the public reaction to his 
experimental language analysis program, named ELIZA, that he developed 
at MIT in the mid-1960s.1 ELIZA’s incarnation as DOCTOR, a parody ver-
sion of a psychotherapist asking inane reflexive questions, was wildly mis-
interpreted as an intelligent system, according to Weizenbaum. Much to his 
astonishment, some practicing psychiatrists actually thought that the DOC-
TOR program could be developed into a truly automated form of psycho-
therapy, “a therapeutic tool which can be made widely available to mental 
hospitals and psychiatric centers suffering a shortage of therapists.”2 The con-
scientious computer scientist objected:

I had thought it essential, as a prerequisite of the very possibility that one 
person might help another learn to cope with his [sic] emotional prob-
lems, that the helper himself participate in the other’s experience of those 
problems and, in large part by way of his own empathetic recognition of 
them, himself come to understand them. . . . That it was possible for even 
one practicing psychiatrist to advocate that this crucial component of the 
therapeutic process be entirely supplanted by pure technique—that I had 
not imagined!3

Although others have since reinterpreted ELIZA in more techno-optimis-
tic terms,4 Weizenbaum’s concern for his simulated psychiatrist’s incapacity 
for “empathetic recognition” is instructive for a critical analysis of the effort 
to program computers to “see” the human face. It is especially relevant to a 
dimension of the research that I consider in this chapter. Whereas up until 
now I have focused largely on automated facial recognition as a technology of 
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identification, here I investigate the development of automated facial expres-
sion analysis, the effort to program computers to recognize facial expressions 
as they form on and move across our faces. While facial recognition tech-
nology treats the face as a “blank somatic surface” to be differentiated from 
other faces as an index of identity, automated facial expression analysis treats 
the dynamic surface of the face as the site of differentiation.5 The dimensions 
and intensities of facial movements are analyzed as indices of emotion and 
cognition, as a means of determining what people are thinking and feeling. 
Experiments in automated facial expression analysis—or AFEA, as I will 
refer to it in this chapter—represent a subfield of computer vision research, 
overlapping but often distinct from experiments in automated facial recogni-
tion.6 The automation of facial expression analysis promises to accomplish 
what facial recognition technology fails to do: read the interior of the person 
off the surface of the face, using the face itself as a field of classifiable infor-
mation about the individual. 

The issues that Weizenbaum’s program raised about the possibility of using 
computers to perform some of the intellectual labor of psychotherapy, as well 
as the ethical implications of doing so, arise again in the case of automated 
facial expression analysis. The project of AFEA is tightly bound to the field of 
psychology: psychological theories of facial expression and emotion inform 
the design of AFEA systems, and those systems in turn promise to advance 
the field’s knowledge of facial expressions and emotion. Facial expression 
analysis is one approach to studying the psychophysiology of emotion, among 
an array of techniques for measuring the physiological manifestations of the 
affects. In this sense, there are important differences between the ELIZA pro-
gram and the project of AFEA. For its part, ELIZA was not a computer vision 
program but a language analyzer designed to automatically manipulate text 
that a user consciously typed into a computer, the program drawing from a 
script to simulate the questions and responses of a psychotherapist. No one 
claimed that ELIZA could read the faces or emotions of the people with whom 
“she” was interacting. In fact, physiologists interested in emotion would have 
little use for ELIZA, long asserting “the poverty of human language to repre-
sent emotions” and a preference for examining affects in their pre-linguistic 
phase rather than relying on the emotional self-awareness of human subjects.7
Like a long line of techniques before it, AFEA promises to bring this pre-lin-
guistic phase of human emotion into greater visibility, irrespective of the con-
scious reflection of human subjects about their emotional states. 

Beyond the methodological issues it raises for the psychological sciences, 
the idea that an automated form of facial expression analysis might replace in 
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some cases the role of human beings as readers of one another’s faces raises 
anew questions about the meaning, experience, and ethical substance of face-
to-face versus mediated forms of communication. As John Durham Peters has 
argued, the concept of “communication” itself became intelligible as a result 
of the “disembodiment of interaction” associated with the rise of mass media 
like radio and television.8 A similar claim might be made of the possibility of 
automated facial expression analysis: when the analysis of facial expressions of 
emotion becomes something that appears to happen independent of embod-
ied human perception, human face-to-face affective relations take on new life 
as an object of inquiry. But just as believing that ELIZA could legitimately per-
form the role of psychotherapist required a willful blindness to the program’s 
basic technical underpinnings and lack of capacity for empathy, believing that 
computers can be made to “see” facial expressions—and by extension the affec-
tive states of individuals—likewise involves forgetting or bracketing the layers 
of social construction and technical integration involved in the development 
of AFEA systems. Once again, getting computers to “see” the face involves 
building into these systems particular ways of seeing, rather than creating a 
technically neutral form of machine vision that is free from the ambiguities, 
imperfections, and subjective capacities of human visual perception. AFEA 
might simulate sight, but it cannot do so without a preprogrammed script.

Programming computers to identify facial expressions, especially under 
uncontrolled conditions, poses a difficult set of problems for computer scien-
tists to tackle, in some ways even more challenging than programming com-
puters to identify faces. Whereas facial recognition technology has already 
been integrated into some real-world surveillance and identification systems, 
AFEA is still in a more nascent stage of development in computer science. It 
has not been deployed on any significant scale, although there is at least one 
consumer application of automated smile recognition: Sony’s Smile Shutter™ 
technology, integrated with some of its digital cameras, automatically snaps 
a photo when a person being photographed is smiling. This seemingly trivial 
application in fact points to the mutually constitutive relationship between 
the technology of photographic portraiture and the social conventions that 
govern facial expressions and their representation. Smiling became a regular 
feature of photo portraits only after shorter exposure times became possible, 
and the popular practice of “smiling for the camera” points to both the often 
posed status of facial expressions captured in images as well as the modern 
social expectation that people appear happy in images. Cameras with Smile 
Shutter™ technology incorporate within their design a historically and cul-
turally specific injunction to represent oneself as perpetually cheerful, and 
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the skill many of us have at displaying a happy face no doubt has some bear-
ing on why the smile is the first expression computer programs are able to 
“see” with some reliability. 

But beyond its capacity to provide automatic snapshots of the smiling face, 
AFEA remains largely confined to computer science laboratories and some 
basic research in “emotion science” (including one study investigating “the 
timing of the onset phase of spontaneous smiles”).9 According to a recent 
survey of the research, “The application of currently available automatic 
facial expression recognition systems is often very restricted due to the lim-
ited robustness and hard constraints imposed on the recording conditions.”10

What we can say with certainty about automated facial expression analy-
sis is that it represents an object of interest to both psychologists studying 
facial expressions and to computer scientists, including some of the same 
computer scientists developing facial recognition technology. It is also of 
interest to other social actors with a desire or perceived need to know more 
about what individuals are thinking and feeling beyond what they actually 
express in words. A chapter from Stan Li and Anil Jain’s Handbook of Face 
Recognition offers a list of potential uses, including for the study of “emo-
tion and paralinguistic communication,” as well as more applied areas such 
as “clinical psychology, psychiatry, neurology, pain assessment, [and] lie 
detection.”11 The chapter also mentions those applications most compelling 
to computer scientists themselves: intelligent environments and multimodal 
human-computer interface, or HCI.12 Other potential applications include 
monitoring the cognitive and emotional states of people in workplaces, air-
ports, border control stations, and in the penal system, as well as for gather-
ing affective and nonverbal data about consumers for market research pur-
poses. If using AFEA to assess the emotional state of consumers in order to 
optimize their inducements to purchase seems like a stretch, consider that 
Disney has reportedly created a new, high-tech research laboratory that will 
allow scientists to “measure heart rate and skin conductivity and track the 
gaze of participants who are exposed to new ad models over the Internet, 
mobile devices and TV screens.”13 In fact, the application of AFEA for mar-
keting purposes would be consistent with a history of marrying the methods 
of psychology to consumer research, dating back to the work of Paul Lazars-
feld at the Bureau for Applied Social Research in the 1950s and 1960s, and 
will likely represent one of the predominant uses should automated facial 
expression analysis take shape as a functioning technology. 

While technical articles about AFEA typically include an introductory 
section that offers a list of potential applications, questions about the social 



Automated Facial Expression Analysis | 155

and ethical implications of such technologies for human affective relations 
are almost never asked.14 In fact, there is a concerted effort in the technical 
literature to distinguish facial expression analysis from the analysis of emo-
tions, an insistence that they represent two distinct problems. For example, 
one technical article notes that “sometimes the facial expression analysis 
has been confused with emotion analysis in the computer vision domain. 
For emotion analysis, higher level knowledge is required.”15 Although the 
authors are right to be careful about making assumptions about the relation-
ship between facial expressions and emotions, they nevertheless suggest that 
technical systems for the automatic interpretation of expression are possible 
through additional layers of knowledge. As we will see, this “higher level 
knowledge” is defined in terms of added layers of code, or more advanced 
ways of classifying facial measurements into discrete categories of emotion 
and emotional intensity. This move to separate the specific problem of facial 
expression recognition from the recognition of emotion defines the aims of 
any particular effort at computerization as narrowly as possible, separating it 
from the messy and exceedingly more difficult problems associated with the 
meaning of facial displays and their relationship to what people are think-
ing and feeling. In this way the research can facilitate the aim of automati-
cally reading internal states off the face without claiming to provide a direct 
means of making such subjective determinations. 

But regardless of how narrowly the technical experiments are defined, 
particular understandings and assumptions about what facial expressions 
are, what they mean, and what they can be made to do, inescapably have 
consequences for the development of automated facial expression analysis. 
The very possibility of automating the imperfect—and culturally and histori-
cally variable—human capacity to read the faces of others suggests that cer-
tain assumptions about facial expressions and their relationship to human 
affective relations are already in circulation, assumptions that posit affect as 
a physiological process capable of being not only coded and analyzed but 
also engineered. If inventing new technologies means inventing the kinds of 
people who will use them, as we saw in the previous chapter, human reinven-
tion likewise involves designing new technologies specifically for that pur-
pose.16 As an instrument for automatically measuring, defining, and differ-
entiating human faces and emotions, AFEA is envisioned as among an array 
of techniques of bodily measurement and visualization designed to measure 
and regulate affect, thereby providing a technical means for analyzing and 
remaking people. Like the psychological test, AFEA promises to be a highly 
adaptable technique, “a device for visualizing and inscribing individual dif-
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ference in calculable form,” thereby helping to create “calculable individuals” 
who can be encouraged or enjoined to reevaluate and reinvent themselves in 
response to their changing social and technological environments.17

Photography and the Expressive Face

The idea that careful examination of the face and facial expressions could 
reveal something about the internal state, even the essential core of the indi-
vidual, has a long history, one intimately tied to religious beliefs, the human 
sciences, and the development of photographic technologies. The science of 
physiognomy held legitimate and respected status in the Western world in 
the eighteenth and the nineteenth centuries, alleging to show evidence of 
connections between facial features and individual character. The promi-
nent eighteenth-century promoter of physiognomy, Johann Kaspar Lavater, 
espoused the view that facial features were God-given signs of moral worth.18

Lavater distinguished physiognomy from pathonomy; the former involved 
the study of the features as rest, while the latter concerned the study of facial 
expressions, or the “signs of the passions.”19 The Scottish physiologist Charles 
Bell similarly maintained the divine origin of facial traits, but thought that 
expressions, rather than the features at rest, were the true indicators of God’s 
imprint on the face.20

Photography was used for the physiognomic and pathonomic analysis 
of the face virtually since its inception, invented at the height of “physiog-
nomic culture” in the first half of the nineteenth century.21 Physiognomic and 
pathonomic practitioners showed a special concern for reading insanity or 
dementia in both facial features and in the dynamics of facial expressions, 
using photography to capture the “face of madness.” Hugh Welch Diamond, 
the founder of clinical psychiatric photography, used photographs as both 
a diagnostic tool as well as a method of treatment, “to present an indelible 
image of the patient for the patient’s own study.”22 But no one seems to have 
made more productive use of the new medium of photography as a tool for 
studying facial expressions than the French neurologist Guillaume Duch-
enne. Duchenne shared his predecessor Charles Bell’s belief in both the pri-
macy of facial expressions as indicators of inherent qualities, and in their 
divine origin. Unlike many of his contemporaries, however, Duchenne was 
less concerned with understanding the facial typology of insanity, than with 
studying neurological dysfunction in the face, as well as “normal” mecha-
nisms of facial movements.23 Duchenne adopted not only the camera but 
also the new technology of electrical stimulation to induce expressions on 
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the faces of his patients, staging bizarre photographic portraits, some in 
which he himself appears. The photographs, showing electrical instruments 
being applied to contorted faces, look frighteningly like experiments in tor-
ture, although apparently his subjects experienced only minor discomfort. 
As visual evidence of a fleeting moment in the shared history of photogra-
phy and physiognomy, Duchenne’s photos convey an attempt to capture and 
study the face in motion, along with the positivist scientific ambition to apply 
new technologies to make observable what theretofore had fallen below the 
threshold of knowledge.24

Where Duchenne saw the work of God in his portrait photographs, 
Charles Darwin used similar photos to challenge assumptions about the 
divine origins of facial features and expressions. Working in collaboration 
with the photographer Oscar Gustav Rejlander and drawing as well on 
Duchenne’s photos, Darwin published The Expression of Emotion in Man and 
Animals in 1872, “one of the first scientific texts to use photographs as part 
of evidence for the theory being proposed.”25 It was a direct attack on the 
idea that facial expressions were put there by God, instead maintaining they 
were largely the vestiges of evolution, with evidence in continuities across 
cultures and even species.26 The presence of published photos in Darwin’s 
book no doubt lent it an air of cutting-edge research, the images working 
alongside his written argument to discredit the moral and religious claims of 
physiognomy. Darwin himself emphasized that he used only photos “made 
by the most instantaneous process” allowing for “the best means of obser-
vation.”27 But the technical constraints of one-half- to two-second exposure 
times meant that the images Darwin collected in fact required more sus-
tained expressions—“in some cases, facial gestures created specifically for 
the purpose of photography and sold as ‘character’ images by commercial 
studios.”28 Whether placed there by God or by evolution, the fleeting, sponta-
neous nature of facial expressions often eluded photographic representation.

It is no surprise, then, that a fascination with capturing the human face 
in close-up informed the early development of motion picture photography, 
as Tom Gunning has shown.29 Gunning refers to the celebrated potential 
of motion pictures to uncover new visual knowledge as the new medium’s 
“gnostic impulse.” For Béla Balázs and other utopian thinkers of the early 
twentieth century, cinematic technology was especially promising in its 
capacity to open up the face to new levels of detailed visual perception. Writ-
ing in the 1920s, Balázs emphasized the gnostic potential in the cinematic 
close-up of the human face: “It is the ‘microphysiognomics’ of the close-up 
that have given us this subtle play of feature, almost imperceptible yet also so 
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convincing. The invisible face behind the visible has made its appearance.”30

The drive to make visible the dynamics of facial expressions at their most 
acute level of detail played a key role in the invention of motion picture tech-
nology and the early forms it took.

Since the mid-nineteenth century, scientists interested in the study of 
the human face made productive use of the new photographic technolo-
gies, whatever their religious or scientific persuasion. Still photography, and 
later motion pictures, invigorated their work and redefined their methods, 
creating a type of archive—a source of observable, classifiable, visual infor-
mation—that had not existed before. And the expanding archive of facial 
representations no doubt allowed the face itself to be reenvisioned as a sort 
of visual archive—a field of newly detailed, classifiable information about 
human beings. The medium of photography emerged and developed in inti-
mate relationship with historical transformations in what were considered 
legitimate, properly scientific modes of classification and knowledge produc-
tion, including methods for interpreting the face and facial expressions. The 
imprecise science of physiognomy, heavily inflected with religion and moral 
judgments, was supplanted with a seemingly more meticulous, methodical, 
and positivist form of facial analysis, one whose claim to truth was based in 
scientific and technical rather than theological foundations. Of course, this 
is not to say that there was any less concern with establishing the relation-
ship between the exterior of the face and the essential interior qualities of the 
person.31 The imprint of God may have been lifted, but the marks of nature 
remained and even intensified. 

The history of developing and applying photography for the study of the 
face and facial expressions demonstrates the ways in which the face itself, or 
at least the way we see the face, is imbued with historical meaning. In other 
words, this history suggests that there is no essential link between facial 
expressions and what humans think or feel, nor is there any essential way in 
which humans recognize and interpret facial displays; there are only differ-
ent ways of conceptualizing what facial expressions are and what they mean, 
and these understandings have implications for the human “emotional 
range” in any given social and historical context, affecting how human beings 
comport and regulate their emotions and how they interpret the emotional 
behaviors of others. In his history of sound reproduction, Jonathan Sterne 
makes a similar point about sound and hearing. He writes, “It is impossible 
to ‘merely describe’ the faculty of hearing in its natural state [because] .  .  . 
the language we use to describe sound and hearing comes weighted down 
with decades or centuries of cultural baggage.”32 Like sound and hearing, 
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facial expressions, and our ways of seeing and interpreting them, “rest at the 
in-between point of nature and culture.”33 Photographic technologies have 
been developed and applied to define the categories of facial expression and 
to link those categories to variable states of human emotion. But expressions 
and emotions are far from purely physiological processes that exist in nature 
waiting to be discovered. Affective behaviors have a deeply relational basis, 
and one that has altered over time in tandem with changing forms of social 
organization.34

Although the scientists working on facial expression research may have 
had a narrow range of interests and motives, their research derived from 
and contributed to broader transformations in the social norms governing 
the expression of emotion, providing a more technical and scientific frame-
work for the social regulation of affective behaviors. Affective behavior has 
been the target of social regulation over a long historical period in the West, 
bound up with transformations in forms of social organization associated 
with modernization. Norbert Elias has examined at length this “civilizing 
process,” the long-term changes in the affect and control structures of peo-
ple living in Western societies.35 This so-called civilizing process occurred in 
complex relationship with the movement toward higher levels of social dif-
ferentiation and integration, as people formed lengthening chains of inter-
dependence. Key to the “civilizing process” was the consolidation of control 
over the use of physical force by states, enabling the formation of pacified 
social spaces in which people could live and interact in relative safety. Within 
these secure, socially regulated spaces, self-control over affective conduct 
became de rigueur.36 Increasingly minute gestures and details of conduct 
came to have greater meaning, and a high level of self-control over affective 
behaviors became “second nature” for “civilized” individuals, imprinted on 
them from an early age.37 Far from existing in some pure biological form in 
the body, emotions like shame, fear, and guilt—and especially “man’s [sic]
fear of himself, of being overcome by his own affective impulses”—“emerged 
in social interaction with others, directly or indirectly induced in a person 
by other people.”38 According to Elias, the strength of affective controls, as 
well as their form and the role they play in shaping individual personalities, 
depends fundamentally on the structure of societies and the place and fate of 
specific individuals within those societies.39

Proof of the more broad-based social-regulatory implications of the study 
of affect can be found in the sheer range of techniques devised to study it. 
The application of photography to the study of facial expressions was only 
one among an array of new techniques that scientists began to employ in the 
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late nineteenth and early twentieth centuries in order to transform emotion 
into an object of scientific knowledge—something that could be studied in a 
laboratory. Instruments that measured mundane human physiological pro-
cesses, like the pneumograph, kymograph, sphygmomanometer, galvanom-
eter, and thermometer, were put to the task of measuring and visualizing 
emotion, locating affect in the bodies of research subjects and exteriorizing it 
in visual representations.40 As Otniel Dror has written, the new “techno-rep-
resentations” generated by these instruments were used to displace emotion 
from interior to exterior, “from the privacy of the mind to the communal 
space of representation, from personal experience to scientific knowledge, 
and from the subjective to the objective.”41 According to Dror, it was the sci-
entists of emotion themselves, performing experiments on their own bodies 
in the laboratory and demonstrating their emotional control and agility, who 
were perhaps most directly affected by the scientific study and objectifica-
tion of emotion.42 Their experiments led to “a modern and particularly mas-
culine form of communicating and exchanging emotion” in a scientific set-
ting, creating “an emotional economy in the laboratory.”43 But their research 
had implications well beyond the laboratory, as the mechanically rendered 
physiological manifestations of emotion helped redefine what it meant to 
feel, what exactly emotions were, and how they could be differentiated and 
manipulated. The scientific study of the physiological manifestations of emo-
tion added a technical, instrumental dimension to the social regulation of 
affect. 

The history of scientific interest in facial expressions elucidates not only 
the interpretative flexibility of the face over the time, but also the ways in 
which the photographic-scientific analysis of the face was, and continues to 
be, bound up with what Ian Hacking calls “making up people,” creating cat-
egories of human identity that change “the space of possibilities for person-
hood.”44 Focusing on the official statistics of the nineteenth century, Hacking 
argues that different kinds of human beings and human actions came into 
being hand-in-hand with the invention of categories for labeling people and 
their behaviors.45 Counting and classifying types of suicides, for example, 
helped bring into existence the phenomenon of suicide itself and the range 
of motives for it. People may very well have killed themselves before the sta-
tistical study of suicide, but the labeling and differentiation of the act and 
those who committed it opened up new possibilities for defining it and even 
performing it: “The systems of reporting positively created an entire ethos of 
suicide, right down to the suicide note, an art form that previously was virtu-
ally unknown apart from the rare noble suicide of state.”46
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The psychological sciences that emerged to analyze, explain, and treat 
such maladies of the mind have played a special role in making up the kinds 
of persons that modern subjects take themselves to be.47 And as a subfield of 
the modern disciplines of psychology and psychophysiology, the science of 
facial expression analysis has its own unique role to play in making up peo-
ple. Facial expression analysis has not involved a simple and straightforward 
discovery of the details and dynamics of expressions as they exist on every 
human face, universally across cultures and throughout history. Instead, the 
science of facial expression has worked in tandem with other knowledges of 
affect to define the normal range of emotional responses to the world and the 
ways those responses are enacted through the face and the body. 

The relationship between the study of facial expression and the social reg-
ulation of affect continues to the present day, albeit not in a continuous line. 
Darwin’s evolutionary explanation of facial expressions eventually found 
renewed interest in the work of psychologists like Silvan Tomkins, Paul 
Ekman, and Carroll Izard in the 1960s and 1970s. These scholars brought 
the study of emotion, and its expression in the face, back to the forefront of 
psychology after a long period—Erika Rosenberg labels it the “zeitgeist of 
behaviorism”—in which emotion was steadfastly rejected as an “unobserv-
able.”48 Today, Ekman’s neo-Darwinian theory of facial affect dominates the 
psychological study of facial expressions, but his influence extends beyond 
the academic field of psychology. In 2008, his work on deception detec-
tion became the inspiration behind a Fox television show, Lie to Me, about 
a fictional team of expert truth consultants with a disturbingly perfect track 
record of catching liars. In real life, Time magazine named Ekman one of the 
world’s one hundred most influential people in 2009.49

In his early work, Ekman claimed to find support for the Darwinian posi-
tion that a certain class of facial expressions was universal across culture and 
history, a position that now finds broad, though not unanimous or unquali-
fied, support among psychologists of emotion.50 Establishing the universal-
ity of facial expressions was especially important to both the reliability and 
validity of the work that followed—the project, on the part of Ekman and 
his colleague Wallace Friesen, to create a comprehensive facial expression 
classification scheme that could be applied to every human face, and that 
could be used to make discoveries about facial affect that could be gener-
alized universally—in other words, a method for making discoveries about 
facial expressions and their relationship to felt emotions that would apply 
to all human beings. According to their own accounts, Ekman and Friesen 
developed their coding system in the 1970s, spending eight years studying 
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facial expressions in order to differentiate every visually distinguishable 
facial movement.51 As a result of this work, much of which was performed 
on their own faces, they created a schema of forty-four discrete facial “action 
units” (AUs), individual muscle movements combinable to form many of the 
different possible facial displays, some related to emotions and some not. 
The resulting “Facial Action Coding System,” or FACS, became the “gold 
standard” measurement system for facial expressions. Although performed 
manually by trained human coders, FACS was, from the beginning, a com-
putational model of facial expression, and as we will see, it promises to play a 
central role in the development of automated facial expression analysis. 

The Problem of Automated Facial Expression Analysis

Although photography has been used to analyze facial expressions virtually 
since its inception, the automation of facial expression recognition and inter-
pretation is a relatively new and interdisciplinary endeavor involving various 
subfields within computer science, cognitive science, and psychology. Some 
of the challenges involved in creating computer programs that can recog-
nize facial expressions became evident in an early study on “pattern recogni-
tion of human emotion expression,” presented at the Fourth International 
Joint Conference on Pattern Recognition in Kyoto, Japan, in 1978.52 To con-
duct their study, the researchers made films of actors performing the expres-
sions, with coordinate marks placed on their faces based on the anatomical 
advice of a medical doctor. The actors were instructed to portray a variety of 
fanciful situations to convey happiness, anger, fear, grief, and jealousy, after 
which the researchers selected 358 frames from the films to produce enlarged 
still prints for analysis. The study’s findings, published in the conference 
proceedings, reported that the program was able to recognize the expres-
sion of happiness fairly well but had a more difficult time with anger and 
jealousy. The movement of the head posed complications for the tracking of 
marked coordinates on the face, making it difficult to discern head motion 
from facial muscle movements and presaging the need for face tracking and 
feature extraction techniques. The study also included a comparison of the 
pattern recognition technique with an experiment in which human subjects 
judged the expressions of the filmed actors, finding “some similarity” in the 
“visual recognition rate” between humans and the computer program.53 The 
researchers envisioned pattern recognition of facial displays as applicable to 
“the diagnosis of a psychiatric patient whose symptom is often seen in his 
facial expressions,” and recommended further research that would identify 
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the facial parameters most relevant for identifying different expressions, 
along with comparisons of “parameters between those of normal persons 
and those from patients.”54

As this account suggests, the earliest efforts to develop methods of com-
puterized facial expression analysis envisioned the technology as useful for 
psychiatric applications, especially for differentiating normal from patho-
logical patients. Insofar as pattern recognition techniques were viewed as a 
potential means of automatically identifying facial expressions of emotions in 
place of the human capacity to do so, such techniques shared a common bond 
with ELIZA, Weizenbaum’s language analysis program, which some practic-
ing psychiatrists thought might function as an automated form of therapy for 
underserved patients. Of course, no one was explicitly suggesting that auto-
mated facial analysis techniques might entirely fulfill the role of psychiatrist. 
The promise seemed to lay more in the precise identification and differentia-
tion of facial pathology, using computerized video analysis to visualize and 
make obvious what was imperceptible or ambiguous even to the trained eyes 
of experts. Computational models held out the promise of more accurate and 
meticulous recognition of facial expressions, free of the subjective judgments 
and imperfect modes of interpretation inherent in human perception. 

But paradoxically, in order for computer vision to be deemed similar to 
or better than that of humans, the automation of facial expression analysis 
would require the comparison of computerized techniques against human 
perceptual capacities. In other words, an “accurate” reading of facial expres-
sions depended not so much on what the expressing subject felt, but more 
so on what other human beings saw when they looked at an expressive face. 
However imperfect humans were at reading facial expressions, those expres-
sions only came to have meaning in humans’ interactions with one another. 
Whether computers could in fact be programmed to identify facial expres-
sions with the same or better “visual recognition rate” as humans would 
depend on translating the messy ambiguity of human face perception and 
face-to-face interaction into more exacting computational models. And 
whether facial expressions and their interpretation were amenable to an 
information processing model of communication was by no means assured.

Not surprisingly, programming computers to recognize facial expressions, 
in fully automatic and real-time fashion, has posed a host of technical chal-
lenges. Some of these challenges no doubt also cause problems for humans, 
but they create unique difficulties for computer algorithms. Problems include 
dealing with differences in facial appearances among populations and indi-
vidual differences in expressiveness, as well as discerning transitions among 
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expressions, intensities of expression, and deliberate versus spontaneous 
expressions.55 (Like Darwin’s “character” images, most of the research on 
AFEA has relied on deliberate or posed rather than spontaneous expressions.) 
While facial identification requires computers to determine what is unique 
about a face, facial expression recognition requires computers to disregard 
what is unique, or at least to differentiate the face in a different way. Facial 
expressions are not static but involve faces in motion, and getting comput-
ers to parse different facial movements from a stream of behavior is a daunt-
ing computational problem. Head orientation and scene complexity add to 
the challenge, and image acquisition, quality, and resolution issues likewise 
introduce enormous complications that make real-time AFEA an especially 
difficult problem for computer vision. Conditions that most humans manage 
with relative ease become major complications of information processing. A 
recent technical description of AFEA notes some of these complications:

Within an image sequence, changes in head position relative to the light 
source and variation in ambient lighting have potentially significant effects 
on face expression analysis. A light source above the subject’s head causes 
shadows to fall between the brows, which can obscure the eyes, especially 
for subjects with pronounced bone structure or hair. Methods that work 
well in studio lighting may perform poorly in more natural lighting (e.g., 
through an exterior window) when the angle of lighting changes across an 
image sequence.56

Humans interpret one another’s faces in highly imperfect ways based on 
social conventions that vary culturally and historically. But while there may 
be many factors complicating the way people convey and interpret facial 
expressions in any given interaction, the radically different colors and tex-
tures that different lighting can produce when it comes in contact with the 
face is not usually a major confounding issue (unless of course one happens 
to be a visual artist, in which case one might pay keen attention to these 
variations). Dim lighting can sometimes present challenges for human per-
ception, but variations in lighting above a certain level of visibility hardly 
register at all for our ability to see facial expressions. In general, although not 
always particularly adept at understanding one another’s expressions, most 
people are capable of easily ignoring complications introduced by lighting 
or other non-signifying variations in the appearance of faces. Most humans 
learn social conventions for attending to and disregarding certain kinds of 
variations in facial appearances, and for ignoring inadvertent facial move-
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ments and other gestures as necessary to avoid awkward interactions. In 
other words, these forms of interaction become a sort of “second nature.”57

In his famous essay “On Face-Work,” Erving Goffman addresses this process 
at the length. Goffman defines “face” not as a specific part of the body but 
as the “positive social value” individuals effectively claim for themselves in 
interpersonal encounters, “an image of self delineated in terms of approved 
social attributes.”58 In many cultures, Goffman maintains, face-to-face 
encounters carry an implicit expectation that the parties involved will have 
a measure of respect for one another and sustain a standard of considerate-
ness. In any particular encounter with others, a person “is expected to go 
to certain lengths to save the feelings and the face of others present, and . . . 
to do this willingly and spontaneously because of emotional identification 
with the others and with their feelings.”59 This involves subtle determinations 
about what to pay attention to and what to ignore in the actions and expres-
sions of others. While at times it is important to pay close attention to the 
facial signals of others, at other moments it may be more appropriate to avert 
one’s gaze or simply not acknowledge certain expressions, especially if they 
suggest felt emotions that the bearer may not intend to reveal.

The problem of how to train computers to make judgments about what to 
focus on and what to ignore in any given complex scene is not unique to facial 
expression analysis, but is instead a more general problem in the research 
and development of artificial intelligence and automated perception. As 
Hubert Dreyfus has argued in his philosophical critique of artificial intelli-
gence, computerized pattern recognition techniques lack key characteristics 
of human perception and intelligence. More specifically, two dimensions of 
intelligence these techniques do not possess are “fringe consciousness” and 
“context-dependent ambiguity tolerance.”60 Our “fringe consciousness” is the 
background or marginal forms of awareness that enable us to concentrate on 
relevant information. Dreyfus uses the example of “our vague awareness of the 
faces in a crowd when we search for a friend” to demonstrate “the power of the 
fringes of consciousness to concentrate information concerning our periph-
eral experience.”61 Equally if not more important for seeing and interpreting 
facial expressions, and for human affective relations in general, is the human 
capacity for ambiguity tolerance—“our ability to narrow down the spectrum 
of possible meanings by ignoring what, out of context, would be ambiguities.”62

Although Dreyfus’s critique of AI is instructive for understanding the 
challenges of AFEA, his analysis makes the implicit and problematic assump-
tion that dimensions of human intelligence are universal and transhistori-
cal—unchanging characteristics that all humans have exhibited at all times 
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in all societies. As we have seen, Norbert Elias has made the compelling case 
that human affective relations change in relationship to changing forms of 
social organization, and particular ways of expressing and controlling affects 
develop over long historical periods. From this perspective, the problem is 
not that computers have a difficult time gaining or exhibiting the essential, 
universal characteristics of human perception and intelligence. Instead, the 
challenge lies in designing computational models of perception that can 
appear to do what humans do as “second nature,” or by acquired social con-
vention. It is in fact the case that facial expressions—their relationship to 
emotion and cognition and the functions they perform in face-to-face rela-
tions—are both context-dependent and full of ambiguity, and so require an 
enormous level of ambiguity tolerance, as well as the ability to generalize 
across contexts using forms of “common sense.” But there are no doubt wide 
historical and cultural variations in the sorts of expressions and gestures con-
sidered to be ambiguous, along with disparities in levels of expected toler-
ance for such ambiguities. It is likewise highly questionable whether humans 
possess a universal form of common sense. The kinds of practical judgments 
people make based on experience are more adequately understood as being 
shaped by a complex, culturally specific, and historically contingent range of 
social norms and expectations. 

It is no wonder that computers have a difficult time “seeing” human faces 
the way humans do. The problem of how to program computers to make 
determinations about what to pay attention to and what to ignore in facial 
movements and appearances is not simply a matter of measuring a physi-
ological process, or of controlling for lighting conditions and other issues of 
image variability, however complex these issues are for computational mod-
els of vision. Defined narrowly in these terms, the problem would seem to 
simply require more computer-processing power, or a more sophisticated 
computational approach. This is often the assumption that computer scien-
tists make. For example, insofar as they metaphorically function like neu-
rons, neural networks—or “networks of simple interconnected processing 
units that operate in parallel”—are seen as offering a promising possibil-
ity for addressing the challenges of automating facial expression analysis.63

But it remains the case with neural networks that “unless the class of pos-
sible generalizations is restricted in an appropriate a priori manner, nothing 
resembling human generalizations can be confidently expected,” as Dreyfus 
notes.64 If a designer of a system “restricts the [neural] network to a pre-
defined class of appropriate responses, the network will be exhibiting the 
intelligence built into it by the designer for that context but will not have 
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the common sense that would enable it to adapt to other contexts.”65 Given 
that facial expressions are fundamentally ambiguous and context-dependent, 
the difficulties computers have in dealing with ambiguity and in generalizing 
across contexts are especially relevant to the prospect of developing func-
tioning AFEA systems. The kinds of choices that computerized facial expres-
sion analysis must incorporate in order to “see” the face the way humans do 
are choices fundamentally shaped by social convention. In other words, no 
form of AFEA could encompass a universal, transhistorical form of face per-
ception. Instead, any functioning AFEA system would necessarily incorpo-
rate and exhibit particular ways of seeing the face and facial expressions. 

By highlighting some of the limitations of a computational model of facial 
expression recognition, I do not mean to argue that accomplishing functioning 
AFEA is impossible, that computers will never adequately “see” facial expres-
sions, or that there are no physiological dimensions to emotion. Rather, I want 
to emphasize that the very possibility of AFEA raises critical issues about the 
nature of emotion and human affective relations, especially insofar as the 
computational model becomes an instrument for conceptualizing what emo-
tions are and how they work. Just as the turn to biometric identification signals 
a redefinition of identity as disembodied data that circulates over networks, 
the prospect of AFEA similarly points to reconceptualization of face-to-face, 
affective relations to incorporate a computational model of face perception. 
AFEA is being envisioned for a range of applications, from basic research 
in psychology, diagnostic and therapeutic applications to market research, 
deception detection, and human-computer interfaces. This makes it especially 
important to understand how the computational model of facial expression 
interpretation works—including the classification or coding system on which 
it is based—and to consider the potential effects of computational models of 
affect on the social conventions that govern the way human beings interpret 
facial expressions and communicate with one another. “Technologies are asso-
ciated with habits and practices,” writes Jonathan Sterne, “sometimes crystal-
lizing them and sometimes promoting them. They are structured by human 
practices so that they may in turn structure human practices.”66

Coding Facial Expressions

The problem of programming computers to “see” facial expressions has 
received sustained research attention since the 1990s, along with advance-
ments in related techniques for the computational analysis of the face, like 
face detection, face tracking, and feature extraction.67 Computer scientists 
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have approached the problem of AFEA using a range of methods, generally 
divided into two categories: judgment-based and sign-based approaches.68

Many of the automated facial expression analysis systems developed in the 
1990s, like the early research in the 1970s, used judgment-based methods, 
meaning they would “attempt to recognize a small set of prototypic emo-
tional expressions” using images of the whole face.69 A consensus seemed to 
emerge rather quickly, however, that judgment-based approaches were too 
limited for many applications, since people rarely portray the prototypi-
cal expressions in everyday life, and the full range of facial muscle move-
ments conveyed much more information, and often more subtle messages, 
than those communicated by obvious displays of delineated and discretely 
defined emotions like disgust, fear, joy, surprise, sadness, and anger. Com-
puter scientists began to explore how to devise sign-based, or “sign vehicle–
based” approaches, born out of the Shannon-Weaver mathematical theory 
of communication, which held that “the best strategy to measure signals is 
to measure the sign vehicles on which they are based.”70 Sign vehicle–based 
approaches would ostensibly capture more complete information from the 
face by eschewing judgment about the meaning of expressions, and instead 
treating the face as pure information, coding facial motion and deformation 
into a predetermined set of visual classes. 

The Facial Action Coding System seemed to provide precisely what com-
puter scientists needed to create automated systems that would be able to 
differentiate the dimensions of facial displays beyond a series of prototypi-
cal expressions. FACS offered a classification system for facial expressions 
that, although designed to be performed manually by trained human cod-
ers, was nevertheless based on the sign vehicle or information processing 
approach to communication. In other words, FACS was already a computa-
tional model for differentiating the dimensions of visible facial motion.71 In 
contrast to other investigations of facial expressions that relied on inferences 
that observers drew about facial expressions, or studies that devised methods 
to describe a particular sample of facial behavior, Ekman and Friesen explain 
that their goal in developing FACS was to invent a comprehensive system 
that could identify and distinguish every visible facial movement, “free of 
any theoretical bias about the possible meaning of facial behaviors,” and so 
would be applicable to a wide range of studies, including those unrelated to 
emotion.72 They also wanted to devise an unobtrusive system that could be 
performed on people who were unaware that their faces where being scru-
tinized, unlike electromyographic (EMG) measurements, which involved 
attaching electrodes to the face. Ekman and Friesen believed, rightly so, 
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that knowledge of being monitored would lead subjects to alter their facial 
behavior.73

Whereas computer scientists saw the Facial Action Coding System as a 
promising basis on which to build automated facial expression recogni-
tion systems, Ekman and other psychologists saw new computer processing 
techniques as offering promising possibilities for the automation of FACS. 
A major impediment to the widespread use of FACS in the psychological 
sciences and other contexts, according to psychologists, “is the time required 
both to train human experts and to manually score the video tape.”74 Again 
and again the psychological literature dealing with FACS notes that “the 
time-intensive process of observational facial measurement limits the rate 
at which new research can be completed.”75 To achieve even minimal com-
petency in FACS, it takes a human being over one hundred hours of train-
ing, and one minute of videotape takes about an hour to code manually. Not 
only is the process time- and labor-intensive, but “human-observer-based 
methods” of coding the face are seen as too variable, incorporating too much 
error: “They are difficult to standardize, especially across laboratories and 
over time.”76 In other words, the way trained humans coders interpret the 
meaning of facial actions—let alone laypeople untrained in precise facial 
coding—is viewed as too subjective and tainted with inaccuracies. 

In response to the labor problems associated with the manual coding of 
FACS, Ekman and a group of researchers in the Machine Perception Labora-
tory at the Salk Institute at University of California, San Diego, began a proj-
ect to automate the coding system beginning in the early 1990s. The proj-
ect, funded by the National Science Foundation, involved the development 
of a neural network system that would automate the time-consuming and 
expensive process of coding facial expressions. According to the research-
ers at UCSD, automating FACS “would not only increase the speed of cod-
ing, it would also improve the reliability, precision, and temporal resolution 
of facial measurement.”77 In addition, an automated system promised to 
“make facial expression measurement more widely accessible as a research 
tool in behavioral science and investigations of the neural substrates of emo-
tion”—in other words, it would facilitate research that aimed to connect 
facial expressions to brain function as a way of explaining emotion physi-
ologically.78 As part of its support for the initiative, the NSF also sponsored 
a workshop that brought together psychologists and computer vision scien-
tists from other institutions interested in the problem, an event that spurred 
stepped-up research activity and led to a series of annual international con-
ferences on automated face and gesture recognition.79 Scientists at institu-
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tions like Carnegie Mellon’s Robotics Institute and the Beckman Institute at 
University of Illinois, Urbana-Champaign, joined the effort to build FACS-
based AFEA systems. The interest of Ekman and his colleagues in automat-
ing their classification system in order to make it faster and more accurate 
converged with the interests of computer scientists in developing automated 
forms of facial expression recognition in order to create more sophisticated 
forms of human-computer interaction. 

Since the Facial Action Coding System is seen as the most promising 
sign-based classification system for AFEA, FACS itself deserves closer atten-
tion. According to their own accounts, Ekman and Friesen did much of 
the research to develop FACS on their own faces, using anatomy texts (and 
occasionally electrical stimulation) to train themselves to fire specific facial 
muscles, along with mirrors and cameras to capture and identify the visible 
muscle movements. They assigned each of the forty-four action units they 
identified with a number and a name, such as “Inner Brow Raiser” or “Lip 
Corner Puller.” The action units are meant to measure the observable surface 
movements, not to correspond precisely with particular muscles: some sin-
gle action units include more than one muscle movement, and some muscles 
are involved in more than one action unit. People learn FACS and become 
experts by studying the FACS manual and its accompanying videos, avail-
able for purchase online, and then taking a standardized test. Trained human 
coders perform the labor of classification by viewing video and filmed 
images that they can stop, rewind, and view in slow motion. Scoring involves 
identifying what facial actions occurred as well as their temporal locations—
not only what happens on the face but also when each action begins and 
ends, coded by video frame. Coders also score the intensity of expression on 
a selection of the action units that Ekman and his colleagues determined to 
be important indicators of emotional intensity, and they code whether par-
ticular facial actions are asymmetrical (more pronounced on one side of the 
face) or unilateral (an action on only one side of the face).80

Although FACS is a standardized system, human coders do not always 
agree about what they see, hardly surprising given the range of variation in 
facial appearances and ways of interpreting them. The problem of “intercoder 
agreement” in analyses of visible facial actions receives special attention in the 
FACS literature. Studies that make use of FACS ideally employ more than one 
human coder to score the faces of human subjects, and the rate of agreement 
among coders is reported as a measure of the reliability of research findings.81

Whether FACS represents a “reliable” system of facial expression measurement 
is an issue of special concern to both psychologists and computer scientists. 
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This concern for consistency and replicability of facial action coding is 
revealing of the way in which the accuracy of FACS is constructed. Maximiz-
ing the level of agreement among human coders concerning the appearance, 
timing, and intensity of facial actions becomes a means of establishing the 
accuracy or “ground truth” of facial coding for AFEA algorithm develop-
ment. Standardization is equated with accuracy and truth; if the facial cod-
ing system can provide consistent results no matter who is doing the cod-
ing, what specific faces are being coded, or in what context, then the method 
gains credibility as an accurate measure of reality.

Paradoxically, while automating FACS is seen as a way of further standard-
izing the classification system and eliminating human errors in the coding of 
facial actions, the successful development of AFEA depends on the reliabil-
ity of manual coding. “The reliability of manually labeled images is a critical 
concern for machine learning algorithms,” as one scientist notes, because “if 
ground truth is contaminated by 20–30% error, which is not uncommon, that 
is a significant drag on algorithm performance.”82 Here again we see that the 
accuracy of both FACS and AFEA is constructed in part through the pro-
cess of standardization itself. The more people and computers can be made to 
agree about facial actions and intensities (as determined by FACS), the more 
accurate the classification system is said to be. This means that the “accuracy” 
of the system is defined not in terms of a correspondence between the sys-
tem and a person whose face is being analyzed (or the full range of ways a 
facial expression might be interpreted), but in terms of the system’s internal 
agreement—that is, whether the classification system consistently agrees with 
itself. While human perception is important to the design of both FACS and 
FACS-based AFEA, what is equally important is that both human coders 
and automated systems are trained to consistently identify the discrete facial 
action units of the standardized Facial Action Coding System—in other 
words, that the system functions as a closed loop that can operate with mini-
mal room for “error” or unique interpretations of facial expressions. 

The real power of FACS comes into play when this form of “accuracy”—
deriving from the process of standardization—in turn gets pushed back out 
onto faces, as the standardized coding system comes to define what facial 
expressions mean and how they work. Facial expressions are made to fit the 
technology and the decontextualized, mathematical theory of information 
that informs its design. In her discussion of the Shannon-Weaver mathe-
matical model of information, Katherine Hayles makes a similar point.83 She 
explains that, for practical reasons, Shannon’s theory purposely decontextu-
alized information, divorcing it from meaning and disregarding the mind-
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sets of individuals involved in communicative exchanges. In this way, infor-
mation would have a stable value as it migrated from one context to another, 
rather than having to be revalued as its meaning changed from context to 
context. Divorcing information from meaning fulfilled the instrumental 
purpose of designing efficient communication networks. But in turn, the 
engineering model of information became a dominant way of conceptualiz-
ing what information was, in all of its widely varying forms: “A simplification 
necessitated by engineering considerations [became] an ideology in which a 
reified concept of information [was] treated as if it were fully commensurate 
with the complexities of human thought.”84

If a decontextualized model of information cannot fully represent human 
thought, it is likewise questionable whether it can capture the full complexity 
of facial expressions, emotions, and affective relations. FACS divorces facial 
actions from their meaning for instrumental reasons—in order to make 
facial expressions fully calculable. But at some point those expressions have 
to be invested with meaning, translated back into meaningful interpretations 
of emotion. Psychologists studying facial expressions are fully aware that 
agreement among coders about the appearance of certain facial actions does 
not mean that those actions are a valid measure of emotion. Even a perfect 
level of intercoder agreement cannot bind particular facial actions to partic-
ular emotions. At some point, a higher level of interpretation of facial action 
coding is required to make sense of the codes, to link combinations of action 
units to interpretations of their emotional, cognitive, or physiological asso-
ciations. Ekman and Friesen addressed the question of the validity of FACS 
as an “emotion-signal” system in the earliest reports of their work, giving 
special attention to the need “to have some criterion independent of FACS to 
determine just which emotion, at what intensity, is being experienced at any 
given moment by a particular person.”85 They began to translate the interpre-
tation of facial actions into another classification or coding system, following 
up FACS with efforts to develop emotion-coding schemes associated with 
FACS scoring. 

The more interpretive system that Ekman and his colleagues began 
to develop sought to extend the standardized, information theoretical–
approach to a decidedly more interpretive level of analysis. This interpre-
tive emotion-coding system, initially called “Emotion FACS” or “EMFACS,” 
focused on a certain set of “core AUs”—muscle actions and combinations of 
actions that Ekman and his colleagues found to be associated with particu-
lar expressions of emotion.86 After devising a preliminary emotion-coding 
system, they built a relational database for the EMFACS data, and renamed 
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it the Facial Action Coding System Affect Interpretation Dictionary, or FAC-
SAID, a classification system designed to match “facial events with emotion 
events coded from previous studies.”87 The FACSAID database was designed 
to contain several types of data: “representations of facial expressions in 
terms of FACS, representations of meanings that can be attached to facial 
behaviors, and other facts about the behaviors, such as who attached mean-
ing to a facial expression, how many times the behavior has been observed, 
pictorial representations of the behavior, etc.”88 An online description of 
FACSAID acknowledges that “one of the weaknesses in the database in its 
current form is that the rules for interpreting behaviors are not explicit, the 
authority of the experts who interpreted them being the only basis for confi-
dence in their accuracy.”89 It also notes that “this problem will be addressed” 
in the next version of the FACSAID database, suggesting that the rules of 
interpretation will be provided to database users attempting to make sense 
of FACS scores. Whether and how the new database will represent disputes 
over facial expression interpretation, and how it will otherwise incorporate 
ambiguity, is not offered in this particular explanation of FACSAID.90

As systems for classifying facial actions and their relationships to emo-
tions, FACS, EMFACS, and FACSAID are very much in keeping with 
Bowker and Star’s argument that classification systems represent sites of 
political and ethical work, and that they perform a sort of reverse engineer-
ing on the world they aim to classify.91 FACS itself represents an effort to dif-
ferentiate, multiply, and limit the meaning of the face and its movements, to 
establish a new language and new techniques that rationalize variable facial 
appearances. Adopting the model of information theory, FACS constructs a 
framework whereby the face is translated into signals that can be divorced 
from their meaning, as disembodied entities that exist separately from “how 
they are understood by their receiver, or the intention behind their trans-
mission.”92 While FACS itself is meant to be purely descriptive, the action 
units are scored in combinations in order to represent the more complex 
and meaningful facial displays of emotion.93 The accuracy and precision of 
EMFACS or FACSAID as an emotion-signal system is constructed in part 
through the claims to objectivity associated with the initial stage of FACS 
coding, where the face is treated as pure information.94

This move to strip facial movements of their content and reduce them to a 
sort of informational essence is a way of investing FACS with “computational 
objectivity,” an updated form of the “mechanical objectivity” associated with 
earlier photographic and visualizing technologies.95 As Daston and Galison 
have elaborated, early techniques of mechanical reproduction held out the 



174 | Automated Facial Expression Analysis

promise of judgment-free representation, of “images uncontaminated by 
interpretation.”96 But cameras and other measuring instruments never made 
good on their promise to fulfill the scientific-moral imperative of banning 
interpretation and eliminating the biasing presence of human observers. 
FACS likewise only temporarily brackets an interpretive framework for facial 
expression analysis. The purpose of the classification scheme is not to sim-
ply measure facial motion for its own sake, but to enable psychologists and 
other users of the facial coding system to make new meaning of the face—
to examine and map out the surface movements, temporal dimensions, and 
intensities of the face with the aim of interpreting the interior state of the 
person, claiming that those surface movements can provide direct, unmedi-
ated access to embodied, felt emotion. 

But it must be emphasized that Ekman and Friesen’s classification system, 
the most promising basis at the moment for the development of AFEA, does 
not capture the essential, material features of facial movements that exist on 
every human face. It does not delineate a set of facial expression components 
placed there by God, evolution, nature, or culture, waiting for psychologists 
and computer scientists to lift them off the face and place them on a grid 
so that their true meanings can be established scientifically. Instead, FACS 
defines the components of facial expressions in the process of classifying 
them, enabling the production of newly detailed knowledge about the face. 
The coding system differentiates facial phenomena, opening up faces and all 
their subtleties to visibility and scrutiny. In this way, and before any func-
tioning automated facial expression analysis system has been invented, FACS 
transforms faces and their expressions into a field of data, into objects for 
data processing, with the aim of using the data to make sense of the mys-
terious inner emotional lives of individuals. FACS informationalizes the 
face and its expressive movements, laying a grid over its surface, breaking 
it down into fragments, and assigning each part an arbitrary number and 
a basic descriptive term that can then be offered up for the construction of 
new meanings in the psychology of the face and emotion. While the conten-
tion is that FACS represents the material dimensions of facial expression, it 
actually provides a new language of facial analysis and interpretation, one 
that makes a particular claim to truth based on its instantiation in the form 
of standardized code.

The automation of FACS is significant in that it promises to speed up the 
expression coding process, standardize classification, make it more precise, 
and increase the quantity of studies, leading to more data for analysis. Auto-
mation has the potential to enable the more widespread deployment of facial 
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action coding practices, extending facial expression processing and its asso-
ciated behavioral evaluations to a larger number of individuals, thereby gen-
erating more data from which to formulate theories for differentiating nor-
mal from pathological expressions of affect—that is, for delineating human 
emotional experience and thereby defining human subjectivity. It also prom-
ises to make more readily visible the virtually imperceptible details of facial 
action that FACS itself attempts to make visible through manual coding. 
AFEA would ostensibly compensate for the fallibility of human subjective 
perception, providing a more precise, accurate, objective, scientific analysis 
of facial affect that in turn could be used to reach more people and a wider 
range of settings. But just as facial recognition systems help to construct the 
identities they claim to merely represent, automated FACS systems, if made 
to function effectively, would likewise push back out into the world and onto 
faces a uniform system for classifying facial expressions, creating a standard-
ized framework for determining their meanings and what they reveal about 
the affective lives of human beings.

The Mobilization of Affect

In order to understand the full significance of AFEA as a technology for 
measuring, defining, and structuring human affect, it is necessary to consider 
some of its envisioned uses. It is not the technical processes of classification 
and automation alone that define the meaning and effects of the technol-
ogy. Equally if not more important is the application of a new, computational 
technique of emotion measurement to address a set of perceived problems in 
the domain of individual psychology. Like other forms of psychological mea-
surement, AFEA is envisioned as applicable to a range of institutional uses 
beyond basic research in psychology.97 What Nikolas Rose calls “the techne 
of psychology”—including psychological experts, vocabularies, evaluations, 
and techniques—is now fully integrated into the spheres of the workplace, 
marketplace, electoral process, family life and sexuality, pedagogy and child 
rearing, law and punishment, and the medico-welfare complex.98 Consider-
ing the deployment of the techne of psychology in this wide range of institu-
tional settings, Rose calls attention to the intrinsic relationship between the 
emergence of the “psy knowledges” and the history of liberal forms of gov-
ernment, understood not in the narrow sense of state institutions but in the 
broader sense of the government of conduct.99 If the rise of “the psychologi-
cal” is “a phenomenon of considerable importance in attempting to under-
stand the forms of life we inhabit at the close of the twentieth century,” as 
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Rose maintains, then the potential uses of automated facial expression analy-
sis in this expanding psychological domain deserve special attention.100

More to the point, the interest of psychologists, computer scientists, and 
other social actors in the development of AFEA needs to be understood in 
relation to a wider set of emerging strategies and techniques for the social 
regulation and mobilization of affect. According Nigel Thrift, late capital-
ist societies are seeing an expansion of the political sphere to include a new 
level of emphasis on the affective domain, including the formation of biopo-
litical strategies that target the embodied dimensions of emotion.101 While 
affect has long been “a key element of politics and the subject of numerous 
powerful political technologies,” Thrift argues, evidence of the rise of a par-
ticular late capitalist brand of “affective politics” can be found in a number 
of developments.102 Most basically, the form of politics itself has changed, 
with a redefinition in what counts as political to include an intensified 
focus on the expression of affect and affective appeals.103 We have also seen 
the pronounced “mediatization of politics,” or the rise of a media-saturated 
political sphere where political presentation conforms to mediated norms 
that emphasize key affective sites like the face and the voice, and enlist the 
performance of emotion as an index of credibility.104 Moreover, systematic 
knowledges for the creation and mobilization of affect have become an inte-
gral part of everyday life in developed societies. Thrift emphasizes the careful 
design of urban environments, but similar affect-oriented design strategies 
are also employed in malls, nightclubs, movie theaters, media production, 
domestic spaces, and a wide range of other settings. While there is a long his-
tory behind these efforts to engineer affect in cities, architectural design, and 
media, what is unique today is “the sheer weight of the gathering together of 
formal knowledges of affective response,” and the wide spectrum of available 
technologies for measuring and managing affective behaviors.105 There is of 
course no way of guaranteeing particular affective responses in any of these 
contexts, but “the fact is that this is no longer a random process either.”106

As a technology of measuring and differentiating the dimensions of affect 
as they manifest in facial expressions, AFEA is especially suited to what Thrift 
calls “microbiopolitics,” the extension of biopower to a newly detailed level of 
analysis and intervention into “bare life.”107 The desire to visualize and analyze 
bodily movements and intensities at the micro-level motivated the photo-
graphic work of Muybridge and Marey in the late nineteenth century, as well 
as early scientific studies of facial expressions. Today, new digital technologies 
are being designed to bring into existence even more infinitesimal levels of 
embodiment, making visible and knowable small spaces and times that were 
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previously imperceptible and beyond the threshold of knowledge and power. 
With the invention of new technologies for measuring the micro-physiologi-
cal dimensions of affect, we are seeing “the growth of new forms of calculation 
in sensory registers that would not have previously been deemed ‘political.’”108

One place where we find the biopolitical potential of AFEA is in its envi-
sioned applications for advancing the psychological science of facial expres-
sions—in the basic and applied research on faces in the discipline of psychol-
ogy. Although psychologists studying the face may have a narrow range of 
interests and motivations, the social uses of their work extend beyond the 
research setting. Since their inception, the psychological sciences have pro-
vided “the devices by which human capacities and mental processes could be 
turned into information about which calculations could be made,” making 
possible “the rational regulation of individuality.”109

As we have seen, the interests of psychologists studying facial expressions 
have been a defining feature of AFEA research and development. For psy-
chologists, the automation of the Facial Action Coding System promises to 
facilitate the production of a wealth of new knowledge about facial expres-
sions and their relationship to emotion and other dimensions of individual 
psychology. Like other methods in the psychological sciences, FACS itself 
is a technical device for “exercising a certain diagnostic gaze, grounded in a 
claim to truth, asserting technical efficacy, and avowing humane ethical vir-
tues.”110 FACS methodology facilitates the production of what Rose calls “cal-
culable individuals,” making facial affect a technical object defined through a 
computational process that can precisely mark out individual differences in 
psychological makeup. The aim is to capture and differentiate facial expres-
sions, to open them up to psychological examination so that individuals 
themselves can likewise be opened up, their interior selves made visible and 
amenable to analysis, classification, and intervention. The essential truth of 
the individual is ostensibly laid bare through the computational analysis of 
the face. FACS aims to make the interior of the individual more visible, deci-
pherable, and knowable, adding to the knowledge of individual subjectivity, 
how the self works, and how the individual can be made more adaptable to 
therapeutic techniques. 

Consider, for example, a study that employed manual FACS methods in 
order to examine “facial expressions of emotion and psychopathology in ado-
lescent boys.”111 Here psychologists sought to determine whether a sample 
of school boys “with externalizing problems” expressed more anger than a 
“nondisordered” group, or a third group identified as having a tendency to 
“internalize” their emotional problems.112 The boys were placed into catego-
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ries on the basis of their teachers’ assessments of them using the Achenbach 
Child Behavior Checklist.113 Findings of this study not surprisingly showed 
that “adolescents who were reported by their teachers to be more prone to 
delinquent and aggressive behavior expressed a higher ratio of facial expres-
sions of anger that were of greater magnitude.”114 If a functioning AFEA sys-
tem were applied in this research, it would facilitate the faster evaluation 
of a larger number of children and the production of more data for defin-
ing the range of normal and abnormal levels of anger expression. It would 
also ostensibly provide a more precise and objective measurement of boys’ 
expressions of anger, a means of making automatically perceptible the minute 
motions and intensities of their faces, offering up these newly visible details of 
embodiment as a measure of their internal emotional lives. It is not difficult 
to conceive of AFEA serving as a diagnostic tool to classify children accord-
ing to whether they display normal or pathological levels of anger, and those 
automatic assessments in turn forming the basis for determining what sort of 
intervention is necessary in order to normalize their behavior. By automati-
cally processing facial expressions in order to determine types and intensities 
of psychopathology, AFEA could conceivably perform an “auto-therapeutic” 
function akin to the work that some psychiatrists thought Weizenbaum’s lan-
guage analyzer might be able to perform in the 1960s—in other words, some 
of the intellectual labor of psychotherapy. AFEA would in this way provide a 
technical means of imprinting the social regulation of affect onto children, 
not simply measuring how they actually feel and express themselves, but 
using the computational analysis of their faces to define and ultimately regu-
late their appropriate range of emotional responses to the world. 

Although there may in fact be good reasons to monitor and regulate anger 
expression in adolescent boys, it is nevertheless necessary to understand how 
the machinery of expression analysis is constructed, how this seemingly 
technical process is in fact bound up with social conventions that define 
appropriate levels of anger and other forms of emotional expression, and 
especially how the social regulation of affect is tied to the exercise of politi-
cal power.115 Envisioned applications of AFEA would be especially useful 
techniques to facilitate what Toby Miller calls the “psy-function,” a shifting 
field of knowledge and power over the mind that is now a defining feature of 
contemporary U.S. society.116 The “psy-function” comprises psychoanalysis, 
psychology, psychotherapy, psychiatry, social psychology, criminology, and, 
of particular concern to Miller, psychopharmacology. Miller examines the 
connections between this “psy-function” and the rise of neoliberalism. Like 
other social theorists discussed in previous chapters, Miller argues that the 
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United States is essentially experiencing a second Gilded Age, with wealth 
systematically distributed upward and risk off-loaded onto the working, 
middle, and lower classes. To cope with their declining social and economic 
security, people are invited to perpetually reinvent themselves, but in cir-
cumscribed and problematic ways—not in terms of more active, organized 
political citizenship but through avenues like psychopharmaceuticals, reli-
gion, and consumption. Children have not escaped these forms of human 
reinvention, and in fact they are increasingly subjected to pharmaceutical 
and other interventions designed to address what appear to be a growing 
number of childhood anxieties and “psychopathologies.” The computational 
analysis of facial expressions has a particular role to play in generating these 
psychologically oriented models of self-refashioning. The FACS-based psy-
chological study of the face makes its own contribution to the psy-function, 
one expression of the effort to harness the psychological analysis of emotion 
to the production of models for self-reinvention. 

Functioning AFEA systems would be especially useful for the affect-cen-
tered study of consumption. Psychological techniques for measuring emo-
tions have long been applied to the field of consumer behavior, used to analyze 
affective responses to commercial messages in order to design more persuasive 
strategies and purchasing inducements. Emotion is widely recognized in mar-
keting as a key component of consumption, with the attachment of emotions 
to products and services for sale in the marketplace as the goal of most adver-
tising. In The Marketing Power of Emotions, John O’Shaughnessy and Nicho-
las Jackson O’Shaughnessy explain the prevailing view in the field that strong 
brand loyalties depend on the emotional connections consumers establish 
with brands, and that effective marketing techniques require a better under-
standing of how consumer choices are guided by emotions.117 In the language of 
market research, “NERS” scores represent “net emotional response strengths” 
and are estimated by drawing on a variety of emotion measurement methods, 
including skin conductivity tests, heart rate measurement, gaze tracking, brain 
scans, and of course the analysis of facial expressions.118 Although the labor-
intensity of FACS coding makes it prohibitive for large-scale market research 
studies, functioning AFEA systems would allow for more widespread use of 
facial expression measurement techniques to assess the affective responses of 
consumers to advertising and other marketing strategies. 

But the use of AFEA for market research purposes is not simply about 
measuring emotional responses to products or encouraging brand loyalty. 
Specific studies that measure physiological manifestations of emotion in 
response to mediated commercial messages certainly have these narrow 
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goals. In a broader sense, however, the development and application of a 
wide range of affect measurement technologies for analyzing in increasingly 
minute detail the way people respond at the embodied level to variations in 
marketing strategies has the more consequential goal of channeling human 
affect to commodity consumption more generally. It is not any particular 
emotional response to a product or advertisement that is most significant, 
but the more cumulative and broad-based effort to harness affect to the pur-
pose of advancing the project of consumer capitalism, making and remak-
ing people in the mold of the emotional consumer. The effort to engineer 
affective responses in marketing, advertising, and other commercial media 
provides a scientific foundation for U.S. makeover culture, which offers a 
model of self-invention through consumerism; “the deepest recesses of the 
human psyche” are treated as “means for the expansion of the commod-
ity universe.”119 Such marketing strategies are biopolitical to the extent that 
they aim to bind embodied affective experience to the emotional labor of 
consumption. 

Another important site where we find the biopolitical potential of AFEA is 
in its envisioned applications for deception detection. According to Ekman, 
he and his colleagues developed FACS expressly for this purpose. Ekman 
suggests that the main impetus behind his eight-year-long project to develop 
FACS was to make advances in deception research. In his trade book Telling 
Lies: Clues to Deceit in the Marketplace, Politics, and Marriage, he explains 
that, after conducting a study in which subjects were unable to accurately 
determine whether student nurses portrayed in videos where lying or telling 
the truth, he and his colleague Wallace Friesen decided they needed to come 
up with a more precise system for capturing “the fleeting hints” of “concealed 
emotions,” or the “facial leakage” that most people seem to overlook.120 They 
set out to develop a “comprehensive, objective way to measure all facial 
expressions,” according to Ekman, because they knew that “uncovering facial 
signs of deceit would require precise measurement.”121 The manual version 
of FACS is already used not only for deception research in psychology but 
also for deception detection in law enforcement and security settings. For 
example, “Behavior Detection Officers” working for the U.S. Transportation 
Security Administration’s SPOT program (Screening Passengers by Observa-
tion Techniques) are trained in FACS and use it along with other methods in 
order to identify bodily signs of deception and abnormal affective behaviors 
among people passing through airport security. 

The successful automation of FACS is viewed by these institutional users 
as a promising prospect for enabling its more widespread diffusion, facilitat-
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ing efforts of law enforcement, security agencies, businesses, and other social 
actors to detect deception in a host of settings where trained human coders 
are in short or no supply. In an October 2006 article published in the Wash-
ington Post, Ekman extolled the benefits of the SPOT program and predicted 
the imminent transition to automated forms of deception and anomaly detec-
tion: “Within the next year or two, maybe sooner, it will be possible to program 
surveillance cameras hooked to computers that spit out FACS data to identify 
anyone whose facial expressions are different from the previous two dozen 
people.”122 As Ekman makes clear, the automation of FACS for deception detec-
tion—in this case based on apparent anomalies in facial expression among 
groups of individuals—is not just an envisioned possibility but also an explicit 
policy priority. (The research groups at UCSD and CMU working on the auto-
mation of FACS have received funding from the CIA as well as the NSF.123)

In addition to allowing the more widespread diffusion of FACS for decep-
tion detection, the automation of FACS is seen as especially useful for iden-
tifying facial actions that are virtually imperceptible to most human observ-
ers. While FACS can yield many secrets about a subject’s true feelings that 
he or she might be trying to hide, according to Ekman, the “most tantaliz-
ing source of facial leakage” is the “micro-expression,” an almost undetect-
able facial action that “flashes on and off the face in less than one-quarter 
of a second.”124 While these suppressed expressions are virtually impossible 
for untrained observers to detect, AFEA systems potentially could be pro-
grammed to capture and identify them, replacing the need for highly trained 
human observers and painstaking analysis of slow-motion video. Accord-
ing to one researcher, “An automatic facial expression system could scan 
large quantities of film for micro expressions in a relatively short period of 
time.”125 Video from a wide range of sources could be processed for detec-
tion of micro-expressions, from interrogations to employment interviews 
and courtroom testimony, as well as video of public figures giving speeches 
or being interviewed by the news media. One technical article on automatic 
facial expression interpretation suggests that AFEA could allow real-time lie 
detection systems to operate “in court-rooms, police headquarters, or any-
where truthfulness is of crucial importance.”126

Here, what Thrift calls the “mediatization” of these public spaces not 
only makes them conform to mediated norms of affect performance, it also 
makes the bodies represented in these recorded spaces and times available 
for the computational analysis of their affective credibility. AFEA provides 
a means for the automated, computational processing of volumes of video 
in search of virtually imperceptible micro-expressions, aiming to lay bare 
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the most minute traces of deception. The measurement of the alleged physi-
ological bases of deception takes on an especially biopolitical cast, as decep-
tion becomes a mark of both behavioral and biological deviance, and even a 
threat to the nation, as it became in the post-9/11 environment.127 Of course, 
deception detection has long been a deeply contested area of research and 
practice, and this disputed terrain is instructive for understanding both the 
promise of AFEA and its fundamental problems, especially when accompa-
nied by claims to its computational objectivity.

The polygraph test is the paradigmatic lie detection technique, and a pro-
tracted struggle has played out historically over its scientific and legal legiti-
macy. In reality, no credible scientific evidence exists to support the polygraph’s 
ability to determine whether someone is lying or telling the truth. There is no 
proof that the polygraph measures anything other than a set of physiological 
functions, and the general inadmissibility of polygraph test results in U.S. court 
proceedings stems from this lack of scientific legitimacy. The decision in Frye v. 
United States (1923), a precedent-setting case for the admissibility of scientific 
evidence, excluded lie detector test results based on their lack of “standing and 
scientific recognition among physiological and psychological authorities.”128

More recent evaluations likewise have found that “it is not possible to use the 
existing literature to provide a satisfactory error rate estimate” for polygraph 
tests,129 although according to one review of actual tests conducted in the field, 
“the innocent were called truthful only 53 percent of the time.”130

Still, the polygraph’s lack of scientific and legal standing has not prevented 
its adoption in a range of institutional settings, especially in employment, 
law enforcement, and military interrogations. Nor has it completely under-
mined its ability to generate productive effects, especially when individu-
als subjected to the test are convinced of its truth-telling (or lie-revealing) 
capacity, and when those who administer the test make decisions based on 
the derived results. The historian Ken Adler has traced the history of the 
polygraph in the United States, showing how the effort to persuade people 
of the machine’s ability “was itself a prerequisite for the machine’s success. 
As its proponents acknowledged, the lie detector would not distinguish hon-
est Americans from deceptive ones unless those same Americans believed 
the instrument might catch them.”131 The polygraph is a technology of highly 
questionable validity, yet one that continues to be put to productive use.

Proponents of newer deception detection technologies, like brain scans or 
functional magnetic resonance imaging (fMRI), claim that these technolo-
gies offer more accurate measures of deception than the polygraph. But new 
techniques of deception detection are unlikely to resolve the fundamental 
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problems associated with scientific methods that target the body for clues 
about the state of mind of the individual. Although proponents of fMRI claim 
that it is a much more advanced technology of deception detection, offer-
ing direct access to the workings of the brain, in fact the technology func-
tions much like the polygraph in that it measures physiological processes as 
indirect indicators of deception.132 “Despite rhetoric to the contrary,” writes 
Melissa Littlefield, “brain-based detection is as equally invested in correlat-
ing deception and truth with the body as was traditional polygraphy.”133 In 
the case of AFEA, facial expressions are translated into coded information 
for data processing, a process that ostensibly provides a more detailed, pre-
cise, and objective measurement of expression. But much like fMRI, FACS 
and AFEA “measure” deception indirectly rather than offering direct access 
to an individual’s thoughts and feelings. 

Of course, this will not prevent FACS and AFEA from being used to make 
authoritative claims about honesty and deception, any more than similar 
problems prevented the use of the polygraph for this purpose. Like the poly-
graph, functioning AFEA systems depend, now and in the future, on a belief 
in the capacity of the technology to do what it purports to do, regardless of 
whether it can do so with complete “accuracy.”134 The claim to accuracy rests 
on both the belief in the computational objectivity of FACS and on the biologi-
zation of honesty and deception: defining these culturally variable and histor-
ically changing practices of the self, which take shape in humans’ interaction 
with one another, as physiological processes that can be located and coded in 
individual bodies.135 The biologization of affect in general, and honesty and 
deception in particular, transforms these social and cultural phenomena into 
measurable objects of science, thereby enabling them to be incorporated into 
the domain of biopolitics. In its envisioned application for deception detec-
tion, AFEA promises to assist with the government of individual subjectiv-
ity in the name of truth, functioning quite literally as a “technology of truth” 
that employs a computational model of facial expression analysis to make 
determinations about truthful versus deceitful conduct in a wide range of set-
tings—potentially anywhere where faces are captured in images. 

Computing Faces and Emotions

Although they overlap, the aims of computer scientists working on AFEA 
research and development are not precisely the same as psychologists study-
ing facial expressions, marketing specialists, or the various social actors 
invested in its applications for deception detection. Some computer scien-
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tists are interested in their own basic research, while others are interested 
in applying AFEA to develop more sophisticated forms of computer vision 
and human-computer interaction (HCI). Computer scientists envision 
AFEA and other affect-sensing technologies as integral components in the 
design of immersive computing environments where computers respond 
and automatically adjust to the verbal and physiological signals of human 
beings. One of the major trends in computer science discussions about HCI 
is an emphasis on “human-centered computing”—the design of computer 
systems “that can unobtrusively perceive and understand human behav-
ior in unstructured environments and respond appropriately.”136 The goal 
of “human-centered computing” is “to design environments which do not 
impose themselves as computer environments, but have a much more natural 
feeling to them.”137 “The main motivating principle,” according to research-
ers in this area, “is that computers should adapt to people rather than vice 
versa.”138 Where computer-centered HCI requires human beings to adapt 
their behaviors to computers, so-called human-centered computing applica-
tions aim to allow humans to interact naturally with invisible computer pro-
grams through transparent interfaces. “The time when rooms, walls, desks, 
and blackboards will be invisibly given computing power” apparently is not 
far off.139 The computer’s ability to “see” and respond to human affective states 
is viewed as central to the aim of human-centered computing and immer-
sive computing environments, and functioning AFEA systems represent one 
technique in the broader effort to achieve these aims.140

Although the priorities that shape the application of AFEA to the devel-
opment of more sophisticated and human-friendly forms of human-com-
puter interaction differ in many ways from those that shape its applications 
in psychology, market research, and deception detection, these different 
potential uses of the technology nevertheless share some important char-
acteristics. So-called human-centered approaches to system design may in 
fact be more attuned to certain human needs and behaviors than conven-
tional forms of computing. But much like the human-centered approach 
to information retrieval discussed in chapter 4, they likewise aim to har-
ness particular forms of human subjectivity, technical skill, and mental and 
emotional labor to the task of building systems that in turn can be used to 
monitor individuals with increasing ubiquity and precision. And while the 
claim of human-centered computing is that it provides a more transparent 
interface, the forms of systematic data collection that accompany this form 
of “interactivity” become less visible to those individuals who are ostensibly 
empowered by new human-centered technological configurations. Immer-
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sive computing environments exhibit what Jay David Bolter and Richard 
Grusin call the “double-logic of remediation,” aiming “to achieve imme-
diacy by ignoring or denying the presence of the medium and the act of 
mediation.”141 But while Bolter and Grusin theorize this double-logic as 
a unique characteristic of new media, in fact this effort to deny the act 
of mediation can also be understood as an expression of what Langdon 
Winner has identified as a basic tendency of modernism: the adoption of 
technical design strategies that “conceal and obfuscate important realms of 
social complexity.”142 Human-centered computing environments that auto-
matically respond in a “natural” way to users’ affective states would render 
obscure the social complexity of affect, especially insofar as the emotion 
classification systems and layers of technical integration built into these 
programs function as automatic and more or less seamless parts of their 
design.

Despite the passive model of subjectivity implicit in the paradigm of 
human-centered computing, the discourse of HCI nevertheless promotes an 
ideal of an active, tech-savvy computer user engaged in playful and produc-
tive forms of media “interactivity,” sharing much in common with the tech-
savvy subject we encountered in chapter 4. The discourse of HCI similarly 
invokes a mode of subjectivity whereby individuals are expected to continu-
ously experiment with and adopt new technologies as part of their practices 
of the self. In fact, some HCI designers advocate the use of AFEA as a means 
of helping users better understand their emotions and individual psyches, 
suggesting that “affective computing” applications can be used for emo-
tional and expressive self-assessment. According to researchers in the Affec-
tive Social Computing Group at Florida International University, affective 
computing offers more than the practical benefits of invisible computation 
designed into the built environment: “We might also find an opportunity 
to better understand ourselves by building multimodal tools with increased 
awareness of the user’s states.”143

Like the nineteenth-century scientists who analyzed the physiological 
manifestations of their own emotions, creating an “emotional economy” in 
the laboratory, computer scientists themselves have been the first to experi-
ment with new affect-sensing technologies. But once again, the implications 
and potential uses of these self-assessment applications of AFEA extend 
beyond the laboratory to other social spaces. For example, a proposed 
“human-human communication trainer” application of AFEA promises to 
help users make sense of their own facial expressions and develop ways of 
better communicating with others:
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Very often people are less aware of their own expressive style than their 
mates and coworkers for the obvious reason that they most of the time 
do not see their own facial expressions. By providing facial images with 
their interpretation during a communicative exchange (say over the Inter-
net), the trainer system would enable people to become aware of their own 
expressions, possibly learning from them, and having the possibility of 
adjusting their expressive style, or disambiguating their expressions to the 
people they communicate with.144

Here AFEA is posited as a means of enabling individuals to regulate, manage, 
and manipulate their own facial expressions and “expressive style,” function-
ing as a technology of communicative self-evaluation and self-improvement. 
Individuals would ostensibly use the AFEA “communication trainer” to train 
themselves to use their faces to express in more useful, interpretable, and 
productive ways, while avoiding ambiguous, misleading, or socially inappro-
priate forms and intensities of expression.

Affect-centered HCI applications have advocates not only in computer 
science but also in science and technology studies. Kirsten Boehner and 
her colleagues, for example, find much of value in the forms of emotional 
self-examination and self-awareness that affect-centered approaches to 
HCI could afford.145 Although they critique the conceptualization of affect 
as information to be processed through individualizing physiological mea-
surement techniques, they nevertheless “welcome the turn to affect in HCI,” 
recommending an “interactional” rather than an “informational” approach 
to conceptualizing affect in emotion-centered HCI applications. This more 
interactional and flexible approach to HCI design treats affect not as a bio-
logical process to be measured precisely and scientifically, but as a cultural 
and “intersubjective phenomenon, arising in encounters between individuals 
or between people and society, an aspect of the socially organized lifeworld 
we both inhabit and reproduce.”146 This shift in the conceptualization of affect 
from information to interaction, they argue, would “substantially change the 
playing field for system design. Instead of designing systems to decode and 
encode affective signals, systems are set up to engage users in interactions 
that help them understand, reflect on, and experience their emotions in new 
ways.”147

Boehner and her colleagues are right to argue that the treatment of affect 
as information threatens to miss much of the subtlety and complexity of 
human affective relations, and that affect is better understood as a social and 
cultural phenomenon that emerges in humans’ interactions with one another 
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and with the world around them. But their interest in the development of 
computer technologies that would help people better understand their emo-
tions and experience them in new ways resonates with, rather than departs 
radically from, the application of a computational model to the social regula-
tion and political mobilization of affect. Rather than taking as given the value 
of emotional self-examination and self-knowledge, it is important to con-
sider why individuals are so persistently encouraged or enjoined to engage in 
practices of self-assessment. Like other projects that make demands of indi-
viduals to know themselves, to take care of themselves, and to better them-
selves, the drive to develop HCI as a technology of emotional self-awareness 
and self-improvement suggests that human affect and human subjectivity are 
envisioned as malleable technological projects, amenable to regulation and 
reinvention. Insofar as they promise to provide people with some essential 
knowledge of their interior emotional selves, interactional HCI applications 
are consistent with, rather than radically different than, other technolo-
gies designed to capture, measure, and analyze emotion—technologies that 
promise to lay bare the affective lives of individuals in order to facilitate the 
social regulation of affect. The application of affect-sensing technologies to 
the aim of emotional self-knowledge resonates with a certain regime of the 
self characteristic of late capitalist societies, one that encourages individuals 
to continuously examine and reinvent themselves in order to acclimate to 
their changing social, economic, and technological environment.

This is not to suggest that the social regulation of affect should be viewed 
as a narrowly repressive project. Forms of affect regulation are an inescapable 
and productive dimension of modern social relations, inherent in what Elias 
has called “the civilizing process.” But even if we acknowledge the necessity 
and even desirability of certain forms of affect government, it is nevertheless 
worthwhile to raise the question of why computers would be conceived as a 
means of helping individuals better understand and manage their emotions. 
There seems no better way to remake ourselves in the image of computers 
than to apply them toward our own affective self-understanding, as a means 
of communicating with ourselves and making sense of our affective experi-
ences. In his analysis of the cultural logic of computation, David Golumbia 
insists that we must “keep in mind the possibility of de-emphasizing com-
puterization, resisting the intrusion of computational paradigms into every 
part of the social structure, and resisting too strong a focus on computa-
tionalism as the solution to our social problems.”148 If there is an ounce of 
wisdom in this assertion, and I believe there is, then we might also want to 
heed this advice when considering computers as solutions to problems of 
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self-knowledge. It seems paradoxical to place so much faith in computers to 
resolve fundamental problems of communication, especially when the con-
versation is one we are meant to be having with ourselves, about ourselves.

No matter how well or poorly computers are made to “see” facial expres-
sions, what remains difficult to compute is the issue of empathetic recogni-
tion, Weizenbaum’s central concern introduced at the outset of this chapter. 
Although certainly not in every instance, human face-to-face interactions are 
at least occasionally sites where an ethical regard for others is learned, per-
formed, formulated, and enacted. The philosopher Emmanuel Levinas saw 
the face-to-face encounter as the primary site of ethics, the moment when we 
are forced to recognize the other as an autonomous being, distinct from our-
selves.149 David Lyon has likewise appealed for an ethic of “embodied person-
hood” or “local face-to-face care” as a countermeasure to the impersonal and 
often inhumane forms of administrative procedure and social ordering inher-
ent in large-scale, bureaucratic surveillance systems.150 These writers share 
Weizenbaum’s concern for a moral and ethical obligation to other people 
that seems to arise most acutely when humans are in one another’s physical 
presence.151 While we should be cautious about nostalgically privileging face-
to-face communication as morally superior to mediated forms, there may in 
fact be unique dimensions to human affective relations that are not entirely 
amenable to computation. Computation requires facial expressions and their 
analysis to be defined and constrained in particular ways, and translating into 
computational form the widely variable human capacity for making facial 
expressions and interpreting the expressions of others involves incorporating 
into computational models a considerable amount of expressive subtly and 
ambiguity—things with which computers have not proven particularly adept. 
Here the crucial distinction that John Durham Peters makes between “com-
munications” and “communication” is instructive.152 Drawing on Raymond 
Williams, Peters defines “communications” as “the institutions and forms in 
which ideas, information and attitudes are transmitted and received.” “Com-
munication,” in contrast, is “the project of reconciling self and other.”153 “The 
mistake,” writes Peters, “is to think that communications will solve the prob-
lems of communication, that better wiring will eliminate the ghosts.”154

The problem is not that computer programs will sometimes fail to “accu-
rately” read facial expressions. This would not make them any different than 
humans. Instead, the problem lies in the preoccupation with precision, accu-
racy, and objectivity characteristic of computational logic, and the kind of 
political priorities and worldviews this logic empowers. AFEA translates the 
subtle, ambiguous, relational, and ethical dimensions of human affective 
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relations into discrete, measurable objects in order to make them more ame-
nable to information processing. This process cannot help but transform the 
meaning and experience of affective relations, remaking them as technical 
processes that exhibit a level of precision, differentiation, and standardiza-
tion uncharacteristic of their complicated, culturally and historically vari-
able, analog forms. To quote again from Katherine Hayles, “a simplification 
necessitated by engineering considerations becomes an ideology in which 
a reified concept of information is treated as if it were fully commensurate 
with the complexities of human thought,” or in this case, the complexities of 
human affect.155

In his ponderings on the philosophical implications of his ELIZA language 
analyzer, Weizenbaum suggested that all technologies more or less transform 
our affective relations with one another and with ourselves. In order to oper-
ate instruments skillfully, he noted, a human being must internalize aspects 
of those instruments into his or her “kinesthetic and perceptual habits”: “In 
that sense at least, his instruments become literally part of him and modify 
him, and thus alter the basis of his affective relationship to himself [sic].”156

If every technology that we integrate into our lives contributes to changes 
in our affective relations with one another and with ourselves, modifying 
our embodied experiences, this point would seem to doubly apply to tech-
nologies specifically designed to capture, measure, and manipulate our affec-
tive lives. Bruno Latour uses the term “prescription” to refer to the behavior 
imposed back on humans by nonhuman delegates.157 Prescription often takes 
banal forms, like the way we learn to adapt our manner of walking to a new 
pair of shoes, or our computer work patterns to particular software glitches 
that we are unable to resolve. But it can also take more consequential forms, 
and in fact a series of minor adaptations can ultimately amount to signifi-
cant changes in the way we live our lives and who we take ourselves to be. 
This makes it especially important to consider the ways that AFEA could 
either intentionally be used to prescribe certain affective responses, or could 
lead inadvertently to changes in human affective relations. Users may learn 
to adapt their own more complex and subtle forms of facial expression and 
affective behavior to accommodate computational models, and uses of the 
technology may become divorced from a sense of the complexity, ambigu-
ity, and ethical dimensions of human affective relations. It is of course also 
conceivable that AFEA might be used for socially beneficial aims, intention-
ally or unintentionally prescribing back on human beings positive changes 
to their affective conduct and providing avenues to new emotional experi-
ences. But the questions immediately follow as to what constitutes a social 
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benefit, what determines the range of appropriate affective experience, and 
why individuals are compelled to greater self-knowledge and perpetual self-
reinvention. When the issue is something as central to human agency and 
subjectivity as our affective interactions with one another and with the world 
around us, these questions seem especially crucial to consider. 
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Conclusion

If we consider the face as a territory rather than as a token or 
even as a sign, with its appearance, disappearance, and reap-
pearance always written-through with traces of history of its 
forms and uses, we find it one of the places in representation 
where the past and the present collide most powerfully, and 
continually exchange a message of crisis.

—John Welchman, “Face(t)s: Notes on Faciality”

I began this book with reference to a surveillance camera image that 
circulated in the media after September 11, 2001, allegedly depicting two of 
the hijackers passing through airport security that morning. The faces of the 
men in the video frame were barely visible, and that, combined with its sheer 
banality, may explain why it was such a chilling image.1 Its low, grainy quality 
lent it an air of credibility as an authentic representation of the real, but the 
tiny visual blurs of the men’s faces made them appear not just unidentifi-
able but indecipherable. The image seemed to provide only more questions, 
rather than definitive answers, about the men’s true identities and motives. I 
chose this particular image as a frame for the book because it carried with it 
the regretful yet hopeful idea that facial recognition technology might have 
identified the men in the video before they carried out their plans, raising 
the question of what would have to happen to make such an automated sur-
veillance system functional. While it should be clear now why the claim was 
problematic on many levels, it nevertheless brought into sharp relief the art 
historian John Welchman’s contention that faces and their representations 
are territories where past and present constantly collide, and in the process 
exchange a message of crisis. 

In the introduction to their nicely illustrated book In the Eye of the 
Beholder: The Science of Face Perception, Vicki Bruce and Andy Young pro-
vide a disclaimer for their use of artistic renderings of faces throughout the 
text to explain scientific principles of human face perception. They employ 
these portraits—not just photographs but also paintings, drawings, sculp-
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tures, and other facial representations—to make “scientific points” about 
the visual perception of faces, “and do not consider the social or artistic fac-
tors involved in the interpretation of portraits at all.”2 The “point of view of 
art theory,” they insist, “is not one which matters for the points we wish to 
make.”3 Still, while they see “social and artistic factors” as having little or no 
bearing on the science of face perception, they do believe that the reverse 
is true, that science has something to offer a broader understanding of how 
humans see the face: “We present and discuss scientific findings because we 
believe these can inform our understanding of what goes on when anyone 
(artist or non-artist) looks at a face or a realistic portrait, not because we 
want to constrain what artists do.”4 Bruce and Young may not want to con-
strain what non-artists do with faces either, but their disclaimer suggests a 
greater concern with separating science from art than with making a state-
ment about the limits of science to explain how humans perceive the world. 
In fact, the scientific work they present in their book largely assumes that 
face perception is based on a universal way of seeing the face. For them, face 
perception boils down to a set of physiological absolutes that are clearly dis-
tinguishable from “social and artistic factors.” They are not primarily worried 
about constraining what nonartists do with faces because ultimately, in their 
view, everyone perceives faces in essentially the same way. 

This view that face perception is essentially a physiological process—sep-
arable from the widely variable cultural practices and forms of social organi-
zation in which faces and bodies are embedded—has special affinities with 
the effort to simulate face perception in computers. Much of the computer 
science literature tethers the proposition that computers can be programmed 
to “see” the face to the existence of a universal human form of face percep-
tion and its fundamental basis in our biological “programming.” In addition, 
just as many experts in human face perception maintain that human evolu-
tion has produced this universal, physiological process that can be explained 
definitively via a unified science, many computer scientists suggest that the 
move to model face perception in computers is part of the natural progres-
sion of science and technology. The opening paragraph of Stan Z. Li and Anil 
K. Jain’s Handbook of Face Recognition, for example, offers precisely this sort 
of explanation: 

Wide availability of powerful and low-cost desktop and embedded com-
puting systems has created an enormous interest in automatic processing 
of digital images and video in a number of applications, including biomet-
ric authentication, surveillance, human-computer interaction, and multi-
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media management. Research and development in automatic face recogni-
tion follows naturally.5

Here the emergence of automated face perception technologies is explained 
in cursory evolutionary terms, as technologies beget new technologies. It is 
simply the availability of computing systems that leads to interest in tech-
nologies for automatically processing images, since their utility and desir-
ability are self-evident. In this view, recognizing faces and facial expressions 
are basic human processes, so it is only natural to program computers to do 
these things, once the technological conditions are ripe.

Two arguments against bothering to write a book like the one in your 
hands can be found precisely in the two positions just outlined: first, that 
face perception is a universal, unchanging physiological process separable 
from historical, social, and cultural influences; and second, that the devel-
opment of automated face perception technologies simply follows naturally 
from other technical developments, part of an inevitable, evolving process of 
computerization. The argument elaborated in this book maintains that the 
first position is not an adequate explanation of the culturally variable and 
historically changing ways that human beings use their faces or interpret the 
faces of others, and the latter position is not a sufficient way of explaining 
current institutional interest and investment in automated face perception 
technologies. Although there is of course a physiological dimension to visual 
perception, there is no universal way of seeing, and no universal way of see-
ing the face. And while certain technical developments have created both the 
possibility and areas of need for automated face perception, the conditions of 
possibility for these technologies cannot be reduced to those technical devel-
opments alone. 

Instead, automated face perception technologies take their place in 
a long history of representational practices of the face, and both the roles 
these technologies perform and the forms they take can only be adequately 
understood in relationship to that history. It has not been the purpose of this 
book to provide a complete history of facial representation, but it is never-
theless fundamental to the argument presented here to recognize that the 
automation of face perception is inextricably tied to a set of historically and 
culturally contingent political priorities, institutional practices, and social 
conventions. History and social theory have something to tell us about the 
automation of face perception. Likewise, any system for representing the face 
tells us something about the society and historical moment that produces it. 
Welchman goes so far as to suggest that “the face is probably the primary site 
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of visual representation, and has shaped the very conditions of visuality.”6

Although too sweeping a statement, since no system of visual representation 
can lay claim to constituting the very conditions of visuality, it is worth con-
templating this idea, because any force that shapes human visual practices, 
however contingent or contested, shapes our ways of understanding the 
world and our places within it. The face has been a special object of attention 
in the organization of visual practices and the development of visual media 
technologies, and technologies designed for representing and analyzing the 
face have played a special role in defining and redefining what it means to be 
human. 

Beyond being deficient accounts, these two scientific and technical posi-
tions can serve ideological functions, however inadvertently. Claims to uni-
versality can often be imperialistic and totalizing, flattening out differences 
in ways that structure the range of human possibilities. The systems devised 
for representing and interpreting faces are systems for classifying and defin-
ing categories of humanness, and the effort to automate any such system is 
almost inevitably an effort to standardize and disseminate it, to apply that 
system across contexts, making it reach further in space and time in order to 
classify and define more faces and more people. This is one sense in which, 
in many of their envisioned applications, automated face perception tech-
nologies are not all that different than nineteenth-century physiognomy and 
other classifying forms of facial analysis that came before. The technological 
projects outlined in this book articulate the myth of the digital sublime to 
more antiquated yet enduring cultural assumptions about the relationship 
between faces and identities, or between faces and the essential qualities of 
individuals. They also build on, in material ways, existing practices of facial 
identification and analysis, retrofitting them with computational systems in 
order to make more definitive claims to truth about facial images and their 
embodied human counterparts. 

Whether intentionally or not, applying a standardized way of seeing the 
face to others can deny those embodied subjects their independent exis-
tence, their own ability to speak for, represent, and exist for themselves. In 
Totality and Infinity, Levinas discusses “totality” in terms of the violence 
done to others when they are made to fit rational categories and denied their 
own autonomous position as unique and separate individuals.7 Levinas sees 
the face-to-face encounter as the primary site of ethics, the moment when 
we are forced to recognize and respect the otherness of the Other. The pres-
ence, in the flesh, of an entirely separate individual forces us to acknowl-
edge their difference, the inescapable fact that they are like us, but funda-
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mentally different. We cannot fully know another person, and it is when we 
face another person in an immediate sense, look that person in the face, that 
this inability to ultimately reconcile self and Other is most acutely manifest. 
The need to address the problem of “lost presence”—of bodies missing from 
communicative contexts—is a problem that affects everyone who engages in 
mediated exchanges, bound up with the more general problem of maintain-
ing forms of social organization and cohesion in societies of increasing scale 
and complexity. But to paraphrase John Durham Peters, it is a mistake to 
think that more sophisticated communications technologies will eliminate the 
fundamental problems of communication, of humans’ relationships with one 
another, with themselves, and with their worlds.8

Another argument against the thoroughgoing social critique of automated 
face perception technologies offered in this book holds that more advanced 
forms of surveillance are essential for security and risk management in a 
world rife with threats to the well-being of civilized society. This position, 
characteristic of much state security and biometrics discourse, is unapolo-
getic in its politics of inclusion and exclusion, preferring to assume that the 
world divides into clearly defined categories of belonging rather than enter-
tain questions about why certain groups are deserving of “security” and oth-
ers not. The former Alaska governor Sarah Palin invoked a variant of this 
idea in her closing comments at the 2008 vice presidential debate, for exam-
ple, when she called on U.S. citizens to join her in the fight for their “eco-
nomic” and their “national security freedoms.”9 Although not three words 
commonly strung together to form a single phrase, by “national security 
freedoms” Palin most likely meant the freedom to do what is necessary to 
ensure the nation’s security, the right for the nation to be secure and thus to 
secure itself from internal and external threats. The phrase invoked a sense 
of freedom under siege, requiring protection and made possible only by 
a strong national security apparatus. Intentional or not, it carried a whole 
series of connotations pointing to the national security strategy adopted in 
the U.S. “war on terror,” from the doctrine of preemption, to waterboarding, 
to warrantless wiretapping. Articulating the fight for “economic” freedoms 
to “national security freedoms,” Palin’s statement also invoked an image of 
the individual entrepreneurial spirit under attack, in need of safeguarding 
from the combined threats of taxation and terrorism. She continued: 

It was Ronald Reagan who said that freedom is always just one genera-
tion away from extinction. We don’t pass it to our children in the blood-
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stream; we have to fight for it and protect it, and then hand it to them so 
that they shall do the same, or we’re going to find ourselves spending our 
sunset years telling our children and our children’s children about a time 
in America, back in the day, when men and women were free.10

Palin ended the debate with a threatening vision of the future, where free-
dom unprotected and un-fought-for becomes a thing of the past. Having 
allowed the state to grow too large and tax too much and provide too many 
social services, Americans look back longingly on all the freedoms they have 
lost—the freedom to start up new businesses and make as much money as 
they deserve, to go to any doctor they want, to drive any brand of car, on 
the open road, to any destination. Reagan’s fears were similar to Orwell’s—
the specter of communism haunting the West and threatening to usher in 
a socialist totalitarian nightmare, crushing the individual and his freedom 
of choice under the boot of an obese and overly watchful state. From the 
subject position of right-wing femininity, Palin updated that scary scenario 
for post-9/11 America, a place and time where it becomes possible to utter 
the words “national security freedoms” and posit them as something to fight 
for—indeed, something to kill for. 

As David Harvey has noted, the founding figures of neoliberal thought 
gave primacy to the political ideals of human dignity and individual free-
dom, and in doing so “they chose wisely, for these are indeed compelling 
and seductive ideals.”11 The idea that people in the United States and other 
Western democracies possess more freedom today, and that their freedom 
is something that was fought for and must continue to be fought for because 
it is perpetually under attack, is a powerful set of ideas, often exploited for 
political aims. There are of course ways in which many people living in these 
societies can be said to have more liberties, and certainly more choices, than 
people living in other places and times. But as Toby Miller has observed of 
the U.S. present, the “duality of free choice and disciplinary governance is 
the grand national paradox.”12 Migrants arrive in the United States “cogni-
zant of the country’s extravagant claims to being laissez-faire,” only to find 
themselves living in a highly administered society.13 In the United States and 
other late capitalist societies, “freedom” has been tethered to the “free mar-
ket” and that free market has ushered in a massive surveillant assemblage.14

Whether this increasingly ubiquitous, panoptic sorting apparatus amounts 
to a “kinder, gentler” version of Big Brother is not entirely clear.15 The finance 
industry’s demand for more secure forms of identification and access con-
trol, the market research industry’s demand for more sophisticated con-
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sumer tracking techniques, employers’ demands for more effective forms of 
labor control—each of these priorities of the business system is inextricably 
tied to the more repressive apparatuses of the welfare-prison-immigration-
control complex. And the freedom and security of the “innocent majority” 
is often defined in stark opposition to myriad others who seem to inherently 
pose a threat to that freedom and security.16

The efforts to create automated forms of face perception and to define 
compelling social needs for these technologies are projects inescapably 
bound up in the paradoxical relationship between free choice and disciplin-
ary governance. The technologies promise to provide more sophisticated 
forms of administrative surveillance and access control, sorting out popula-
tions according to categories of belonging and risk, and facilitating efforts 
to determine who is entitled to “free choice” and “security” and who poses a 
threat to those values. The inherent tensions and contradictions of this strat-
egy of pursuing new forms of surveillance as a means of ensuring security 
and freedom are falsely reconciled by the assumption that automated face 
perception technologies naturally evolve out of a process of research and 
development, and that they are essentially equivalent to, or at least continu-
ous with, existing practices of facial identification and interpretation. In fact, 
according to the tech-neutrality view, pursuit of these technologies need not 
be understood as part of a particular security strategy, since they are prod-
ucts of the natural progression of science and technology, part of the inevi-
table unfolding process of computerization.

The claim that facial recognition technology could have prevented the vio-
lence of 9/11 is indicative of the strategy that informs the design of new sur-
veillance technologies: it assumes that the source of terrorism and crime and 
other social problems can be located in the bodies and identities of specific 
individuals and groups. A critical point I want to make in closing is that the 
source of threats to security is not found in the identities or essential quali-
ties of specific individuals or groups—neither in “different” identities nor in 
difference itself. Instead, it can be found in the political-economic and social 
conditions that create and reproduce social inequality, and the associated 
intolerance for difference that so often accompanies those societies—and 
international contexts—in which risks and rewards are so unequally dis-
tributed.17 It follows that technologies designed to target individual identi-
ties, defining them according to standardized classification systems and dis-
tributing them according to their location in a hierarchy of value and risk, 
in all likelihood help to reproduce the threats they aim to address. The most 
stable, peaceful societies are not societies in which everyone is identifiable 
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all the time everywhere they go. Instead, they are societies in which social 
and cultural differences are respected, and people have a healthy measure of 
autonomy and control over their own lives. It may be unrealistic to hope for 
an equal distribution of wealth, but as many people as possible need to enjoy 
a decent standard of living, and on balance, hold an optimistic view for their 
future. As long as these basic conditions of “freedom” and “security” are based 
on a politics of inclusion and exclusion—as long as they are defined as the 
exclusive rights of a certain class of individuals over and against others who 
are classified as threats to that security—then the situation will be funda-
mentally unstable, insecure, and worst of all, unjust. There is undoubtedly a 
sense in which we do need to fight for our freedoms, but not freedoms defined 
strictly to fit the “free market” model, and certainly not our “national security 
freedoms,” which depend fundamentally on negating the freedoms of others. 

Finally, I do not wish to conclude by making the determinist argument that 
the technological projects outlined in this book are leading to the inevitable 
standardization of facial representation and interpretation; nor do I want to 
suggest that a totalizing process of facial classification is the nefarious aim 
of computer scientists or other social actors involved in these projects. As I 
have emphasized throughout this book, the idea that the widespread deploy-
ment of these technologies is an inevitable part of a nonnegotiable future 
plays an important role in their implementation, but the automation of face 
perception has never been a foregone conclusion. Despite claims about the 
inevitability of these technologies, there are formidable obstacles to their 
institutionalization. There are, in addition, all sorts of unintended conse-
quences and alternative uses that could result from their deployment in vari-
ous spaces and social contexts. In order to make automated face perception 
a functioning reality, inventors require the world as their laboratory, and the 
messy social world of embodied faces can be especially unpredictable and 
uncooperative. The automation of facial identification cannot definitively 
stabilize faces or identities; nor is it likely that the automation of a facial 
expression classification system can standardize and clearly define, once 
and for all, the complex, changing, and emergent world of human affective 
relations. A relatively stable institutional framework has taken shape for the 
development and deployment of these technologies, but it is impossible to 
predict the full range of human-machine assemblages that might result from 
their integration into existing practices of facial representation and analysis. 
For these reasons if none other, surely scientists conducting research in this 
area need to abandon the argument that face perception is essentially a uni-
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versal physiological process, and that the development of automated forms is 
unfolding as part of the natural progression of science and technology.

One last point I wish to make explicitly in closing is that I am not advocat-
ing that the projects of automating facial recognition and expression analy-
sis be abandoned entirely, although I would hold that out as one among the 
range of possibilities.18 Instead, I would suggest that serious consideration 
should be given to circumscribing the uses of these technologies as cur-
rently envisioned. Neither the imperatives of companies that stand to profit 
from these technologies, nor those of the institutions that are their primary 
early adopters, should take precedence over a thoroughgoing legal and ethi-
cal debate about their appropriate forms and uses. This debate needs to reach 
beyond the limited legal framework of privacy rights to include ethical argu-
ments that identify the forms of structural inequality that new surveillance 
technologies are often designed to reproduce, even as they appear to function 
in radically individualizing ways. In addition, the design of these technolo-
gies needs to be more widely understood at every level of their development. 
As Lucas Introna has argued, the social costs of implementing facial recog-
nition systems are not well understood because the methods and choices 
involved in their design are especially opaque.19 Algorithm, software, and sys-
tem development involve processes of closure whereby design decisions are 
black-boxed, or enclosed in complex socio-technical networks that are virtu-
ally impossible for nonexperts to understand. This in turn creates opportuni-
ties for silent, invisible micro-politics to be built into these systems, in turn 
instantiating themselves in the infrastructure of everyday life.20 In order to 
address this problem of technological enclosure, Introna argues for a “disclo-
sive ethics” that would aim to open up the process of system design and use to 
ethical scrutiny. This book represents one effort in that direction. 

I would also hold out the possibility that, if radically reenvisioned, ver-
sions of these technologies could have beneficial social uses. The definition 
of beneficial is of course inescapably contested, but design strategies and 
applications that do not attempt to incorporate or disseminate totalizing 
facial classification systems would not necessarily be subject to the same crit-
icisms outlined here. Perhaps alternative forms of these technologies could 
be developed that would not aim to embody an accurate, objective, all-seeing 
mode of facial identification or expression analysis. It is also conceivable that 
forms of automated face perception could be devised that would not aim to 
resolve, once and for all, the problem of the relationship between image and 
reality, or between portrait and identity. Automated face perception technol-
ogies can no more definitively bind our identities to our bodies, determine 
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what we are thinking or feeling, or define our essential qualities than any 
other form of facial representation or analysis, except insofar as these ideo-
logical claims take hold.

Not everyone interested in the automation of face perception is invested 
in using these technologies to make claims to truth about the fixed rela-
tionship between faces and identities. In her essay on “Mediated Faces,” for 
example, Judith Donath of the MIT Media Lab explains that the incorpora-
tion of faces into mediated environments involves a host of complex design 
problems, and one should not assume that the ultimate goal of facial media-
tion “is to recreate reality as faithfully as possible.”21 There are many reasons 
why facial images might be usefully reproduced or simulated in mediated 
environments, and not every scenario demands a direct visual correspon-
dence with the embodied faces of participants. According to Donath, some-
times the goal is to create forms of mediation that differ from face-to-face 
communication, because “the computer makes it possible to go ‘beyond 
being there’—to create environments that have features and abilities beyond 
what is possible in the ordinary everyday world.”22

Donath is right to call into question the ultimate aim of faithfully recre-
ating faces and the conditions of face-to-face encounters in mediated envi-
ronments. But following the likes of David Golumbia, Katherine Hayles, 
Vincent Mosco, Kevin Robins, Joseph Weizenbaum, and others, this book 
maintains that we need to continue to be skeptical of the enduring claim that 
digital technologies hold out radical possibilities for transcending the “ordi-
nary everyday world.”23 Given the constraints that computers can impose on 
social exchange, it makes more sense to recognize the ways that non-com-
puting environments have “features and abilities beyond what is possible” 
in computer-mediated communication. There are infinitely more ways that 
computer-mediated environments fall short of the ordinary everyday world 
than vice versa, and belief in technological transcendence has a danger-
ous tendency to leave the problems of the material world intact. According 
to Nicholas Negroponte, champion of the digital sublime, “Your face is, in 
effect, your display device, and your computer should be able to read it.”24

But if our faces are our display devices, pixilated streams of data to be pro-
cessed by computers, they are also inescapably parts of our bodies and our 
selves, embedded in social relations, spacial locations, and specific cultural 
and historical contexts. Faces and their representations are never stable, 
standardized objects. Instead, they are hybrid assemblages of material and 
meaning, markers of identity and sites of affect to be sure, but always situated 
somewhere, on their way from somewhere and to somewhere else.25
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